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Short description of the content of the deliverable

This deliverable is the output of task T3.2 of the EXPRESS project. The main objective of this
task is to analyse existing sector and technology roadmaps and construct an augmented
Strategic Research Agenda (SRA) for the SSI (Smart Systems Integration) ecosystem in
Europe using the EP0oSS SRA as a basis and focal point and contrasting it with those of
other networks, clusters and organisations.

This deliverable gathers the links between the EP0SS SRA and other platforms as
opportunities to build bridges and to encourage collaboration. Two main issues were
addressed to fulfil the objective of getting the Augmented SRA: identification of links between
the EPoSS SRA and other relevant information sources from other ETPs, and analysis of the
gathered information in order to identify the strengths, weaknesses, opportunities and threats
that may act for or against the development of an ecosystem for Smart System Integration in
Europe.

The central part of the deliverable, chapters 4 to 6, highlight the conclusions of the analysis
of the links found in the 77 reviewed documents. These conclusions are organised in
different chapters, each one devoted to the areas of ETP’s classification in CORDIS, as
shown in Figure 3. Each of these chapters is organised in accordance with the three types of
links that were identified:

e Application Opportunities for Smart Systems: Introduction of Smart Systems in the
specific application domains (e.g.: Transport & Mobility, Automotive, Energy, ICT...)

e Sector drivers and barriers to compel the use of new devices or techniques.

¢ Technology challenges (as hurdles that Smart Systems technologies should
overcome) and research priorities (actions concerning research themes (priority, mid-
term, long-term)).

Then, chapter 10 presents an integrated view of previous chapters transformed into SWOT
components that will populate an overall SWOT analysis as input for a joint strategy and
implementation plan. These contents are the inputs for task T3.3 (Strategy and
implementation plan).

The deliverable has an initial part containing the executive summary, the objectives of the
document and its organisation, and is completed with annexes including the methodology
used to fulfil task 3.2, and references of all the analysed documents.
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1. Executive summary

1.1. Introduction

The augmented SRA of the European Smart Systems Integration Ecosystem takes as a
basis the 2013 edition of the EP0SS roadmaps and SRA and the Smart Systems part of the
ECSEL MASRIA, and consolidates these with roadmaps and SRAs of ETPs (European
Technology Platforms), clusters and other networks. The outcome is an augmented SRA for
the SSI ecosystem covering the application and sectoral view, the functional view, and the
technological view.

The augmented SRA gathers the links between the basis SRA and SRAs of other platforms
as opportunities to build bridges and to encourage collaboration. Two main issues were
addressed to fulfil the objective of getting the Augmented SRA:

1. Identification of relevant information sources, and
2. links identification and analysis.

Regarding relevant information sources, diverse types of SRAs and roadmaps were
analysed (see documents list in annexes). In a first round, 56 documents available from
ETPs’ SRAs were analysed. Then, in a second round analysis, additional 19 documents from
regional clusters (SRA and roadmaps) were also analysed.

In this analysis, links were identified using the “SMART” filter. That way, any type of
content that can affect Smart Systems was collected in these documents. Three types of
results could be extracted for each of the analysed documents:

e Opportunities for Smart Systems: in the specific applications domains of the ETPs
(e.g.: Transport & Mobility, Automotive, Energy, ICT...).

e Sector drivers and barriers to the use of new devices or techniques.

e Technology Challenges (as hurdles that Smart Systems technologies should
overcome) and research priorities (actions regarding coinciding research themes).

These were aggregated on the level of those sectors that the ETPs are grouped in, i.e.
Production and Processes, Energy, Bio-based Economy, ICT, Transport, and Environment.

In an additional exercise, all drivers and barriers, application opportunities and technology
challenges were analysed independently of the sector to provide an integrated view of
Strengths, Weaknesses (or rather challenges), Opportunities and Threats.

As a general conclusion, there is a high degree of matching between the links identified in
the analysed documents and the main aspects highlighted in the EPoSS SRA regarding
drivers & barriers, technical research priorities and the benefits that SSI can bring to this
sector.

1.2. Opportunities for Smart Systems Integration

ETPs seek to fulfil market and societal long-term needs and expectations related to their
sectoral context. According to these needs, several application opportunities were identified
where Smart Systems Integration can produce different types of benefits. These benefits that
Smart Systems Integration can bring to the different types of ETPs guide the identification of
research priorities. Some key benefits pursued in ETP SRAs are shown below and, even if
they are mentioned in specific sectoral SRAs, they may be extended to other sectors:

— Implementing trustworthy manufacturing process while developing “design for
manufacturing” “design for testing” and “design for reliability” with diversity of
materials combined with increased system complexity.

— ICT as key enablers to improve the quality of life for citizens through



— Real world connectivity
— Energy efficient ubiquitous interoperability

— Secure access to various services in different domains (digital economy,
health systems, sustained energy and the protection of the environment,
security and safety, life at home, in the cities, and in transportation systems)

— The Waterborne SRA pursues the safe and efficient operation of increasingly
complex vessels with a minimum of crew, which requires new developments in
process automation, computer technology, sensors, smart components and
communication to be applied to the maritime industry.

— The ERTRAC SRA identifies ICT as one of the key enablers for creating a safe,
sustainable and efficient transport system. And points to interoperability and
harmonisation as well as roll out of those systems compared to the stand alone
solutions as key factors to create economical sustainable solutions. Additionally,
Smart Systems are seen as components that enable new services and high
performance infrastructures

— Also automotive electronics and progressive “smartification” of automotive
systems have shown its benefits regarding some key issues identified in
transport ETPs such as:

— Safety and security related systems.
— Improved product performance, and updatable/adaptable products.

— New equipment with reduced emissions, enhanced comfort, and
improved performance.

— Management and control systems addressing safety and security,
equipment health monitoring, automated or self-assessed operation, and
vehicle-infrastructure interaction.

— Smart Systems Integration on equipments allows key processes
performance improvement: supply chain, retrofitting, maintenance, and
integrated transport system management.

— During the next decade the power network infrastructure must be upgraded to enable
smart operation. Smart grids relate customer-side systems and provide opportunities
to integrate Smart Systems products, services and businesses:

— Smart appliances, routers, in-home display, building automation systems,
thermal accumulators, smart thermostats.

— Power conditioning equipment for bulk power and grid support,
communication and control hardware for generation and enabling storage
technology.

— Electric vehicle charging infrastructure: Charging infrastructure, batteries, and
inverters.

— Home Energy Management Systems (HEMS) and Building Energy
Management Systems (BEMS) in smart grids environments.

— Energy-as-a-service is an innovative business model for energy utilities.

Priority and long term actions identified in the EPoSS SRA match with application
opportunities identified in the links. But obviously, as the spectrum of analysed ETPs was
very wide, more actions should be added, and prior collaboration between platforms is
required as suggested in “drivers and barriers” section.



1.3. Driver and barriers and subsequent actions

The main drivers and barriers identified in the EPoSS SRA are also addressed in the
analysed documents.

“Increased functionality” is addressed in the EP0SS SRA as the main driver for Smart
Systems. This corresponds with the identified applications opportunities and technology
challenges links identified in the Manufacturing / Factory Automation documents, which
demand new functional materials, cognitive capabilities and human-worker interaction for
Smart Systems.

Regarding the same driver, Energy sector documents specifically emphasize that new
monitoring and control solutions are needed to address increased concerns that society is
facing nowadays (drivers) on process safety and uncertainty reduction, and smart grid
reliability and resilience.

Transport documents also provide evidence of requirements of advances on performance
improvements such as: energy efficiency; market and societal needs such as: safety,
security, comfort (e.g.: noise, vibration...) and so on. Other important drivers such as
“reduced cost” and “increased reliability” from the EP0SS SRA are also identified by these
ETPs.

This corresponds with the identified advances on performance improvements that ICT
technologies can enable such as: energy efficiency, dependability, connectivity,
manageability, and so. Additionally, ICT documents envisage that smartness will also be a
key feature of future services.

Besides, “increased reliability” of machines and processes, product health assessment (it
can be food or any manufactured product) drives the use of smart sensors or devices to
reach new functionalities.

Additional drivers from an ecosystem perspective were identified. Key societal challenges
and industrial leadership issues (Assisted Living, Intelligent Transport, Energy efficiency and
Smart Grids, and Advanced and Intelligent Manufacturing) imply paradigm shifts that open
attractive new opportunities due to both, the potential market size and the emergence of new
services.

This potential is also based on two other driving foundations: On the one side, the existing
capabilities, infrastructures, commercial scale demonstrators, and application arenas. On the
other side, the aims of relevant leading economies, and the explicit public bodies’
commitment and leadership on the above mentioned challenges and issues.

On the barriers side, “fragmented supply chain” which appears to be one of the most
obstructive difficulties identified in the EPoSS SRA, is also a major barrier addressed in the
analysed documents. This corresponds with what was found in the Manufacturing / Factory
Automation documents, showing manufacturing capabilities and supply chains as missing
capabilities for a reasonably priced mass production of diverse materials, and to manufacture
the first batches of products.

In the same direction, transport documents emphasize on the supply chain, showing
specifically that the increasing competitiveness and price pressures rail industry is facing
lead to structural problems, and the need to consolidate some sectors of the rail supply
industry. Innovative commercial approaches to large scale delivery are required.

In fact, we should talk about “fragmented ecosystem” because it was also identified that
there is fragmented vision within some countries, and a fragmented and diverse offer of
technology solutions. At the same time many assumptions are based on “unclear” future
customer behaviour.

Linking “fragmented supply chain” to “skills shortage”, it was found in ICT documents that
further actions are required on collaboration, standards, and education and training.



“Untried techniques” appears to be the most obstructive difficulty in the Energy sector. In
spite of lack of information about Smart Systems application, regulatory conditions, financial
risk, and lack of technical standards are delaying the deployment of new technologies
according to ETP revision.

Finally, according to Bio-based economy ETPs revision, “policy development needs
improvement” in order to encourage emergent technologies’ implementation and new
solution design.

These findings on drivers and barriers reinforce the actions claimed in the EPoSS SRA that
should be complemented with additional actions on:

Push (needs) / Pull (success stories) forces:

— Recognizing safety, security and reliability as enablers of Smart Systems.
— Migrating Smart Systems engagement in Automotive to other transport sectors.

Building application oriented collaboration streams:

— Building trans-ETP collaboration streams with other more application oriented
(sectoral) ETPs, defining collaborative programs with user, societal, and
advanced manufacturing needs as “pull” forces to foster innovation based on
smartness of new technology.

— The action claimed in the EPoSS SRA: “...better understanding of the Smart
Systems supply chain to achieve a better match between research approaches
and manufacturing capability” is reinforced. So, actions on building ecosystem
collaboration streams between research resources, creating new industrial
ecosystems, and promote industry-academia collaboration are required.

Interdisciplinary R&D&I:

— Encouraging inter-disciplinary R&D

— This should be reinforced with holistic simulation tools to support the development
process with coverage from concept, through manufacture to in-life service.

Enabling conditions and organisations:
— Building cohesiveness between the diverse actors of the ecosystem: shared
vision, and longitudinal and transversal collaboration

— Fostering the urgent action on open standards, regulations, and certification
issues, specially on interoperability standards, protocols, and interfaces

— Positioning EP0SS as a key actor for collaboration regarding Smart Systems
Integration.

1.4. Technology challenges

To address these benefits, the following main technology challenges were identified:

Micro-nano technologies looking for

— Miniaturisation allowing both: higher integration level, and high performance
computing Smart Systems.

— Advanced materials and smart structures.

Sensors with advanced capabilities (miniaturised, based on active multi-functional
structures, reliable and maintenance free, perception oriented) for:

— Analytical purposes and equipment.



Smart condition monitoring of processes, components and equipment with
high signal-to-noise level sensors.

Industrial and sectors competitiveness: plant automation and process
optimization, protection systems for machines, production and transportation
processes.

Harsh environments: sensors dealing with difficult conditions, all weather
operation, radiation detection, etc...

Context awareness: providing contextual information for different purposes
(collective protection systems, fleet management, etc...).

Getting Information: New sensors for new data and meta-data, and access to
sensor information will allow getting system level information. Then,
multisensory networks and sensor data fusion will permit to advance on
perception and content generation.

Wireless sensors with a life time of at least five years.

— Control/Actuators oriented to:

Adaptive process control and automation comprising self-organising
production control, monitoring, metrology, perception/awareness and
diagnosis.

Smart control enabled management systems are required for predictive
engines, energy management for bus systems, multi-variable based control
systems, and ship / shore systems integration and fast cargo handling

Precise, safe and secure mechanisms (e.g. medical devices that provide drug
delivery).

Miniaturised control applications.

Ensure safety and security approach in sector on systems level (e.g.
transport, food chain...).

— Power technologies

To enable autonomous smarts systems.

Reduced energy consumption at component level and energy management
for overall system energy efficiency.

— Interfaces and communications

For interaction with users, cooperative devices and data gathering and
exchange (obtain and develop information for fleet managers, drivers and in
footpaths).

Looking for security and trust, interface standardisation and easy data
exchange and interaction, grid awareness, turning devices into ubiquitous
service enablers, adaptive HMI, connectivity and protocols for SatCom, and
remote operation functionalities.

Enabling remote, smart and autonomous inspection and control. Interacting
with Robots.

Interoperability: connectivity (interfaces and universal adaptors for diverse
devices interconnection) and protocols (networking, data exchange and
integrated model servers) require standardisation. Interoperability between
systems and assets on the shop floor.
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— Cognition related challenges oriented to implement intelligent applications
through:

— Intelligent technologies for specific situations such as hazardous
situations. Safe and reliable human-machine/robot collaboration.

— Implement specific application functionality like smart functions in medical
devices (e.qg. like ‘in vitro’ analysis of biological samples and parameters).

— Systems autonomy and self- diagnosis integrating monitoring and fault
prediction capabilities.

— Self-learning to perform complex tasks and develop adaptive control
strategies. Also, wellbeing perception oriented Smart Systems that mimic
human behaviour.

— Content generation from gathered information.

— Interaction between devices and cognition based interaction with users and
services as well.

— Adaptability/Dependability technologies for more robust, modular, configurable,
easy to integrate, and adaptive systems

— Modelling, simulation and design tools for Smart Systems engineering, especially
to develop intelligent systems based on risk perception and avoidance/protection, and
for control strategies are required to balance different criteria.

1.5. Conclusions

A wealth of application opportunities were identified in different sectors to enhance products,
equipment, processes, services, and facilities and infrastructures with improved performance
based on increased functionality provided by Smart Systems Integration.

E(i u}:ation

Embedded Finance &
software Economic
development

“ Product

design & |
development development o
’ ' . Smart Systems

manufacturing
chain

Marketeers &
Legislation service
Regulation providers
Standards

Consultancy
& Cluster

Figure 1: SSI Ecosystem

These links show a rich R&D and innovation potential and should form the concrete basis for
actively engaging with the various actors in the value chains of these sectors; actors who up
to now have not recognised the SSI community as a valuable partner and vice versa.
Interacting and collaborating with them can further develop and grow the SSI Ecosystem.
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This will offer solutions for critical requirements such as safety, security, reliability, energy
efficiency, reduced emissions and comfort to these sectors, as well as drive innovation
through new functionalities.

More specific conclusions are formulated in the different chapters devoted to each of the
application sectors and in the transverse SWOT analysis. All of these conclusions provide
valuable input for upcoming Horizon 2020 work programmes as well as for the Smart
Systems objectives of the ECSEL MASRIA for 2015 and beyond.
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2. Objectives of the Augmented SRA

This Augmented SRA is the output of task T3.2 of the EXPRESS project. The main objective
of this task is to agree upon sector and technology roadmaps and a joint Strategic Research
Agenda (SRA) for the SSI ecosystem in Europe.

The Augmented SRA takes as a basis the 2013 edition of the EP0SS SRA and the Smart
Systems part of the ECSEL MASRIA, and consolidates these with roadmaps and SRAs of
ETPs, clusters and other networks.

The outcome is an Augmented SRA for the SSI ecosystem covering the application and
sectorial view, the functional view, and the technological view,

It's not a matter of adding new contents, but links with other SRAs and roadmaps. The
augmented SRA gathers the links between the EP0oSS SRA and SRAs of other
platforms as opportunities to build bridges and to encourage collaboration.

“What elements of these SRAs are relevant for the SSI Ecosystem? “

Individual ETPs
EATIP iotusis. wssTP ARTEMIS P ACARE

ETPGAH  EUPVIP EUROP ESTER ERRAC

ETPs
and related documents

EP0oSS SRA

LINKS IDENTIFICATION

Figure 2: Links as base for Augmented SRA

Two main issues were addressed to fulfil the objective of getting the Augmented SRA:

1. Identification of relevant information sources, and
2. links identification and analysis.

Regarding relevant information sources, two types of SRAs and roadmaps were analysed
(see documents list in annexes):

e ETP (European Technology Platforms) SRAs
o Regional clusters SRAs and roadmaps

13
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Food for Life TPWind ETP4AHPC EuMaT ERTRAC
Forest-based RHC ENIAC FTC Logistics

Plants SmartGrids EPoSS SusChem Waterborne

FABRE TP SNETP ISI Nanomedicine
TP Organics ZEP Net!Works ETP-SMR
NEM Manufuture
NESSI

Photonics 21

Nanofutures

Industrial Safety

Figure 3: European Technology Platforms (ETPs) in CORDIS

Regarding links identification and analysis three types of links were identified based on
three areas extracted from the EP0SS SRA structure:

o Opportunities for Smart Systems: Introduction of Smart Systems in the specific
domain (e.g.: Transport & Mobility/Automotive)

— Applications and time horizon (priority, mid-term, long-term)

— Application level (generations) of Smart Systems (required degree of
smartness)

e Sector drivers and barriers to compel the use of new devices or techniques:
— Drivers for technological innovation
— Benéefits of (reasons for) “smartification”

e Technology challenges or hurdles that Smart Systems technologies should
overcome, and Research priorities: actions regarding coinciding research themes
(priority, mid-term, long-term)

Links were identified using the “SMART” filter: That way any type of content in these
documents was collected that can affect Smart Systems as it is stated in the “Smart filter”
definition. The “Smart” filter is a mental process to identify the connections between SRAs
contents and Smart Systems (see page 10 of the EP0SS SRA):

14



Smart filter:

Smart Systems are self-sufficient intelligent technical systems or subsystems with
advanced functionality, enabled by underlying micro- nano- and bio-systems and other
components.

They are able to sense, diagnose, describe, qualify and manage a given situation. Their
operation is further enhanced by their ability to mutually address, identify and work in
consort with each other.

They are highly reliable, often miniaturised, networked, predictive and energy autonomous.

e Smart Systems are autonomous or collaborative systems.

e They bring together sensing, actuation and informatics / communications to help
users or other systems perform a role.

e By their very nature these systems combine functionalities.

e They may extract multiple functionalities from a common set of parts, materials, or
structures.

Smartness: “The concept of the Knowledge Base separates Smart Systems from systems
which, although they may be automated, remain purely reactive”.

3. Document organisation

The document is organised in four main parts. The first part, comprising chapter 1, 2 and 3,
is devoted to the executive summary, the objectives of the task and the organisation of the
document.

The second part of the document presents the results of the links analysis, and is organised
in different chapters, according to the classification of ETPs in Cordis (Figure 3). Each
chapter presents the results in three parts: application opportunities, drivers-barriers, and
technology challenges.

The third part integrates all the partial analyses in one view ready to activate strategy and
implementation plan activities. This integrated view shows the conclusions of the analysis as
SWOT components.

Finally, the forth part presents annexes including: the methodology used to fulfil task 3.2, and
the references of all the analysed documents.

15



4. Bio-based Economy

The main drivers and barriers identified in the EPoSS SRA are also addressed in the
analysed documents.

— Drivers: “Increased functionality” is addressed in the EP0oSS SRA as the main
driver for Smart Systems. Besides, “increased reliability” of machines and
processes, product health assessment (it can be food or any manufacturing
product) drives the use of smart sensors or devices to reach new
functionalities.

— Barriers: in the EP0SS SRA, “Untried techniques” appears to be the most
obstructive difficulty. According to ETP revision “policy development needs
improvement” in order to encourage emergent technological implementation
and new solution design.

This reinforces the actions claimed in the EPoSS SRA that should be complemented with
additional actions on:

— Positioning EP0SS as a key actor for collaboration regarding Smart Systems
Integration

— Encouraging inter-disciplinary R&D

There is a match between the technology challenges derived from the links identified in the
analysed documentation and the resulting benefits that can be obtained by meeting them.

According to SRA, and confirmed with ETP revision, a key issue is:

— Implementing trustworthy manufacturing process while developing “design

for manufacturing”, “design for testing” and “design for reliability” with
diversity of materials combined with increased system complexity.

This corresponds with main technology challenges derived from links regarding integration of
complementary processes, sensors for food security and sustainability, and control systems
oriented to ensure safety and security of the food chain.

4.1. Application Opportunities

Analysed documents emphasize application opportunities versus research opportunities,
which highlight potential for collaboration guiding the implementation of Smart Systems. No
opportunities were identified for Facilities, EqQuipment and New Business value streams.

The greatest collaboration potential appears to be developing as follows:
e New Products to solve current industry challenges:
- Chip technology/ DNA arrays
- Biosensors and remote sensing

- Sensor systems give information about product, and connect customer domestic
system

- Sensors for monitoring and control
- Integrate sensor and information systems in packaging materials
- Chemical and biological analytical methods and sensors.

- Monitoring tools, indicators and accompanying measures to reduce yield loss by
promoting natural suppression of plant pathogens in soil.

- Monitoring tools for soil, crops and animals should better support farmers’
observation.
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e Developing trustworthy manufacturing processes:
- Processing control for nutrient functionality and security
- Control and optimization of processes
- Embedded intelligence and communicating functions on products

- Smart electronic functions on packaging include applications for monitoring
and indicating product safety

e Services:
- Intelligent systems to advice consumers based on personal way of life
- Assuring support of claims
- Intelligent sensors and actuators with improved self-diagnosis properties
- Inventory techniques
- Improve database infrastructure
- Software tools for detecting dangerous situations in industrial systems

4.2. Drivers and Barriers

Some important drivers were identified. ICT is identified as an important driver for industry
development, and embedded devices or ICT derived new applications are often mentioned.

* New customer-oriented services using ICT as a platform
» ICT to meet process and resource efficiency
+ |ICT for B2B and B2C models

« ETP challenge fits with the technology based challenges of Horizon 2020, which is
identified as a driver.

Innovative and secure society, as well as the concern about the opportunities
emergent technologies offer to industry is identified as a driver. This is aligned with the
driver “increased functionality” identified in the EPoSS SRA.

Modern technologies, alternative land-
use systems and climate-friendly organic
diets willreduce emission of greenhouse

gases of agricultural production

Mixed production systems of
organicfood near metropolitan

areas based on small-scale
innovative technologies

Organicgreenhouse production without
CO2-emissions by means of improved
insulation and climate control as well as
ICT to meetprocess sustainable sources of energy
and resource
efficiency

New customer-oriented

servicesusing ICT as a
platform Innovative and
secure societies
ICT forB2B and
; B2C models
Optimal functioning of Relevant Ef::?:%nt\rﬁ tgfo ,;?.L?.rt;? €
DRIVERS breeding programmes. technologies diseases
--------------------------------------------------- H2020 Challenges

BARRIERS T

Figure 4: Drivers and barriers identified in Bio-based economy related SRAs

Climate-friendly technologies development and implementation will be favoured by
overall environmental awareness in Europe.
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Small-scale innovative technologies will allow new mixed production systems of
organic food near metropolitan areas.

Smart Systems are not mentioned in most documents, enforcing the idea that
dissemination activities should be developed in order to engage industrial community.

4.3. Technology Challenges

Technology challenges are identified in many of the base technologies regarding Smart
Systems, such as:

» Sensors: Critical issues regarding food security and sustainability should be
researched.

» Interface and Comms: Integration of complementary processes (food production
and food processing, consumption and waste management ...

+ Control/Actuators oriented to ensure safety and security of the food chain:

- Detection tools to ensure safety and security of the food chain

+ Adaptability: Monitoring / models of dynamics of soil organic matter to improve soil
quality
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5. Energy

The main drivers and barriers identified in the EPoSS SRA are also addressed in the
analysed documents.

— Drivers: “Increased functionality” is addressed in the EP0oSS SRA as the main
driver for Smart Systems. Specifically, new monitoring and control solutions
are needed to answer several concerns society is facing nowadays (drivers)
such as: Increase concern for the safety, increase the reliability and resilience
of smart grid, reduce process uncertainty and so on.

— Barriers: in the EP0SS SRA, “Untried techniques” appears to be the most
obstructive difficulty. In spite of lack of information about Smart Systems
application, regulatory conditions and financial risk are delaying the
deployment of new technologies according to ETP revision.

This reinforces the actions claimed in the EP0oSS SRA that should be complemented with
additional actions on:

— Encouraging inter-disciplinary R&D

— Supporting the development of holistic simulation tools with coverage from
concept, through manufacture to in-life service.

According to SRA, key issues in Energy are:
— Introducing Smart Systems into electricity generation/distribution
— Development of a new generation of Control/Actuators
— Improving the effectiveness of new energy resources

Main technology challenges derived from links that will face key issues identified in the
SRA:

— Intelligent sensors for control and condition monitoring.
— Control/Actuators focus on models, monitoring and impact assessment tools
— Power technologies to enable autonomous smarts systems.

— Interfaces and communications for interaction with users, cooperative
devices and data exchange.

— Cognition focus on integration of condition monitoring and fault prediction
capabilities.

5.1. Application Opportunities

Most of the analysed documents emphasize both research challenges and application

opportunities, whereas SNETP, sustainable nuclear energy technology platform, emphasizes

mostly application opportunities.

According to SNETP, there are numerous application opportunities, which show a clear
potential for collaboration guiding the implementation of Smart Systems.

Fewer opportunities were identified for Facilities and New Business value streams
(application opportunities) or Micro/Nano technologies (research challenges).

Six types of value streams appear to have greatest potential:
e Product
- Smart meters with voltage and current transformers for Smart Grids
- Monitoring devices for analysing the aging of the equipment for Smart Grids
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Electrical protection technology adapted to DER including new switch
technologies and smart transformers; sensors capturing information about power
flows, power quality (harmonics, etc), remaining capacity (dynamic rating) and
other physical properties (temperature in cables, gas analysis in transformers,
etc.)

The integration of tracking control electronics and the inverter into one device, for
EUPV TP

Frequency-dependent power control for EU PV TP.

To better characterise any natural events, like earthquakes, floods, etc., including
methodologies to deal with rare events.

Smart grids relate customer-side systems and provide opportunities to integrate
Smart Systems products: Smart appliances, routers, in-home displays, building
automation systems, thermal accumulators, smart thermostats

Equipment

Development of control equipment and commissioning tools, ensuring that
predicted results are actually obtained by the building system, for RHC.

The improvement of emergency response shall include: (i) availability of more
sophisticated tools to provide to the operators with more reliable and quick
indications/measurements of reactor status, to help in the implementation of an
appropriate recovery strategy, (i) availability of better environmental monitoring
systems, models for contamination predictions, health effects of low doses, and
effect of contamination on the environment (SNETP)

To develop wider and more robust lines of defence with respect to design basis
aggressions and beyond design basis events, by defining additional measures to
consider in the design and new or improved systems for mitigation of
consequences. (SNETP platform)

Power conditioning equipment for bulk power and grid support, communication
and control hardware for generation and enabling storage technology.

Electric vehicle charging infrastructure: Charging infrastructure, batteries, and
inverters.

Process

Small-scale power production with small-scale CCS could be a possibility for
green power production for all small villages in developing countries that do not
have electricity today. Key challenges to be addressed are small-scale transport
and storage of CO2. (ZEP)

Integration of novel CO2 capture related technologies into power and other
industrial processes (ZEP)

Services

Decentralised load management systems (EU PV TP and Smart Grids)

o Ability to remotely control levels of generation and demand along with other
elements of network configuration.

o Smart grid technologies provide an opportunity to maximise the use of
existing infrastructure through better monitoring and management.

o Real-time / Dynamic pricing infrastructure

o Microgeneration management
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- Higher controllability of PV systems and loads. (EU PV TP)

- Functionality to link smart inverters to electricity-consuming devices in homes or
commercial premises must be developed. (EU PV TP)

- Home Energy Management Systems (HEMS) and Building Energy Management
Systems (BEMS) in smart grids environments.

e Facilities

- Ageing monitoring, prevention and mitigation, including topics on ageing
monitoring of metallic components, R&D topics on concrete material, polymers
and electrical equipment, and prevention and mitigation of ageing for metallic
components and concrete (SNETP)

- The modernization of the European meter infrastructure and the introduction of
intelligent metering systems will have to happen. Smart meter communication
infrastructure and technology. (Smart Grid)

- Large scale demonstration of smart thermal grids
- Small-scale transport and storage of CO2

- Solutions need to be found for cost-effectively processing a wide range of
sustainable feedstock.

- It must be emphasized the role that smart grids can play in increasing electricity
reliability: adequacy and security.

- Power network infrastructure must be upgraded to enable smart operation

- During 2015 — 2025 decade the power network needs to become fully automated
and interconnected and this process must be driven by obliging the regulator to
ensure that staged targets are met against a series of key indicators. A
nationwide re-fit of the power network to create a fully network-connected system
that identifies all aspects of the power grid and communicates its status and the
impact of consumption decisions to automated decision-making systems on the
network.

e Businesses

- Energy-as-a-service is an innovative business model for energy utilities

5.2. Drivers and Barriers

More drivers than barriers were identified as shown in Fehler! Verweisquelle konnte nicht
gefunden werden.:

From the analysis of drivers and barriers identified in the different documents, it can be
concluded that the main drivers are:

+ New monitoring and control solutions, to answer several concerns society is
facing nowadays (drivers) such as:

* Increase the reliability and resilience of smart grid

* Reduce uncertainty

» Increase concern for the safety of nuclear power plants
+ Smart Systems provide “increased functionality”:

» ICT for better monitoring and metering

+ Implementation of digital technologies for improving operation while
respecting safety margins
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Additional drivers are;

Relevant general aims of leading economies act as pull forces for Smart Energy
Management:

+ Atransition towards smart grid infrastructure is an essential element in the
transition to a low carbon economy.

* The development of smart grids is on the agenda of governments around the
world (USA; EU).

* Aging infrastructure, energy efficiency, growth in renewable energy, and the
need to increase resilience

Existing and projected commercial-scale demonstrations.

+ ESCOoRTS is a joint project to foster progress towards cyber security of control
and communication equipment in Europe.

» The Telegestore project (ENEL — Smart grid) has demonstrated fewer service
interruptions.

New services and paradigm shifts in the energy sector:
» Promote adoption of real-time energy usage information and pricing

+ Demand response in the electricity system can both reduce peak demand, but
also provide system flexibility, enabling the deployment of variable generation
technologies.

» Cloud-based technology services are enablers for delivery of innovative
services to both ends of the supply chain from utilities to consumers

Attractive potential market size around the globe: An estimated global market size
of $220 billion is forecast by 2020 for smart grid technology globally, whilst $500
billion will be spent globally on smart grid initiatives by 2030 (BRIC countries are
expected to offer strong growth opportunities).

On the other hand, the following main barriers to Smart Systems implementation are
delaying the deployment of new technologies:

Regulatory conditions

Financial risk: any project to upgrade a nationwide electricity system to ‘smart
status’ will not be cheap and will require huge levels of capital investment.

Security:

« Itis not feasible to accommodate significant embedded renewable and micro-
generation on the network and maintain system security without moving
towards a more dynamic approach to network operations

* Cyber security must be considered as part of a larger smart grid deployment
strategy

Technical standards: the high probability that currently available technologies will
become obsolete over relatively short timescales demands careful specification of
technical standards. International organisations will need to confirm the technical
standards that will underpin the smart grid system.

Itis, as yet, unclear how changes in customer behaviour might emerge.
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» Inlight of this uncertainty, the level of prescription and centralisation of
customer facing aspects of a smart grid system -in particular, smart metering

systems- is the subject of much debate.
Consumers do not currently view smart appliances as energy and cost saving

Many of the new market sub-sectors created by smart technology require the
convergence of multiple industry members from different backgrounds,

sometimes from previously unrelated sectors.
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Figure 5: Drivers and barriers identified in Energy related SRAs



5.3. Technology Challenges

Technology challenges were identified in most of base technologies regarding Smart
Systems such as:

- Intelligent Sensors:

— Develop relevant sensors for control and condition monitoring
— Devices for monitoring and controlling the network states
+ Control/Actuators for:

— Monitoring and modelling on biomass availability
— Models, monitoring and impact assessment tools

— Development of micro-inverters and DC/DC solar optimisers to be embedded
in new smart PV modules

- Power technologies focus on:

— New battery technologies for PV applications

— Integration of monitoring and fault prediction capabilities into the wind
turbine’s control system

 |nterfaces & Communications for:

— Smart meter communication infrastructure and technology

— Interoperability of the smart grid solutions

— Monitoring and managing energy consumption

— Interfaces for the interconnection of different sensors and actuators
— Communication protocols

+ Cognition for:

— Intelligent inverter functions and the way in which PV systems interact with
other distributed generation technologies are relevant

— Integration of condition monitoring and fault prediction capabilities into the
wind turbine’s control system

— Develop integral adaptive control strategies for varying external conditions
+ Modelling/Simulation for:

— Advances control strategies to optimise the balance between performance,
loading and lifetime

— Development of maintenance strategies

— New protection criteria for inverters due to the high density of PV systems



6. Environment

The contents of this chapter are based on the links found in the strategic research agenda of
WssTP, the European Technology Platform for Water. We also have included in this chapter
the links found in the waste management chapter of the “Smart Cities Market Opportunities
for the UK document”.

6.1. Application Opportunities
Application opportunities were identified in the following areas:

Urban Areas - Research and Technology Development

For the Public Health challenges related to water services in urban environment,
RTD needs will include sensors and monitoring systems to detect low levels of
chemicals and microbiological contamination in river water or distribution systems

For the Safeguarding the Environment challenges related to water services in
urban environment, RTD needs will include methods to monitor and remove point
source and diffuse chemical and biological pollutants, including emerging/priority
contaminants.

Focus on cross-cutting issue Sensors and Monitoring

The evolution of electronics, telecommunications and battery technologies is now
changing this paradigm. This is a major evolution for water business which has to be
handled carefully by water utilities and water companies for the benefit of the final
consumers and a better protection of the Environment.

A new revolution has already started and is leading water utilities and water
companies to adapt their practices and organisations to get ready to develop and
manage Networks of Sensors for appropriate applications.

Rehabilitation of degraded water zones (surface and groundwater) challenges

Adaptation strategies to climate change:
o Planning the creation of “potpolders” as buffer zones for floods.
o Tuning with reclamation strategies.
o For example phyto-remediation. (CO2 capture).

Hydro Climatic Extremes

Research and Technology Development
For forecasting extremes: Drought forecasting and monitoring

For long term planning/management of extremes: Exploiting new remote sensing
(satellite, doppler radar, wireless sensor and other measurement) for forecasting and
monitoring.

Waste Management

Smart public realm bins:

o Big Belly Solar UK is a company that produces a street waste collection bin
that is a self-contained compactor powered by the sun. The bins can hold
more waste than the average street bin due to the compaction feature. The
smart angle is that when these bins are 85% full they send an email or text
message alerting the collection contractor. This results in a reduced
number of collections which saves on collection costs and GHG
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emissions from collection vehicles. As an added feature each Big Belly bin
can transmit a Wi-Fi Platform providing local Council information and
local retailer offers

¢ Automated waste collection systems:
o "RFID tagging to track who deposits"
o "RFID tagging to weight the waste"

6.2. Drivers and Barriers

The main drivers identified are related to Agriculture - Research and Technology
Development is the requirement for improvement of water use efficiency at different
levels (local, regional, farm level). This requires a) the development of new water
management tools, such as integrated models and decision support systems, improved
monitoring and b) the improvement of water productivity while making use of improved
irrigation technology and innovative production methods.

On the other hand, the main barrier to overcome is related to focusing on cross-cutting
issue Sensors and Monitoring, because the water industry is not yet ready to deploy
those systems, and another research need consists in being able to understand their
total environmental and economic cost of ownership (impacts on operational and
maintenance business processes and organisations).

Regarding waste management the main drivers and barriers were:
» Dirivers:
— Regulation and directives:

+ EU Directives which are aimed at reducing the volumes of land filled
waste and increasing the levels of material recovery

+ China market: "China is now the largest generator of waste in the
world". New regulations and policies were issued

— Advanced waste management solutions are being implemented: Gulf
States waste management industry has developed into a multi-billion dollar
market. These countries are using advanced waste management solutions.

« Barriers:

— Government purchasing power is decreasing (will waste management be a
priority according to the decrease of public expenditure?)

— Slow adoption of new technologies

6.3. Technology Challenges

The main technology challenges addressed in the analysed document regarding Smart
Systems Integration are:

Rehabilitation of degraded water zones (surface and groundwater) challenges

o Development of integrated forecasting and Early Warning Systems using real-time
data, integrating hydrological parameters, pollution loads, temperature, water quality
(chemical, microbiological etc.).

e Lakes: Monitoring of eutrophication, restoration and management of water systems
affected by toxic algal blooms (incl. cyanotoxins issue)

Focus on cross-cutting issue Sensors and Monitoring
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District metering, on-line leak detection, automated meter reading through fixed
networks, all those new businesses are not far from being mature and lead the water
industry to start evolving from lack drought of data to what we could call a new “flood
of data”. This revolution will not stop and is rapidly moving forward due to new
generations of on-line sensors. There is here a real research need for assessing how
far micro and nano sensors will really fit the water industry requirements and how
easy and economically feasible it is to massively deploy those new sensors in water
and wastewater networks and facilities.

Sensors and waste management:

Monitoring sensors for smart bins and smart trucks: "the GPS system report
vehicle movements, tamper attempts, ..... , input/output ports that were used for
additional monitoring sensors" mechanical separation of waste.

Smart sensors for following "size & shape, density, magnetism, electrical
conductivity, optical properties” RFID tagging and GPS tracking
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7. Information and Communications Technologies

Taking into account that the EP0SS SRA analyses Smart Systems in the domain of
Communications, and this is only a part of the issues considered in the diverse ETPs
classified as ICT platforms, we have come to the following conclusions:

The main drivers and barriers identified in the EPoSS SRA are also addressed in the
analysed documents.

— Drivers: “Increased functionality” is addressed in the EP0SS SRA as the main
driver for Smart Systems. This corresponds with the identified advances on
performance improvements such as: energy efficiency, dependability,
connectivity, manageability, and so on. Additionally, smartness is also
envisaged as a key feature of future services.

— Barriers: in the EP0SS SRA, “Fragmented supply chain” appears to be the
most obstructive difficulty closely followed by “Skills shortage”. This
corresponds with what was found in the analysed documents, showing that
further actions are required on collaboration, standards, and education and
training.

This reinforces the actions claimed in the EPoSS SRA: match research with commercial
needs, and address skill shortages. That should be complemented with additional actions on:

— Building collaboration streams between research resources, creating new
industrial eco-systems, and promote industry-academia collaboration.

— Fostering the urgent action on open standards, regulations, and
certification issues.

There is a match between the technology challenges derived from the links regarding
communications identified in the analysed documentation and the resulting benefits that can
be obtained by meeting them.

The main benefit of Smart Systems for communications identified in the EPoSS SRA is that
they act as key enablers to improve the quality of life for citizens through:

— Energy efficient ubiquitous interoperability

— Secure access to various services in different domains (digital economy,
health systems, sustained energy and the protection of the environment,
security and safety, life at home, in the cities, and in transportation systems)

This corresponds with the following technology challenges derived from links:

— Reduced energy consumption at component level and energy management
for overall system energy efficiency

— Adaptability/Dependability technologies for more robust, reliable, secure,
modular, configurable, usable, easy to integrate, tamper resistant and
adaptive systems.

— Interfaces and Communication technologies looking for security and trust,
interface standardisation and easy data exchange and interaction, grid
awareness, turning devices as ubiquitous service enablers, system of
systems, adaptive HMI, connectivity and protocols for SatCom, and remote
operation functionalities

Regarding research priorities, both, priority and long term actions identified in the
EP0SS SRA match with some of those identified in the links. So they are considered
valid.

Obviously, as the spectrum of analysed ETPs was wider than the domain of
communications, additional technology challenges were identified:
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Cognition related challenges oriented to:

* Implement specific functionality like ‘In vitro’ analysis or ‘in-vivo’
monitoring of biological samples (blood, saliva, sweat, etc.) and
parameters. New functions integrated in optical fibres.

+ Systems autonomy: self organising for automation and self-
diagnosis.

» Self-X (learning-monitoring-protecting) to perform complex tasks.

+ Content generation from gathered information and intelligent data
aggregation techniques.

» Interaction with users and services.
+ Cognitive networks: Ubiquitous and cloud based intelligence.

Micro-nano technologies looking for miniaturisation and reliability
allowing both: higher integration level, and high performance computing Smart
Systems.

Modelling, simulation and design tools for Smart Systems engineering and
co-design.

This requires addressing collaboration as suggested in “Drivers and barriers”.

7.1. Application Opportunities

Most of the analysed documents emphasize application opportunities. This shows a high
potential for collaboration guiding the implementation of Smart Systems into valued products,
processes, services, equipment and infrastructures. While no opportunities were identified for
new business value streams, five types of value streams appear to have greatest potential:

e |nnovative Products

High performance HW and SW components allowed by advances in
hardware integration and performance level.

Scale economies for High Performance Computing systems hardware
components implemented in diverse Smart Systems based devices.

Evolution of driver and low-level interfaces at interconnect adapter level
Smart cards for “everything”, and smart packaging.

Driver assistance systems.

Robotics applications in the aerospace, automotive, manufacturing systems.

SatCom featured Smart Systems for diverse applications (transport and
mobility, Energy, Security, Content, Health)

Intuitive user interfaces (including speech, tactile and multisensory
interactions) H-M-Interaction

e New and improved Processes

Ubiquitous Broadband Access using SatCom based processes:
* On emergency Bidirectional Communications and Backhauling

* On services like telemedicine, e-learning, surveillance, etc.
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M2M platforms enabled “intelligence providing” processes: intelligence
extracted and added by a further processing of the gathered large amount of
data stemming from each of the machines from within different environments

Smart Systems as providers of content and making available their
knowledge base as content

The Future Internet will provide access to things and their characteristics,
allowing interaction with them. In return, things become active and trigger
actions over the Internet “of Things”

Complex tasks execution enabled by NESSI Framework (“NESSI Core”):
Software, ICT Architectures and ICT Infrastructures where data evolves into
knowledge, and which helps humans to coordinate the execution of complex
tasks

Facilitating cost-effective provisioning and seamless composition of
services, supporting pervasive and ubiquitous application scenarios

Nanophotonic devices allowing the convergence of photonic and electronic
technologies and offering reductions in footprint, switching delay and
power dissipation.

Enhanced and smart Equipment

ICT technologies based rail transport system equipment: in the rail
infrastructure, rolling stock, control command and signalling equipment.

Smart equipment for buildings (sensors, actuators and control and
communication systems will give new capacities to buildings)

Electronic imaging equipment
Robots will autonomously assist with the protection of offices and homes

Robots will help secure borders or monitor the environment in both
routine and emergency operations

Reduction of ground SatCom equipment and devices costs

New and enhanced Services

Smart Systems as components of diverse service scenarios

* Intermodal transportation: convenient and optimised choice of
transportation system by integrating data from different traffic
information systems and from the ‘smart environment

+ Smart devices and systems enable home and communities related
services

« Surveillance and environmental monitoring and control

* New services and applications based on hybridization of Earth
observation

» Ubiquitous Messaging Services allowed by satellite M2M networking
* E-government
+ Health, inclusion and assisted living.

Smart Systems as providers of content and making available their
knowledge base as content.

* Need to care (e.g. including prevention and defence) for increasingly
exhaustive private and personal information
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+ Smart Systems as enablers of tailored services: allowing services’
and electronic devices’ seamless integration and to dynamically tailor
services on the specific demands and conditions of the user.

¢ Enabling Infrastructures

-  M2M communication enabled platforms: M2M will be a core element of a
wider generic, modular and flexible platform that makes “things-machines”
available, searchable, accessible and usable by the set of multi-domain
applications

— Service oriented utility infrastructure for Smart Cities scenario:

» Hardware which needs to be virtualised and able to be allocated
flexibly, encouraging efficient hardware utilisation, in turn enabling
energy efficiency

» Infrastructures have to be architected and implemented to be robust,
fault tolerant and secure.

« From a user’s perspective, infrastructures must be transparent,
allowing a plug-and-play approach to infrastructure usage as well as to
grid provisioning and operation of services.

* The “Internet of Things” services will be embedded in the operation
environment, and objects will become gateways to services

« This scenario includes smart grids, energy efficiency, environment,
ITS, public parking, and other infrastructures.

— Fixed mobile and broadcasting convergence, which aims at integration and
creation of a unified communication infrastructure from fixed and wireless
mobile networks

— Home and building platforms: future homes and offices networked with
surrounding smart building facilities

7.2. Drivers and Barriers
The main identified drivers are of three types:
+ Advances on diverse base issues will favour Smart Systems:
— Advances on miniaturisation and integration level

— Performance improvements: energy efficiency, dependability, connectivity,
manageability, and so on.

— Availability of communication networks and platforms.
— Modelling and Simulation at system and environment level.

— Photonic system-on-chip combining micro/nano-electro-mechanical systems
(MEMS/NEMS) providing micro-fluidic and acoustic functions.

» Services as pull forces for Smart Systems development and implementation :
— Customizable user demand focused services will be required.
— Healthcare services requirements.
+ Smartness is envisaged as a key feature of future services and innovation.
+ EPO0SS SRA is referenced in several ETPs.

On the other hand, also some key barriers or non-technical challenges were identified
requiring to be addressed:
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Standardisation is an issue acting as a barrier, but becoming a driver once it is
addressed.

Further actions are required to face challenges:
— Collaboration
— Regulation and certification

— Education and training
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Figure 6: Drivers and barriers identified in ICT related SRAs
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7.3. Technology Challenges

Technology challenges are identified in most of base technologies regarding Smart Systems,
such as:

* Micro-nano technologies looking for miniaturisation and reliability allowing both:
higher integration level, and high performance computing Smart Systems.

+ Sensor technologies:
— Access to sensor information and sensor networks.
— Sensor fusion and content generation

— Measurement performance (nanometre-scale) by increasing signal-to-noise
levels and reduction of cross-sensitivity

— New sensors for new data and meta-data: depth, motion of objects, scene
environment, biosensors, smart meters.

+ Power: reduced consumption at component level and energy management for
overall system energy efficiency.

+ Adaptability/Dependability technologies for more robust, reliable, secure, modular,
configurable, usable, easy to integrate, tamper resistant, and adaptive systems

* Modelling, simulation and design tools for Smart Systems engineering and co-
design

+ Interfaces and Communications technologies looking for:
— Security, encryption and trust.
— Interface standardisation and easy real-time data exchange and interaction
— Grid awareness
— To turn devices as ubiquitous service enablers
— Adaptive HMI

— Connectivity and protocols for SatCom, convergence of wireless and optical
networks.

— Remote operation functionalities

— System of systems: M2M and collaborative systems

— Cost effective high-speed transport (40Gb/s — 100 Gb/s and beyond).
« Cognition related technology challenges are oriented to:

— Implement specific functionality like ‘In vitro’ analysis or ‘in-vivo’ monitoring
of biological samples (blood, saliva, sweat, etc.) and parameters. New
functions integrated in optical fibres.

— Systems autonomy: self organising for automation and self- diagnosis.
— Self-X (learning-monitoring-protecting) to perform complex tasks.

— Content generation from gathered information and intelligent data
aggregation techniques.

— Interaction with users and services.

— Cognitive networks: Ubiquitous and cloud based intelligence.



8. Production and processes

As a general conclusion, there is a high degree of matching between the links identified in
the analysed documents and the main aspects highlighted in the EPoSS SRA regarding
drivers & barriers, technology research priorities and the benefits that SSI can bring to this

Business
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Figure 7: Main links identified in FoF (EFFRA) and Manufuture documents

The main drivers and barriers identified in the EPoSS SRA are also addressed in the
analysed documents:

Drivers: “Increased functionality” is addressed in the EP0SS SRA as the main driver
for Smart Systems. This corresponds with the identified application opportunities and
technology challenges links, which demand new functional materials, cognitive
capabilities and human-worker interaction for Smart Systems.

Barriers: in the EPoSS SRA, “fragmented supply chain” appears to be the most
obstructive difficulty. This corresponds with what was found in the analysed
documents, showing manufacturing capabilities and supply chains as missing
capabilities for a reasonably priced mass production of diverse materials, and to
manufacture the first batches of products.

This reinforces the actions claimed in the EP0SS SRA that should be complemented with
additional actions on:

Positioning EP0SS as a key actor for collaboration regarding Smart Systems
Integration.

Building collaboration streams with other more application oriented (sectoral)
ETPs, defining collaborative programs with user, societal, and advanced
manufacturing needs as “pull” forces to foster innovation based on smartness of new
technology.

Fostering the urgent definition of interoperability standards, protocols, and
interfaces.
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Regarding research priorities, priority and long term actions identified in the EP0SS SRA
match with the application opportunities identified in the links. Obviously, as the
spectrum of analysed ETPs was very wide, there would be more actions that should be
added. Nevertheless, it would require a prior collaboration task between platforms as
suggested in “Drivers and barriers”, in order to agree on common priorities. Additionally, a
new level of technology challenges was identified that is closer to KETs. This new level
set some more basic technology challenges. These should be aligned with application
opportunities related actions, and an adequate time-phased prioritisation should be agreed in
collaboration between the corresponding platforms.

There is also a match between the technology challenges derived from the links identified in
the analysed documents and the resulting benefits that can be obtained by meeting them.
Three main benefits were identified in the EPoSS SRA: Miniaturised and networked
sensors; Smart tooling; Smart processes and products. This corresponds with the main
technology challenges derived from links:

— Micro-nano technologies looking for miniaturisation.

— Sensors for analytical purposes and equipment condition monitoring.

— Control/Actuators oriented to medical devices and drug delivery mechanisms.
— Power technologies to enable autonomous smarts systems.

— Interfaces and communications for interaction with users, cooperative devices and
data exchange.

— Cognition to implement intelligent manufacturing.

8.1. Applications opportunities

Most of the analysed documents emphasize application opportunities. This shows a high
potential for collaboration guiding the implementation of Smart Systems into valued products,
processes, services, equipment and so on.

Four main types of value streams appear to have greatest potential: innovative Products,
new and improved Processes, enhanced and smart Equipment, and new and enhanced
Services.

Fewer opportunities were identified for Facilities and New Business value streams:

+ Intelligent, safe, energy efficient, healthy, comfortable buildings and
underground spaces

+ Asset monitoring and tracking through Internet-of-Things middleware

+ Advanced metering and monitoring of energy consumption in factories

8.1.1. Innovative Products

— Condition Monitoring (person, food, equipment): Monitoring, diagnostic
and assistance devices and materials.

— Automated, precise and personalised treatments: Drug delivery devices
products

— The bionic person:
+ Smart active implants or materials

* Wearable and skin-contact devices using mobile and wireless
technologies
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» Wearable robots (e.g., exoskeletons)
Smart Systems enabled energy efficient products.

Mobile productivity tools and interactive devices: for service support and
dynamic interaction with workers. Intuitive user interfaces for C-level, plant
managers, operators and workers at different operational levels, and
provisioning monitoring and management data on mobile devices.

Radically-advanced new product concepts and functionalities enabled by
Smart Systems and materials

Intelligent products or modules/components
Real-world connectivity:

* The trend is to seamlessly and bi-directionally interact with real-world
objects and systems on a global scale, across a variety of application
domains and stakeholders in a secure way, thus realising the Internet
of Things.

* Machine-to-machine connectivity in the cloud

» Interoperable adapters between heterogeneous systems in the supply
networks

8.1.2. New and improved Processes

New diagnhostic tests and processes allowed by Smart Systems
Automation of processes

Development of new processes enabled by Smart Systems and related
technologies

 New materials and micro-chemical reactions as enablers of new
processes

« New construction processes

* New monitoring and predictive processes

« Data privacy and inter-stakeholder access control
» Experience and knowledge based processes:

» People at the forefront: Future enterprises will not only be
better equipped for transferring skills to a new generation of
workers but also proficient in assisting older workers with better
user interfaces, intuitive user-experience-driven workflows and
other aids, such as mobile and service robots

« Knowledge retention through eLearning tools (which capture
knowledge from experienced workforces and help train
inexperienced workers) and spread through semantic-
knowledge ontologies (would be made accessible to workers —
not only shopfloor but also knowledge workers — to aid in faster
problem solving and process improvements)

Intelligent process control and optimisation

* Inventory/asset monitoring — Internet of Things — within the supply
networks

+ Agile manufacturing systems and processes: real-world resources
such as connected objects, devices and advanced robots would
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leverage advances in the Internet-of-Things domain to communicate,
collaborate and organise themselves autonomously

+ Manufacturing Intelligence: Manufacturing enterprises will have a
competitive advantage over their peers if they are able to perform real-
time analysis over a large volume of data from processes, products
and business systems

+ Seamless factory lifecycle management: In Manufacturing 2.0
enterprises, assets and inventories together with assembly lines and
machinery would be dynamically monitored, configured and
maintained

* Real-time analysis on supply-chain data points, events and processes

8.1.3. Enhanced and smart Equipment

Diagnostic devices and equipment for user friendly, non-invasive and
telemedicine applications

Personalised and target focused therapeutic systems or equipment

Smart and evolvable equipment: equipment able to offer and add new
functionality and intelligence by integrating Smart Systems as active
components.

Methods and procedures based on Smart Systems that allow new
processes

Miniaturised equipment
Automated-autonomous, high productive and adaptive equipment
Humanoid and animal-like robots

* Robotics, emphasizing mechatronics, human assistance, cognition,
and security, will target automotive companies,
rehabilitation/hospital structures, electronics and hardware
companies.

» Core activity is the mechatronic (mechanical, electronic and control)
development of systems for future generations of humanoid robots.
This covers activities in actuation and power systems, mechanisms
and structures, sensing, and locomotion and control

« Animal-like robots, at mm scale or bigger, will support humans in
exploration, services and low complexity operations, exploiting
interactive capabilities and sensing networks.

8.1.4. New and enhanced Services

Monitoring services:
+ Health-person and assisted living

» The development of assisted living technologies (telehealth,
telecare, and telehealthcare) and assisted living services can
efficiently enhance the living conditions of older people and
those who are physically impaired, playing a crucial role in
helping them to live their lives safely and independently.

*  New ALT (Assisted Living Technologies) developments could:
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» Improve the management of chronic conditions, extend
the range of conditions which are managed at home,
and allow management while outside the home (mid-
term)

+ Enable early home diagnosis of life threatening
conditions and home monitoring of vital signs to be
linked to real-time drug administration (long-term)

+ Buildings

* Machinery and Equipment
— Regenerative medicine
— Intelligent Services based on:

» Connected objects

» Intelligent Products

+ Intelligent Buildings

« Manufacturing and factory intelligence, KPIs, risk-performance
indicators and sustainability-performance indicators

— Quality assurance services
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8.2. Drivers and barriers

A joint analysis of the diverse drivers and barriers identified in the documents of the
production and processes ETPs as shown in Fehler! Verweisquelle konnte nicht
gefunden werden. confirms the synergies between sectors.

The main drivers are
+ Manufacturing capabilities and supply chains
— As enablers of
» Affordable, high value and superior features products
+ Serial manufacture of multi-material micro-engineering components

» The development of nanomedical materials for validation in clinical
trials

» User, societal, and advanced manufacturing needs as “pull” forces to foster
innovation based on smartness of new technology

— The market is increasingly seeking more integrated solutions that are
innovative, technologically advanced, and cost effective in order to maintain
quality of care while coping with increasing demand and limited health and
social care resources

— Initiatives that have significant government backing such as the European
Commission DG-CONNECT Ambient Assisted Living Joint Programme101
(“AAL”) which is a scheme developed to enhance the quality of life for the
elderly through effective use of information and communication technology

+ Smart Systems brand (EP0SS) requires to be reinforced

— A claim for collaboration among platforms is quite common, but EP0SS is not
mentioned in several documents

* Robotics becomes an arena for science and technology development and test:
Robots will have to perform a multitude of assistive roles for humanity thanks to their
capabilities to act and interact, physically, socially and safely with humans, in an
ubiquitous yet non-obtrusive, user-friendly and safe manner: So that robotics
becomes an arena for science and an active technology provider to advance and
validate natural principles and to translate them into synthetic ones: sensing and
actuation, adaptation and maintenance, perception and cognition, and interaction

The main barriers are:
+ Manufacturing capabilities and supply chains
— As missing capabilities
» For areasonably priced mass production of diverse materials
« To manufacture the first batches of the nanomedicine product

» Industry players need to develop or collaborate to become capable of
providing cost effective end-to-end system and service solutions to
match the emergent commissioning requirements

+ Capitalise on existing world-leading skills and expertise around life
sciences, bioengineering, service design and product design to deliver
innovative products and services faster
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Smart Systems technologies are recognised as KET for new advanced devices
required for future sectoral applications. In Europe, the High-Level Expert Group
(HLG) on key enabling technologies proposed advanced manufacturing systems as
one of the key pillars of growth and investment.

Interoperability standards, protocols, interfaces and adequate software support
need to be addressed and developed.

Adopt innovative commercial approaches to large scale delivery to achieve in-
year benefits for the NHS through collaborative partnerships, and develop a
pricing model applicable to a consumer market

Technology solutions currently are still fragmented and diverse, these will need
to become more integrated at the location of care and fit for purpose

Robotics Barriers:

— The difficulty that current robots face in tasks involving the manipulation
of objects beyond a simple reach-grasp-lift-and-hold task is a perfect
illustration of the challenge. In this respect, tactile sensing is one critical
area that still remains unsolved and will ultimately hamper developments.

— Actuators and Power sources are one of the primary “failure” areas for
humanoid and mobile robots. As they are critical during interactions with
people, safety in Human-Robot interaction (HRI) is one of the biggest
concerns for actuation.
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Interfacing with value chain related

European Technology Platforms is also of
strategic importance

contributing to emerging challenges

Synergy and
cooperation with
existing initiatives such
as EPoSS
Smart Systems Integration
(EP0SS) as relevant
organisation for collaboration
(“Materials for Health”)

Efficient dialogue with other
Sectors wherever a fruitful
synergy can be identified
(EPOSS not identified)

DRIVERS

Robotics becomes an arena
for science and technology
development and test

BARRIERS

ManuFuture as a
supplier of the
available and
emerging technologies

The SRA does not list
specific research
programmes or collaborating
actors

Efficient dialogue with other
Sectors wherever a fruitful
synergy can be identified
(EPOSS not identified)

They name the EIPs: Raw Materials,
Water, Smart Cities and Sustainabble

Agriculture, but not EPoSS, nor Artemis

EP0SS does not appear in the list of about

20 other ETPs influenced by SusChem

The recommended research priorities
of EPoSS address requirements and
R&D needs related to smart systems

advanced materials, photonics, industrial

biotechnolo

Interoperability standards,
protocols and interfaces
need to be addressed and
developed

Establishing a supply chain
providing nanomedicine products

New sensor principles and innovation
in mathematical optimisation routines
as key enablers for process analyser
technology.
Six Key Enabling Technologies are identified, namely,
nanotechnology, microand nano-electronics,

and advanced manufacturing systems

Microscopic scale
products combining
sensing, signal
rocessing and actuation
Cells and single molecule properties capabilities
have to be combined with microsystems and
fabrication technologies to develop new devices
inthe field of in-vitro diagnostic

Demonstrator projects that highlight novel
options and technologies which will
benefit the environment, economy and

iety as awhole
Techniques and technologies that need to be
harnessed in order to make cities more
desirable places in which to live and work

Manufacturing pilot lines (GMP)
as infrastructure to develop

nanomedical materials for

idation in clinical trials

Serial manufacture
of multi-material
micro-engineering
components

Innovative commercial
approaches to large scale
delivery through collaborative
partnerships are required

Inadequate software support for existing data
standards and fundamental problems related

to the use of file-based data exchange; these
do not enable true interoperability

The outcome of research into
understanding barriers and
drivers for non-technical (e.g.
behaviour) and technical aspects.

Figure 8: Drivers
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of sensors and actuators, and their related
embedded devices, is a key challenge for

energy efficient buildings and districts
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dots, atomic clusters, nano crystals etc.) for a
reasonably priced mass production

No availability of a Contract Manufacturing
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batches of the nanomedicine product.

and barriers identified in Manufacturing / Factory Automation related SRAs



8.3. Technology challenges

Technology challenges were identified in most of the base technologies regarding Smart

Systems:

» Micro-nano technologies looking for miniaturisation:

Nano-particles for therapeutic and diagnostic purposes.
Nano-structures based customized functional and smart materials.
Nano-technologies for therapeutic and diagnostics devices

Smart coatings

Optical materials for functional systems

New material structures for long term reliability

Materials with flexible physicochemical properties for flexible applications
requests

Nano-scale mechatronic systems

+ Sensors for analytical purposes and equipment condition monitoring:

+ Control/Actuators oriented to medical devices and drug delivery mechanisms:

Miniaturisation of sensors: nano-sensors.

Imaging sensors and methods

Advanced sensors based on active, multi-functional materials
Perception oriented sensors to leverage human capabilities

Condition monitoring sensors for processes, components and equipment
Sensors for harsh environments

Sensors for plant automation and process optimization

Technological and regulatory factors of this kind could also lead to wireless
sensors with a life of at least five years (tele-health)

Multisensory networks based perception: In the future, problems will be
encountered as the number of sensors in robots increases.

» Integration of state-of-the-art multi-sensory networks, brain/cognitive
models, biomimetic materials, etc. Here the grand challenge is the
integration of brain and body, at the top of the architecture.

* A promising approach for the successful hardware implementation of

a computational theory of multisensory perception on robotic
platforms is the neuromorphic technology

The failure to develop a truly useful skin for the whole body and the

fingertips in particular is perhaps the greatest failing of researchers in the
“bodyware” aspect of robots and without it there will always be a limitation

to the learning capacity of any autonomous robot.

Miniaturised control/actuator devices
Therapeutic devices
Diagnostic devices.

Non-invasive devices



Control technologies for increased speed and precision

Adaptive process control and automation comprising self-organising
production control, monitoring, metrology, perception/awareness and
diagnosis

+ Power technologies to enable autonomous Smart Systems:

Built-in tiny energy supplies for sensors.
Miniaturised fuel cells
Energy saving strategies at component level

Mobile energy consumption and monitoring at the shop floor.

+ Interfaces and communications for interaction with users, cooperative devices

and data exchange:

Effective de-facto standards for networking, data exchange, object definitions,
and integrated model servers.

Interfaces for user awareness and human-machine cooperation. Innovative
and multimodal HMI interfaces.

Continuous and massive data gathering

Universal adaptors.

Interoperability between systems and assets on the shop-floor.
Interacting with robots:

» The complex structures to be developed will need to be controlled in
an “intelligent” manner. A preferred approach is to ensure human in
the loop control whereby a human operator provides the overarching
intelligence and hence the ability to solve unresolved and unexpected
problems. The robot would be tele-operated. The robot would be able
to complete the task controlled by the human and at the same time
would “learn” the core actions needed to undertake the same or a
similar task in the future.

* The ability to interact meaningfully and safely with humans is a
fundamental resource of our society and a strong requirement for
future robots.

« Cognition to implement intelligent manufacturing:

Integration of smart functions in medical (nano) devices.
Materials that mimic physiological systems

Intelligent technologies for hazardous situations

Human behaviour based Smart Systems

Wellbeing perception oriented Smart Systems

Cognition-based intelligent machinery with advanced self-configuration,

self-monitoring, and self-healing properties. This will enable self-learning
manufacturing systems, and decision making at machine and workshop

levels.

Safety and reliability in human-machine/robot collaboration

Service robotics at manufacturing-process level
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9. Transport

The main drivers and barriers identified in the EPoSS SRA are also addressed in the
analysed documents.

— Drivers: “Increased functionality” is addressed in the EP0oSS SRA as the main
driver for Smart Systems. This corresponds with the identified advances on
performance improvements such as: energy efficiency; market and societal
needs such as: safety, security, comfort (e.g.: noise, vibration...) and so. Other
important drivers such as “reduced cost” and “increased reliability” in the
EP0SS SRA are also identified by these ETPs.

— Barriers: in the EP0SS SRA, “Fragmented supply chain” appears to be the
most obstructive difficulty closely followed by “Skills shortage”. This
corresponds with what was found in the analysed documents, showing that
rail industry is facing increasing competitiveness and price pressures resulting
in structural problems and the need to consolidate some sectors of the rail
supply industry.

So, the action claimed in the EP0SS SRA: “...better understanding of the Smart Systems
supply chain to achieve a better match between research approaches and manufacturing
capability” is reinforced. That should be complemented with additional actions on:

— Migrating Smart Systems engagement in automotive to other transport
sectors.

— Fostering the urgent action on open standards, regulations, and
certification issues.

The Waterborne SRA identifies as a priority that “New developments in process automation,
computer technology, sensors, smart components and communication must be applied to the
maritime industry to enable the safe and efficient operation of increasingly complex vessels
with a minimum of crew”.

The ERTRAC SRA identifies as a priority that “ICT is one of the key enablers for creating a
safe, sustainable and efficient transport system. To create economically sustainable
solutions some of the main challenges for ICT are interoperability and harmonisation as well
as roll out of those systems compared to the stand alone solutions.”

Automotive electronics and progressive “smartification” of automotive systems have shown
its benefits regarding some key issues identified in transport ETPs such as:

— Experiences gained in energy efficiency with ICE and Hybrid and Fully Electric
vehicles should be transferred to other sectors.

— Distributed architectures, network and communication efficiency,
interconnection, plug and play...

This corresponds with the following application streams derived from links:
— Safety and security related systems.
— Improved product performance, and updatable/adaptable products

— New equipment with reduced emissions, enhanced comfort and
improved performance

— Management and control systems addressing safety and security,
equipment health monitoring, automated or self-assessed operation, and
vehicle-infrastructure interaction

— Smart Systems Integration on equipment allows key processes
performance improvement: Supply chain, Retrofitting, Maintenance, and
Integrated transport system management.
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— Smart Systems as:
+ Components of diverse service scenarios

+ Enablers of new services and high performance rail
infrastructures

Regarding research priorities, both, priority and long term actions identified in the
EP0oSS SRA match with some of those identified in the links.

Smart Systems have a lot to research and develop, focusing on:
» Security approach
+ Get and develop information for fleet managers, drivers, and in pedestrian paths
* Remote, smart and autonomous inspection
*  Smart monitoring

According to research challenges, Sensors and control/actuators offer an important research
potential.

9.1. Application Opportunities

Most of the analysed documents emphasize application opportunities. This shows a high
potential for collaboration guiding the implementation of Smart Systems into valued products,
processes, services, equipment and infrastructure. No opportunities were identified for New
Business value stream.

Five types of value streams appear to have greatest potential:
e Innovative Products
— Safety and security related systems for:
* Protecting (motor) cyclists from collisions
» Detecting explosives
» Packaging solutions for home delivery of fresh food
— Improved product performance enabled by:
« Energy efficient technologies
* New control technologies
* Noise attenuation techniques
+ Sensor technologies that monitor environmental conditions
— Updatable/adaptable products based on:
» Interchangeable components
+ Intelligent control techniques
e Enhanced and smart Equipment

— Advanced mechatronics and materials enable new equipment with the
following characteristics:

* Reduced emissions: by electric and sustainable bio-fuels based
traction, improved diesel and hybrid engines.

+ Enhanced Comfort: reduced noise and vibration, new cooling
concepts

* Improved performance
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— Management and control systems addressing:
« Safety and security from both, traffic and personal perspectives
+ Equipment health monitoring
+ Automated or self-assessed operation
* Vehicle-infrastructure interaction
New and improved Processes

— Introduction of Smart Systems on components or equipment allows
processes performance improvement regarding:

* Productivity
* Improved capacity and availability
+ Reduced human errors
« Tracking-tracing and navigation
* Integrated intelligence and automated control
« Passengers’ comfort
— Special emphasis is on the following processes
* Supply chain
* Retrofitting
+ Maintenance
+ Integrated transport system management
New and enhanced Services
— Smart Systems as components of diverse service scenarios
* Equipment health monitoring
* Authentication
« Ticketing
« Traffic management and punctuality
— Smart Systems as enablers of new services
+ Crisis management
« Traffic/journey information
« Key assets protection
* Intelligent mobility

— The existing traffic systems do not provide sufficient information to enable
cities to manage traffic flow more effectively

Enabling Infrastructures

— High performance rail infrastructures: Many performance attributes should
be improved

* Reliability and availability
+ Energy-efficient railroad

* Punctuality
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+ Safety and security
+ Cost effectiveness
* Noise reduction

— Predictive infrastructure, monitoring capabilities, and intelligence that
enable new maintenance services

— Manchester has recently issued a request for a Dynamic Road Network
Efficiency and Travel Information System Solution.

9.2. Drivers and Barriers

9.2.1.

Drivers

The main drivers identified are:

European aim for industrial leadership and competitiveness will foster the
application of Smart Mobility Innovation (SMI) in transport related sectors.

This leadership is oriented to solve market and societal needs such as: safety,
security, comfort (e.g.: noise, vibration...) and so. Several objectives and challenges
linked to these needs act as drivers:

— The mitigation of congestion is the main priority of a number of cities and
governments in the EU

— Areduction in travel time on the roads

— Improve Safety: Loss of life expectancy, deaths brought forward, increased
hospital admissions, soiling of buildings and damage to forests and other
ecosystems. Smart transport solutions aim to reduce all of the above to
improve quality of life

— Transport systems have significant impacts on the environment: energy use
and carbon emissions

— Shift to Sustainable Transport and Optimisation of Transportation: Cities
and Governments have to find more effective methods of changing
commuters’ reliance on cars (expected increase in car use) to encourage
mass transport usage.

A multimodal European network connecting rail, air, road and waterborne will
ensure efficient transport of passengers and freight.

A cost efficient multimodal network will be based on overall energy consumption
efficiency, and reduced maintenance expenditures thanks to advanced inspection
and maintenance techniques.

Specific research drivers address these challenges
— Reducing weight and noise emissions of rolling stock and infrastructure
— Rail traction and energy supply; energy regeneration braking systems
— New methods for measuring the toxicity of fumes in fires

Additional technology challenges related with SSI are formulated: :
— Safe and efficient operation.
— “Smartification” of automotive systems

— ITS applications for mobility services
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+ Commitment of public and private bodies:

— The EPSRC have recognised the ever-increasing demand on our transport
infrastructure.

— Transport Catapult should help bring about a more cohesive voice and
approach to transport related issues in the UK

— The Industry Doctoral Training Centre (IDTC) in Transport and the
Environment at the University of Southampton combines masters-level
technical courses and MBA management courses with PhD-level research.

— The Transportation Research Group (TRG) based at the University of
Southampton has research links with other groups in the UK and overseas.

+ Existing capabilities and infrastructures are solid foundations:

— Education sector is highly regarded around the globe for provision of world
leading research, and development of innovative technologies for the smart
transport sector.

— The basic infrastructure is in place for development of a strong smart transport
market within the UK

— The nation has strong capability in traffic management services through the
experience gained during the 2012 Olympics.

— The UK (London Underground) has extensive experience in designing,
managing and retrofitting underground transport systems.

— UK consultancies are highly regarded internationally and are well placed to
help bridge the gap between Universities and industry, enabling faster
development of research ideas.

— UK based SMEs and expert companies spoken to, noted that there was
sufficient technology in the marketplace to deploy smart transport systems in
the UK

9.2.2. Barriers

On the other hand, relevant barriers to overcome are:
* Fragmented vision within some countries

» Little agreement between cities on requirements and standards for basic
infrastructure

» There are over 300 different authorities in the UK responsible for making
decision on roads and transport

» There is no strategic, holistic vision set out by the UK Government for
Intelligent Transport System (ITS).

« High cost of the required infrastructure:

» Funding gaps in deployment of ITS for City councils

» Cities are also reluctant to spend scarce funding on untested solutions
+ Cities are slow to adopt new ITS.

+ Apart from some technology challenges that are mentioned, no specific
developments are detailed.
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+ Some telemetric and telecommunications gaps may also act as barriers to meet
future transport objectives.

» Thereis a need for harmonised standardisation and certification.

* No British Standards for the development and deployment of Smart Transport
Systems or ITS

+ The need to fix the safety problems that automation can potentially cause.

+ Rail industry is facing increasing competitiveness and price pressures:
structural problems arise and the need to consolidate some sectors of the rail supply
industry.

+ Fragmented market

* Industry experts noted that UKTI are looking for large opportunities, therefore
there are fewer opportunities for small players operating in the market

» Collaboration and behavioural change is required from operators and end
users in order to provide more efficient and cost effective transport services

+ Some countries are lacking tier one manufacturing capability

+ UK SME companies find it difficult to access financing for development
projects to becoming actors in this market.

* Inthe public perception there is misconception of what ‘Smart Transport’
represents which stakeholders need to educate.
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9.3. Technology Challenges

The main technology challenges identified in the analysed documents are:

Micro-Nano Tech

 Remote and autonomous operation: New concepts and requirements for remote
and autonomous operation of ships

« Smart structures and materials:

Sensors

New structural materials technologies for vehicle structures and components
and new performance standards

Airframe technologies based on advanced materials deliver improved flow and
load control

Smart structures combined with drag reduction techniques
Motion stabilized work platforms

 Reliable and maintenance free sensors/actuators

» Security approach:

Smart Systems communications with security and train staff will optimize
passenger safety

Sensor technologies to enable all weather operations and avoid atmospheric
hazards

« Getinformation

To help drivers and fleet managers improve fuel consumption

In pedestrian paths

+ Autonomous inspection:

Remote condition monitoring to create intelligent infrastructure that can
monitor and inspect itself

Sensors on air vehicles and information on global atmospheric conditions,
capturing safety and security events, on-board sensors for surveillance and
situational awareness

Control and actuators

+ Management systems such as:

Predictive engine
Multivariable model-based control systems

Energy management solutions for bus systems

* Smart monitoring for:

Smart self-monitoring and self-repairing materials
Ship/Shore systems integration and fast cargo handling

Sensors and intelligent monitoring, prediction and control systems

Interfaces & Communications/Cognition/Adaptability

 |Interfaces & Communications focus on Communications networks, such as:



* New generation on-board trackside communications networks
* Remote monitoring of the integrity of bridges and tunnels
+ Tolook after passengers through their journey

+ Cognition for Safe road transport and security, such as:

» Safety systems which make intelligent decisions and take preventive actions
under dangerous conditions

« Safe mobility management
+ Adaptability for: Advanced field measurement techniques
Modelling/simulation

* Related to safety conditions, such as:
— Control systems for motion compensation in extreme conditions
— Remote operation of system in cold climate

— Power-train management concepts
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10. Cross ETP Initiatives

This analysis covered the two cross-ETP initiatives that were included in the CORDIS ETP
map in February 2014: Industrial Safety and Nanofutures.

Due to the transversal nature of these initiatives, the results of the analysis are presented in
accordance with the integrated view structure that is presented in the next chapter.

10.1. Industrial Safety

The main drivers and barriers identified in the EPoSS SRA are also addressed in the
analysed documents.

— Drivers: “Increased functionality” followed by “increased reliability” are
addressed in the EPoSS SRA as the main driver for Smart Systems according
the results of 47 Smart Systems providers to the Safety & Security sector.

— Barriers: in the EPoSS SRA, “untried techniques” appears to be the most
obstructive difficulty. This is stated as instructive, as the “increased
functionality” will most likely be satisfied by “untried techniques”.

This reinforces the actions claimed in the EPoSS SRA that should be complemented with
additional actions on recognizing safety, security and reliability as enablers of Smart
Systems.

The main technology challenges derived from links on sensors: sensors for industrial safety
focusing on environmental condition control and machines, production and transportation
process analytical purposes. This corresponds with the key issue in safety and security
identified in EPOSS SRA:

— Implementing trustworthy manufacturing processes while developing

“design for manufacturing”, “design for testing” and “design for reliability”
with diversity of materials combined with increased system complexity.

Business
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Products controlthe positions of monitor noise and processes and Informed and infrared processes and plant safety
workersin plant vibration structures Inspection radiation sensors. based on environmental sensor
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falls] Barriers Interaction of technological knowledge in policy
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Figure 10: Industrial Safety smart links
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10.1.1. Application Opportunities

The main application opportunities appear in the “Products” value stream regarding:
e Electronic devices to control the positions of workers in plants
e Wireless devices to monitor noise and vibration

e Smart sensors and devices for controlling conditions of machines, processes
and structures

e Sensors for Structural Health Monitoring (SHM) and Risk-Informed
Inspection

e Safety systems based on machine vision, ultrasonic and infrared sensors

e Monitoring and controlling the processes and plant safety based on
environmental sensors

10.1.2. Drivers and Barriers

Few drivers and barriers have been identified. On the driver’s side, innovative and secure
society, the need for a consistent approach to Safety and that this approach is also
maintained consistently across the various industries and transportation facilities
appear to be the most prominent. This is aligned with the driver “increased reliability”
identified in the EP0SS SRA.

On the other hand, the main barrier is the interaction of technological knowledge in
policy development which needs improvement.

10.1.3. Technology Challenges

Technology challenges are identified in two of the base technologies regarding Smart
Systems, such as:

+ Sensors for industrial safety focusing on environmental condition control and
machines, production and transportation process analytical purposes:

- Protection systems and smart sensors for machines, production and
transportation processes.

- Radiation detectors, elaboration of novel detectors’ systems.
- Technologies for reducing risks by collective protective systems and devices.

* Modelling/Simulation to develop risk perception models and intelligent systems of
collective protection:

- Systems based on the use of advanced risk perception models to supervise the
whole process of industrial installation.

- Intelligent systems of collective protection against electromagnetic and optical
radiation.
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10.2. Nanofutures

NANOfutures integrated Industrial and Research Roadmap shows a set of actions that
respond to the analysed ETP needs, based on common horizontal issues from industry to
safety, from research to communication.
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Nano-enabled Value Chains Products
- * E b LR N
Integration of nano ] ( (- 3 (B8 |
Nano-Microscale | & 54 |
o

manufacturing Functional Fluids } : % % !
g | 31

3 = -
LighMeighmylMuncﬂmal m_aterials ] | 2 & = b

Nanostructures and and sustainable composites b g 2 g; | g
composites Alloys Ceramics, Intermetallics ] | % el § . 8
Il e i
Structured Surfaces ] 3 g !
Nano-enabled ' @ i
surfaces Nano-enabled surfaces for multi- H ..g g 9
sectorial applications ! - (5] )
— .*L‘-.-‘O.--"- P
ﬁ Design,Modellingand Testing n
- of materials H
Key Nodes _) Safety&
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Figure 11: From Keynode groups to NANOfutures Value Chains (Source: Nanofutures Industrial and Research
Roadmap)

The figure above shows the main components of this cross-sectoral initiative. Two types of
components can be highlighted:

e 5Key Nodes:
o Design, Modelling and Testing of Materials
o Nano-Micro Scale Manufacturing
o Safety and Sustainability
o Nanostructures and Composites
o Nano-Enabled Surfaces
e 7 Nano-enabled Value Chains (VC) constitute the backbone of the roadmap:
o VCL1 - Lightweight Multifunctional Materials and Sustainable Composites
VC2 - Nano-Enabled Surfaces for multisectorial applications
VC3 - Structured Surfaces
VC4 - Functional Alloys, Ceramics and Intermetallics
VC5 - Functional Fluids
VCE6 - Integration of Nano
VC7 - Infrastructure for Multiscale Modelling and Testing

O 0O O O O O

The actions recommended by the Nanofutures roadmap focus on new or enhanced nano-
materials (getting new nanomaterials, multifunctional materials, innovative or improved
functionality of these materials, active materials, and the interfaces between materials), new
fabrication processes to synthesise and cost efficiently produce these materials, methods
and tools for new nano-materials development, etc...

Most of the actions proposed in the Nanofutures roadmap will potentially impact Smart
Systems Integration due to the KET nature of these technologies. These impacts will affect
both perspectives: technological challenges and applications opportunities.

Due to the KET nature of the roadmap’s actions, not many direct smart-links have been
identified pointing to specific opportunities or technology challenges regarding Smart
Systems Integration. The following table show the few specific smart-links identified.
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Action code

Action

Contribution to integrated view

VC3-008-short

2D — Metrology tools for printing,
HE, NIL, Laser, Litho...

Design of faster analytical tools for monitoring materials
synthesis, the development of robust and reproducible
measurement technigues and sensors and fast online
sensing during manufacture

VC6-001-short

Overall materials and product
design system architecture
Unified methodologies for design
of nanoenabled materials and
products

An effective and efficient nanomaterial development must
rely on the appropriate design of a computational
architecture as well. The computational architecture,
together with the algorithms for hierarchical computations,
can facilitate design automation with a high computational
efficiency: a similar result is achieved with the adoption of
unified and internationally recognized methodologies

VC6-004-short

Unified methodologies for design
of nanoenabled materials and
products

Development of methods for measuring properties

VC7-001-short

Connect simulation tools and
programs to test and demonstrate
capabilities and create reliable
benchmarks

Software tools give the possibility to simulate new devices
without physically building them

VC3-002-medium

2D & 3D - Metrology for process
and functional properties analysis

Surface texture could be evaluated through automated 2D
or 3D Measurement System that offer true colour analysis
and imaging of complicated surface in less than 1 min for

each site

VC5-005-medium

In vivo studies: effective testing
and monitoring of material
behaviour in use

The safety assessment should include consideration of the
toxicity of both the ingredients and their impuirities;
dosimeter for in vitro and especially in vivo toxicology
studies, if needed; and clinical testing, if warranted.

VC6-005-medium

3D manufacturing control, Process
control, analytical control, Material
interfaces, Extrusion

Here automation is increasing and process control is
becoming increasingly complex and meaningful.

VC1-010-long

Materials modelling, thermal
simulation and process design

Nanotechnologies (such as nanoparticles, nanofibres etc.)
a way to improve the energy density of a type of battery
known as lithium-air (or lithium-oxygen) batteries,
producing a device that could potentially pack several
times more energy per pound than the lithium-ion batteries
that now dominate the market for rechargeable devices in
everything from cellphones to cars

VC6-002-long

Precision large scale nano/
micromanufcaturing of 3D
structures

The development of precision and large scale
manufacturing processes by encompassing a wider range
of innovative materials and geometric shapes, satisfying
functional and technical requirements, allowing the
emerging of new microproducts in many technological
fields is a key aspect of 3D structures

Table 1: Nanofuture roadmap smart-links
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11. Integrated view for strategy and implementation plan

WP2 Ecosystem SWOT and WP3 Augmented SRA, both provide specific input components

that will populate an overall SWOT analysis as input for a joint strategy and implementation
plan.

So first, Augmented SRA contents require to be seen as SWOT components:

Drivers and barriers aspects should be transformed into Strengths, Opportunities,
Threats or Weaknesses components.

Opportunities and Applications are candidates for Opportunities type components of

the SWOT.
Technical-Research Challenges can be seen as either Weaknesses or Opportunities

Previous chapters’ contents show that there are similarities and complementarities between
the components identified within each main subject stream. As the Augmented SRA is a key

input for a joint strategy and implementation plan, an integrated view of these SWOT
components is required.

11.1. Strengths

The main Strengths identified from the Augmented SRA are:

e Smart Systems as performance enablers: Smart Systems enable increased
functionality and improved performance, allowing the development of new advanced
smart and cost-efficient devices and new production paradigms.

PP ENES.01 ™
L= ICTS.03 N,
// Smart System provides an “increased \
Ry Performance improvements: energy functionality”: \\
/, efficiency, dependability, connectivity, * ICT for better monitoring and metering \
4 manageability, and so. . . . N \\
/ will favour smart systems * Implementation of digital technologies for \
g improving operational ‘\
/ \
! \

ICTS.101 /
cTs.10 TRANSPORTS.03
EP0SS SRA is referenced

in several ETPs Cost efficient multimodal network will be

1
1
/]
]
]
]
]
1
]
]
'l based on overall energy consumption
1 efficiency, and reduced maintenance
,' expenditures thanks to advanced inspection
1
1
1
1
1
1
1
1
1
1
\
1
\
\
\
\
\
\

and maintenance techniques

Performance
BbES.02
7
The concern about the opportunities BbES.102
emergent technologies offer toindustry is
aligned with the dirver “increased Small-scale innovative technologies
functionality” identified in the EPoSS SRA will allow new mixed production
systems of organic food near 7
\ metropolitan areas /,'
\ \ Vi
\ ',
\, M&AS.03 1CTS.01 ¢
\ . 4
N ¢
Smaqrt Systems | __
\\\ mart sys _ems echnologies are Smartness is envisaged as a //
as enab/ers recognised as KETfor'new key feature of future e
N advanced devices req_um'ed for services and innovation e
oo future sectoral applications

-
-
-
-
~,
~

-
-
-
el
____________

Figure 12: Smartness & Performance type strengths
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o Capabilities: powerful capabilities exist to provide solutions based on Smart Systems
Integration.

o Engineering skills at system and environment level.

o Availability of communication networks and platforms.

o Smart Systems manufacturing capabilities and supply chain.

o Existing capabilities and infrastructures are solid foundations for smart

transport.
Transport
ICTS.04
Comms Availability of communication InfraStrUCtures
networks and platforms.
. will favour smart systems
infrastructures
TS.102
Existing capabilities and
infrastructures are solid
foundations for smart transport
ICTS.05 M&AS.01
! Manufacturing capabilities and
. . . supply chain as enablers of
Modelling ::3] f;r:r:lzr:ﬁzvaetlsysmm and « affordable, high value and superior features
y d
will favour smart systems . 's::alur::asnuhcture of multi-material micro-
engineering components
* the development of nanomedical materials for
validation in clinical trials
Engineering
; Manufacturin
skils g
capabilities

Figure 13: Capabilities type strengths

e Needs at different levels acting as pull forces:
o Driving infrastructure & themes consciousness at EU level:

= Big structural infrastructures like multimodal European network
connecting rail, air, road and waterborne; and European aim for
industrial leadership oriented to solve market and societal needs such

as: safety, security, comfort.
= Commitment on specific issues:

¢ Relevant general aims of leading economies act as pull forces for
Smart Energy Management.

e Commitment of public and private bodies on smart transport
infrastructure requirements.

¢ Overall environmental awareness in Europe will favour climate-
friendly technologies development and implementation.

= New services and paradigm shifts in the energy sector

o Lead Users needs as “pull” forces to foster innovation: users, society, and
advanced manufacturing act as lead users with their needs as “pull” forces to
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Figure 14: Needs as pull forces type strengths

e Market size and large demonstrators: There is an attractive potential market size
around the globe on relevant issues as smart grids and intelligent transport. Also
there are on-going and projected commercial-scale demonstrations in these areas.

e Technology: Advances on miniaturisation and integration will favour Smart Systems.
Also, ICT is identified as an important driver for industry development.
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Figure 15: Technology and Market type strengths
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11.2. Weaknesses (Technology challenges)

Most weaknesses are technology challenges. These challenges were classified as
weaknesses because we interpret that they are capabilities not available yet. So, we are in a
weak position to address related opportunities.

The main Weaknesses identified from the Augmented SRA were classified within the main
technological areas of Smart Systems:

11.2.1. Modelling and simulation

System Control: Advances in control strategies are required to balance different criteria
(Energy: performance, loading and lifetime), or to implement new protection criteria in PV
systems, or to compensate extreme conditions (transport), or remote operation or power-
train management.

Maintenance strategies: Development of maintenance strategies involving preventative,
risk-based inspection using condition monitoring.

System modelling/simulation: for Smart Systems engineering and co-design, especially to
develop intelligent systems based on risk perception and avoidance/protection.

ENE W.12 System
Advances control strategies C on fro/
to optimise the balance
between performance, TRANSPORT W.26

loading and lifetime
Power-train management
concepts

TRANSPORT W.25
Remote operation of system in ENE W.14
cold climate
New protection criteria for
inverters due to the high density
of PV systems
TRANSPORT W.24

Control systems for mofion
compensation inextreme
conditions

ENE W.13
Development of maintenance
strategies
— Maintenance
BbE W.05 H
Modelling/Simulation: Strategles
Intelligent systems of Modelling/Simulation:
collective protection against Systems based on the use of
electromagnetic and optical advanced risk perception
radiation models to supervise the whole
process of industrial installation
ICTW.23
Modelling, simulation and SySte,n mOde//Ing/
design tools for smart systems ! .
engineering and co-design S]m u/a t,o n

Figure 16: Weaknesses on Modelling and Simulation
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11.2.2. Control and actuators

Monitoring: monitoring and assessment tools to manage biomass issues and decisions; and
advanced self-monitoring materials, intelligent sensors and prediction to enable ship / shore
systems integration and fast cargo handling.

Control technologies for increased speed and precision are required, as well as for
adaptive process control and automation.

Tools and devices: control technologies that provide safe and secure drug delivery
mechanisms and enable safe food chain.

Micro strategies: miniaturized control/actuator devices for micro-inverter solar PV
applications and non-invasive devices.

Management systems: smart control enabled management systems are required for
predictive engines, energy management for bus systems, multi-variable based control
systems, and ship / shore systems integration and fast cargo handling.
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11.2.3. Interfaces & Communications technologies

Data Gathering: continuous and massive data gathering from advanced field measurement
techniques require grid-aware network-oriented operating systems

Communication infrastructure: cost-effective high-speed communications networks
infrastructure at on-board level, and transport systems level, together with adaptive HMI for
safe journeys need to be developed.

Security, encryption and trust: Point-to-point “Dynamic Trust” is an emerging future model
for a highly networked world.

Interoperability: connectivity (interfaces and universal adaptors for diverse devices
interconnection), convergence of wireless and optical networks, and protocols (networking,
data exchange and integrated model servers) require standardisation to assure
interoperability between systems and assets on the shop floor (System of systems).

Remote control: devices turned on ubiquitous service enabler and remote monitoring and
operation for critical infrastructures

Interaction and interface: the complex structures to be developed require to be controlled in
an “intelligent” manner ensuring human in the loop control. The ability to interact
meaningfully and safely with humans is a fundamental resource of our society and a strong
requirement for future robots. Adaptive HMIs are also required. An additional challenge is
inter-process interaction to enable the integration of complementary processes.
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11.2.4. Micro-Nano technologies

Miniaturisation: Smart Systems need to achieve higher integration level. Also,
miniaturisation for sensors (monolithic integration, larger number of dedicated imagers per
system in electronic imaging technology, etc...), reliability, and high performance computing
Smart Systems is required.

Materials/Structures: Advanced materials and smart structures for vehicle structures and
components, airframe technologies to deliver improved flow and load control, and for drag
reduction techniques.

11.2.5. Adaptability

Technologies for adaptive systems: Technologies for more robust, reliable, secure,
modular, configurable, usable, easy to integrate, tamper resistant, and adaptive systems.
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Figure 19: Weaknesses on Micro-Nano technologies & Adaptability



11.2.6. Cognition

Power technologies for Wind turbines’ control system: Integration of monitoring and fault
prediction capabilities into the wind turbines control system

Develop integral adaptive control strategies: Integration of monitoring and fault prediction
capabilities, adaptive control strategies for varying external conditions, and cognition
capabilities for inter-device interaction.

Human behaviour based Smart Systems: intelligent data aggregation techniques and
cognition based interaction with users and services. Also, wellbeing perception oriented
Smart Systems that mimic human behaviour including content generation. They can be
based on materials that mimic physiological systems.

Intelligent technologies for specific situations/functions: such as hazardous situations or
the implementation of smart functions in medical devices. New functions can even be
integrated in optical fibres.

Self-learning: Smart Systems cognitive autonomy through self-diagnosis, self-learning of
complex tasks, self-configuration, and self-healing will enable cognition-based intelligent
machinery.

Safe human-machine collaboration: Increasing human-machine/robot collaboration
requires considering safety and reliability as major issues.

Networked intelligence: Ubiquitous and cloud based intelligence.
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11.2.7. Sensors

Monitoring: Condition monitoring of processes, components and equipment with high signal-
to-noise level sensors will allow high performance measurement (nanometre-scale) and
building intelligent infrastructures that will reach to autonomous inspection (monitor and
inspect themselves, and their context as well)

Smart sensors for production: Sensor are required for plant automation and process
optimization, and for protection systems for machines, production and transportation
processes.

Advanced capabilities for sensors such as: miniaturised, based on active multi-functional
structures, reliable and maintenance free, perception oriented, and imaging sensors and
methods.

Environment: On the one hand, sensors dealing with difficult conditions such as harsh
environments, all weather operation, radiation detection. On the other hand, providing
contextual information for different purposes (collective protection systems, fleet
management, etc...)

Get Information: New sensors for new data and meta-data, and access to sensor
information and sensor networks will allow getting system level information. Then, sensor
data fusion will permit to advance to content generation.
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11.2.8. Power

Energy consumption efficiency: Advances in energy consumption and energy saving
strategies at component level must be combined with energy management for overall system
energy efficiency, enhanced by mobile energy consumption and monitoring at the shop floor.

Power technologies for Smart Systems (Sensors...): built-in tiny energy supplies for
sensors and power technologies (miniaturized fuel cells) for autonomous Smart Systems are
required. Additionally new battery technologies are required for PV applications.

11.2.9. Other types of weaknesses

Ships Operation: New concepts and requirements for remote and autonomous operation of
ships, and further development of motion stabilized work platforms are required

Education: Education and training initiatives need to be undertaken in order to make things
happen.
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11.3. Opportunities

Many inputs gathered from the analysed documents answer the following question:

What types of value opportunities or applications
can be built from smart systems capabilities?

Most opportunities represent contexts where Smart Systems have a high potential to provide
new value. Opportunities were classified in terms of the type of “value stream” they stress on:
product, equipment, process, service, facility or infrastructure.

11.3.1. Products

These types of opportunities show that new products or a relevant improvement in existing
products is enabled by Smart Systems Integration.

High performing products: Advances in hardware integration and performance level, noise
attenuation techniques, and intelligence integrated components/products will enable
radically-advanced new product concepts and functionalities based on Smart Systems and
materials. Some examples are: integrate sensor and information systems in packaging
materials; smart cards for “everything” and smart packaging; robotics applications in the
aerospace, automotive, manufacturing systems; updatable/adaptable products based on
interchangeable components and intelligent control techniques.

Health devices and products: Chip technology/DNA arrays together with chemical and
biological analytical methods and sensors (biosensors and remote sensing) will enable
automated, precise and personalized treatments: drug delivery devices products, and even
smart active implants or materials

Monitoring ready products: Monitoring, diagnostic and assistance devices and materials;
monitoring and controlling the processes and plant safety based on environmental sensors;
sensors for Structural Health Monitoring (SHM) and risk-informed inspection; wireless
devices to monitor noise and vibration

Monitoring Sensors: Smart sensors for monitoring conditions of machines, processes and
structures; sensor technologies that monitor environmental conditions

Monitoring Devices: Smart meters with voltage and current transformers for Smart Grids;
monitoring devices for analysing the aging of the equipment for Smart Grids. Monitoring tools
for soil, crops and animals should better support farmers’ observation.

Intelligent products: Smart Systems enabled energy efficient products; products
incorporating sensors capturing information about power flows, power quality (harmonics,
etc), remaining capacity (dynamic rating) and other physical properties; frequency-dependent
power control. Contexts like Smart Grids relate customer-side systems and provide
opportunities to integrate Smart Systems products.

“Controlled” products: Integration of new control technologies into products such as
tracking control electronics and the inverter into one device.

Safety products: Safety systems based on machine vision, ultrasonic and infrared radiation
sensors and other electronic devices to control the positions of workers in plant; electrical
protection technology adapted to DER including new switch technologies and smart
transformers (temperature in cables, gas analysis in transformers, etc.); safety and security
related systems for diverse applications such as: protecting cyclists, detecting explosives,
packaging solutions for fresh food, etc...



Ubiquitous user interfacing: Sensor systems give information about product, and connect
customer domestic system; intuitive user interfaces (including speech, tactile and
multisensory interactions) facilitate Human-Machine-Interaction; mobile productivity tools and
interactive devices for service support and dynamic interaction with workers; SatCom
featured Smart Systems for diverse applications (transport and mobility, energy, security,
content, health) enable ubiquity. That allows diverse applications like drivers assistance
systems (car), and permits to better characterise any natural events, like earthquakes,
floods, etc.
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11.3.2. Equipment

Equipment is also a product but its nature and types of markets brought us to consider this
type of opportunities in a separate group. These types of opportunities show that new
equipment or a relevant improvement in existing equipment is enabled by Smart Systems
Integration.

Equipment for automation: Automation of processes is an overall opportunity for Smart
Systems Integration due to their potential contribution to automated-autonomous, high
productive and adaptive equipment, making also possible management and control systems
for automated or self-assessed operation, and intelligent process control and optimization.

New processes enabling: Equipment enabled by Smart Systems and related technologies
will make possible the development of new processes.

Miniaturised Equipment: Developing smaller, more efficient and cheaper equipment,
especially for medical applications.

High performing: Advanced mechatronics and materials enable new equipment with
improved performance:

e Enhanced Comfort: reduced noise and vibration

¢ Reduced emissions: by electric and sustainable bio-fuels based traction,
Smart Systems driven improved diesel and hybrid engines

¢ Smart equipment: for example in buildings (sensors, actuators, control and
communication systems will give new capacities)

e ICT technologies based infrastructures like rail transport system equipment

e Same or improved functionality at lower cost

Robots: Robots will autonomously assist protecting offices and homes, and also will help
secure borders or monitor the environment in both routine and emergency operations. In the
long term, humanoid and animal-like robots will perform specialised tasks.

Advanced equipment control: Equipment with advanced management and control systems
for

e Vehicle-infrastructure interaction,
¢ Equipment health monitoring
e Safety and security.

More sophisticated tools to provide to the operators with more reliable and quick
indications/measurements of equipment status, to help in the implementation of an
appropriate recovery strategy. Following this thread, new monitoring and control solutions
are needed, to answer several concerns society is facing nowadays (drivers) such as:

* Increase the reliability and resilience of smart grid
* Reduce uncertainty
* Increase concern for the safety of nuclear power plants

Environmental awareness: Equipment for better environmental monitoring systems, models
for contamination predictions, health effects of low radiation doses, and effect of
contamination on the environment.

Advanced design and simulation tools: Development of control equipment and
commissioning tools that ensure that predicted results are actually obtained by equipment.
Tools allowing the design of wider and more robust lines of defence with respect to design
basis aggressions and beyond design basis events, by defining additional measures to
consider in the design and new or improved systems for mitigation of consequences.



Diagnostics in medicine: Diagnostic devices and equipment for user friendly, non-invasive
and telemedicine applications.

Electric power equipment: Specific applications as power conditioning equipment for bulk
power and grid support, and electric vehicle charging infrastructure.
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11.3.3. Processes

Processes type opportunities show that new processes or a relevant improvement in existing
ones is enabled by Smart Systems Integration.

Process Automation: Smart Systems will enable automation of processes and, in
consequence, performance improvement regarding reduced human errors.

Process Performance Improvement: Control and optimization of manufacturing processes
is required. Also support processes require performance improvement: supply chain,
maintenance, retrofitting. Nanophotonic devices will enable reductions in footprint, switching
delay and power dissipation.

Process Innovation: Embedded intelligence and communicating functions on products and
equipment will enable process innovation: small-scale power production with small-scale
CCS could be a possibility for green power production for all small villages in developing
countries that do not have electricity today; key challenges to be addressed are small-scale
transport and storage of CO2; integration of hovel CO2 capture related technologies into
power and other industrial processes; smart and evolvable equipment: equipment able to
offer and add new functionality and intelligence by integrating Smart Systems as active
components.

Intelligent complex processes: From complex tasks execution enabled by NESSI
Framework (“NESSI Core”), through implementing intelligent processes (performance
improvement regarding integrated intelligence and automated control and M2M platforms
enabled “intelligence providing” processes), till generating content (Smart Systems as
providers of content make available their knowledge base as content).

New Processes: Methods and procedures based on Smart Systems will allow new
processes:

e Smart electronic functions on packaging include applications for monitoring and
indicating product safety

¢ New diagnostic tests and processes allowed by Smart Systems

e Processing control for nutrient functionality and security

Perceived Value: Process performance improvement enabled by Smart Systems will be
oriented to improve perceived value by users regarding comfort and other perception
aspects.

Process Management: Performance improvement regarding basic functions (tracking-
tracing and navigation) will enable improvement in integrated process management
(transport system management).

System availability & productivity: Processes improvement, together with improved
process management will boost the required systems availability and productivity, by means
of improved capacity, availability and productivity.

Ubiquitous Customization: Smart Systems will facilitate cost-effective provisioning and
seamless composition of processes and services (understanding that providing a service
implies to execute a process), supporting pervasive and ubiquitous application scenarios
using SatCom Broadband Access based processes.
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11.3.4. Services

Services type opportunities show that new services or a relevant improvement in existing
ones is enabled by Smart Systems Integration.

Service enabler components: Smart Systems are seen as components that enable
services in different ways:

As providers of content and making available their knowledge base as content
As enablers of tailored services

Intelligent sensors and actuators with improved self-diagnosis properties

As connected intelligent components of a system

So, Smart Systems, as components, enable services in diverse scenarios: Equipment health
monitoring, authentication, ticketing, traffic management and punctuality.

Data availability: Database infrastructure must be improved to tackle the accessibility and
data traffic that will be required by Smart Systems intervening in services.

Cognitive components are required in diverse scenarios: Intelligent systems to advise
consumers based on personal way of life, inventory techniques for forest industries, software
tools for detecting dangerous situations in industrial systems; and so on.

Intelligent Services: Intelligence services based on connected objects, intelligent
components, products, equipment and infrastructures, and manufacturing and factory
intelligence are required:

Intermodal transportation based on intelligent mobility and traffic/journey information
Monitoring services including surveillance and environmental monitoring and control
Key assets protection

Quiality assurance services

Ubiquitous Messaging Services allowed by satellite M2M networking

Higher controllability of PV systems and loads

Home Energy Management Systems (HEMS) and Building Energy Management
Systems (BEMS) in smart grids

Regenerative medicine

Support of claims

Crisis management

E-government

Health, inclusion, and assisted living

etc...

Service Businesses: These intelligence services are seeds for new businesses like
“energy-as-a-service”, an innovative business model for energy utilities
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11.3.5. Facilities/Infrastructures

Facilities/Infrastructures types of opportunities show that new services or a relevant
improvement in existing ones is enabled by Smart Systems Integration

Rail & Road: High performance rail and road infrastructures should be improved in many
performance attributes such as reliability and availability, energy-efficiency, safety. Public
bodies’ requests, as that issued by Manchester for a Dynamic Road Network Efficiency and
Travel Information System Solution, are opportunities to implement advanced solutions
based on Smart Systems Integration...

Buildings: Intelligent, safe, energy efficient, healthy, comfortable buildings and underground
spaces are foreseen in near future. These future homes and offices will be networked with
surrounding smart building facilities up to whole cities and regions. So, large scale
demonstration of smart thermal grids will be in place.

Healthy infrastructures: Predictive infrastructure, monitoring capabilities, and intelligence
that enable new maintenance services that will enable healthy buildings and infrastructures.
So, ageing monitoring, prevention and effect mitigation on metallic components, on concrete
material, polymers and electrical equipment are required. For these purposes, asset
monitoring and tracking through Internet-of-Things middleware is required.

Communications: Fixed mobile and broadcasting convergence, which aims at integration
and creation of a unified communication infrastructure from fixed and wireless maobile
networks, is required for M2M communication enabled platforms.

Utilities: Service oriented utility infrastructure for Smart Cities scenario is required. During
2015 — 2025 decade the power network needs to be upgraded to become fully automated

and interconnected and to enable smart operation. In consequence, smart grids can play a
relevant role in increasing electricity reliability (adequacy and security).

Sustainable feedstock: Solutions need to be found for cost-effectively processing a wide
range of sustainable feedstock.

CO2 infrastructure: Small-scale transport and storage of CO2 should be developed.

Metering: Modernization of the European meter infrastructure and the introduction of
intelligent metering systems will have to happen. Smart meter communication infrastructure
and technology is required. Advanced metering and monitoring of energy consumption in
factories is a short term application opportunity.

11.3.6. Other types of Opportunities

Fit with challenges: ETPs’ challenges fit with the technology based challenges of Horizon
2020. Also some sectoral challenges demand Smart Systems performances, like being an
innovative and secure society regarding food and consumers.
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11.4. Threats

The main Threats identified from the Augmented SRA are:

Policy makers’ priorities: The weak collaboration between platforms delays Smart
Systems implementation and makes difficult education and training in this field. At the
same time the fragmented vision on big issues such as transport infrastructure
requirements within some countries may compromise SSI implementation.

Regulatory conditions: the slow pace of regulation issues delays the deployment of
new technologies

Need for a harmonised standardisation and certification: standards, regulation
and certification harmonisation requires to be addressed. Special attention should be
put on the lack of technical standards that will underpin the smart grid system.

High cost of required infrastructure: the high cost of new big infrastructures, such
as transport, may delay their construction and, in consequence, scenarios for SSI will
not be implemented.

Safety problems automation can cause: automation promoted by SSI requires a
balance with safety issues. Humanoid and mobile robots where actuators and power
sources are one of the primary “failure” areas during interactions with people, is a
specific issue.

Industry technological requirements: technologic gaps in different sectors act as
barriers to meet future objectives (telemetric and telecommunications in transport;
current robot’s difficulties facing tasks involving the manipulation of objects beyond a
simple reach-grasp-lift-and-hold task). Moreover, current technology solutions are still
fragmented and diverse. An additional issue is on maintaining system security and
cyber security.

Customizable user demand focused services will be required: It is unclear how
changes in customer behaviour might emerge (the public has a misconception of
what ‘Smart Transport’ represents). Customisation poses an additional difficulty for
SSl implementation. It’'s an additional issue to address.

Value chains actors’ collaboration is required: Market and value chains are
fragmented and sometimes slow-paced (Cities are slow to adopt new ITS). The
convergence of multiple industry members from different backgrounds is required,
and the adoption of innovative commercial approaches to large scale delivery through
collaborative partnerships.
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12. Annexes

12.1. Methodology

As it was explained in chapter 2, the Augmented SRA takes as a basis the 2013 edition of
the EP0SS roadmaps and SRA and consolidates these with roadmaps and SRAs gathered
in WP2, with a priority set on those available at the level of consortium and associated
partners. The outcome is an Augmented SRA for the SSI ecosystem covering the application
and sectorial view, the functional view, and the technological view. The augmented SRA
gathers the links between the EPoSS SRA and other platforms as opportunities to build
bridges and to encourage collaboration.

This objective required designing a specific methodology to fulfil such ambitious task. The
objectives of the methodology are:

— To ease relevant contents identification.

— To anticipate the homogeneity of gathered information formats in order to ease
consolidation of all the information.

— To assure a homogeneous analysis tasks execution by means of a specific procedure
and associated _tools.

The methodology is based on three Pillars:

e EPO0SS SRA as a basis and focal point.

e WE NEED LINKS: We look for links between the EP0oSS SRA and documents of
other platforms as opportunities to build bridges and to encourage
collaboration.

e LINKS are
o based on contents of official ETPs’ documents (SRAs or roadmaps)

o are selected with the “SMART?” filter

Pillars of the methodology:

EP0SS SRA WE NEED LINKS LINKS are:

We look for links between [l « based on contents
_ the EP0SS SRA and of official ETPs’
asa baS'S_ and documents of other documents (SRAs
focal point platforms as opportunities or roadmaps)
to build bridges and to * selected with the
encourage collaboration “SMART” filter

Figure 29: Pillars of the methodology



Smart filter:

Smart Systems are self-sufficient intelligent technical systems or subsystems with
advanced functionality, enabled by underlying micro- nano- and bio-systems and other
components.

They are able to sense, diagnose, describe, qualify and manage a given situation. Their
operation is further enhanced by their ability to mutually address, identify and work in
consort with each other.

They are highly reliable, often miniaturised, networked, predictive and energy autonomous.

e Smart Systems are autonomous or collaborative systems.

e They bring together sensing, actuation and informatics / communications to help
users or other systems perform a role.

e By their very nature these systems combine functionalities.

e They may extract multiple functionalities from a common set of parts, materials, or
structures.

Smartness: “The concept of the Knowledge Base separates Smart Systems from systems
which, although they may be automated, remain purely reactive”.

As an example, the “automatic” camera of a decade ago would simply measure light
intensity and adjust the shutter speed and lens aperture so that the photograph is properly
exposed.

The typically “Smart” digital camera of today, by comparison, not only measures light
intensity, but analyses the subject for signs of motion, for colour balance (including also the
detection and optimisation of flesh tones), for facial expressions (smiles, closed eyes) and
for contrast, to ensure that the focus is set for critical sharpness.

All these parameters are compared with a Knowledge Base inside the camera, which
essentially distils the skills and experience of over 150 years of photography and applies it
to the camera settings to produce a high quality image whilst being very simple to use

Smartness levels:

— 1st-generation-Smart Systems include sensing and/or actuation as well
as signal processing to enable actions.

— 2nd-generation-Smart Systems are predictive and self-learning.

— 3rd-generation-Smart Systems simulate human perception/cognition.

The methodology has the following phases:

Hp w N PR

Analysis framework design
Links identification
Links analysis

Integrated view
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Analysis framework design:
* to collect value streams, drivers & barriers, and technology challenges,
* on a time scale from short-term, to mid-term and long-term

== === Links identification:

+ take EPoSS SRA and ECSEL MASRIA as basis, analyse

78 documents from ETPs, clusters, networks using the

= “SMART” filter,

= + identify and gather relevant content items to “augment” SRA

- Links analysis:

* map smart links for each ETP,

« aggregate data for each ETP sector (ICT,
Production & Processes, Transport, Energy,

E Environment, Bio-based economy),

. « analyse sector view

......

Integrated view:
. . + identify strengths, technology
challenges, opportunities and
. - threats across all sectors

Figure 30: Methodology phases
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12.1.1. Analysis framework design

One of the most important issues of the methodology is to assure a homogeneous analysis
of the gathered information by means of a specific procedure and associated tools.

Most of the analysed documents are SRAs from ETPs, and these documents have two main
types of contents:

e Applications and types of solutions that address key sector and societal needs.

¢ Technology challenges that require to be solved in order to implement these
applications and solutions.

In addition to that, other valuable information can be found that give clues of the main drivers
and barriers that can act for or against the plans that are shown in these documents.

These types of contents match the overall structure of roadmapping techniques used in
technology valuation processes, specifically the Value Roadmapping (VRM) techniques
proposed by Dissel [1].

Three main types of layers were defined to show the links:

o Application Opportunities layer: these are ideas or proposals of applications,
mentioned in or derived from the ETP document, where Smart Systems can play a
relevant role or induce a breakthrough innovation. This layer was partitioned in the
following types of opportunities:

o Products: new products or relevant product innovation.

o Equipment: new equipment of relevant equipment innovation.
o Process: new processes or relevant process innovation.

o Service: new services or relevant service innovation.

o Facility or Infrastructure: new facility or infrastructure or relevant innovation on
them.

o Business: new businesses.

e Divers and Barriers layer: these are non-technological issues or trends that act in
favour or against the use of new devices or techniques in the analysed
sector/subsector (the ETP focus).

e Technology challenges layer: these are generic sector/subsector level
“functionality” performance improvement challenges that foster technological
innovation (e.g.: “energy efficiency and fuel economy” in “Transport & Mobility”
sector).

Energy procurement Power storage and management

Sensors Actuators
Cognitive
processing

Interfaces

Knowledge base

Figure 31: Smart Systems' main technology layers
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This layer was partitioned mostly according to the main technology layers of Smart
Systems as shown in the EP0SS SRA. Other sublayers were added: micro and nano
technologies as KET; adaptability as a Smart Systems design issue to address
customization and dependability of such systems; modelling and simulation
technology challenges on design and development tools. The resulting sublayers are
the following:

o Micro-nano technologies
o Sensors
o Control/Actuators
o Power
o Interfaces & Communications
o Cognition
o Adaptability
o Modelling/Simulation
The resulting analysis framework is shown in Figure 32.
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Figure 32: Analysis framework



12.1.2. Links identification

We look for links between the EP0SS SRA and other platforms as opportunities to build
bridges and to encourage collaboration. Links are based on contents of official ETPs’
documents (SRAs or roadmaps). The contents of official documents were considered as
“‘evidences”.

cconomy M i rocess -
Transport
economy and processes

EATIP Biofuels WssTP ARTEMIS ECTP ACARE
ETPGAH EU PV TP EUROP ESTEP ERRAC

Food for Life TPWind ETP4HPC EuMaT ERTRAC
Forest-based RHC ENIAC FTC Logistics

Plants SmartGrids EPoSS SusChem Waterborne

FABRE TP SNETP ISI Nanomedicine
TP Organics ZEP Net!Works ETP-SMR
NEM Manufuture

NESSI

Photonics 21

Nanofutures

Industrial Safety

Figure 33: ETPs considered in links identification

The link identification includes the following steps:

Step1l. Read ETP document: all documents were previously uploaded to EXPRESS
website and each partner was assigned to a set of them.

Step 2.  Detect the links: identify a paragraph where an application opportunity,
technology challenge or driver/barrier for Smart Systems is devised. For that
purpose a “Smart Filter” definition was provided (see chapter 2).

Step 3.  Record the link: copy and paste the exact content in the provided “Excel”
sheet.

Step4. Reference the link: Specify ETP and associated document as link’s source
and indicate the page number where it is located.

Step 5.  Classify the link by filling the following columns:
e Type: Driver, Barrier, Application Opportunity, Tech/Research Challenge
e Horizon: Priority, Mid-term, Long-term, Not specified
e Generation (of Smart Systems): First, Second, Third

Step 6. Add a comment (if required)



ETP Sector Document Link content (original text from ETP document) Page Type Horizon | Generation Comments
The sector would benefit in particular from investment that supports the development of open
Forest platforms and technologies such as the systematic use of radio frequency identifica-tion
Technology Forest SRA (RFID), embedded components and systems, process control as well as robotics, micro- and 9 Application Opportunity Not specified iSecond
Platform nano-electronics. Working together in new applications, these technologies can minimise
waste in the produc-tion process, prevent illegal logging, facilitate product recovery for
recycling, or make it almost i to counterfeit important documents
ICT has reduced production costs both in forestry and the forest-based industries. Mobile ICT
Forest solutions will continue to revolutionise the monitoring and management of forest resources.
Technology Forest SRA Light Detection And Ranging technology (LIDAR), an optical remote sensing technology, and 9 Application Opportunity Not specified  {Second
Platform other augmented reality and glo-bal tracking systems will play a crucial role in the whole
value chain, from forest management and harves~ting operations to transportation and
logistics, ing and processing, product and resource
The generation of smart materials that react in an engineered way to stimuli such as electrical
current, tempe or chemical would be useful in a broad range of
domains, such as wood preservation, healthcare, packaging and the media. Advanced wood-
Forest base‘d materials with innovative self-healing properties will reduce maintenance needs
Technology Forest SRA significantly. v ) _ 1 Tech/Research Challenge  {Notspecified [First
Platform The sector is increasingly developing new wood-based advanced materials aimed at enhancing
efficient product reuse, recycling and end-of-life use (cradle to cradle), paving the way to a low-
carbon economy.
New materials and their functionalities will have to be characterised using suitable new
methods and mea-suring techniques, which have yet to be developed
New sensor systems give information about the origin, sheif life and safety of the product.
Forest Integrated information systems provide information about the product or connect the client to
Technology Forest SRA the manufacturer’s website for further instructions. The same information system can also 34 Application Opportunity Long-term Second
Platform connect to a consumer’s domestic system (for ins~tance, internet-connected fridges) and
manage sto-rage and purchases based on best-before dates.
Forest
Technology Forest SRA Integrate sensor and information systems in packaging materials — printing applications using 34 Tech/Research Challenge Mid-term Second
Platform functional inks and tags carrying anti-counterfeiting information

Figure 34: Example of link r

12.1.3. Links analysis

First, each link identified from each platform was tagged, classified and placed in the analysis
framework in accordance to its sublayer and expected impact horizon. Figure 35 shows the
links identified from construction ETP documents placed in the analysis framework.
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Figure 35: Links from construction ETP placed in the analysis framework.

The second step was the joint analysis of each platform’s links diagram

Finally, data was aggregated for each ETP sector (ICT, Production & Processes, Transport,
Energy, Environment, Bio-based economy) leading to the augmented view of the EP0SS
SRA as detailed in chapters 4 to 9.

96




Introduction

Executive summary
Objectives

Document organisation

LINKS IDENTIFICATION

DOCUMENT ORGANISATION

“Sectoral” conclusions

Bio-based economy
Energy

Environment

ICT

Production & Processes

Transport

Integrated view

Strengths
Weaknesses
Opportunities

Threats

Figure 36: Augmented SRA contents
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12.1.4. Integrated view

This final phase of the methodology consisted of producing an integrated concluding view of
all the links analysis independent of the sector and in such a way that they activate the
strategy and implementation plan activities that are to be fulfilled in task T3.3 of the
EXPRESS project.

As the components of a SWOT analysis are key inputs for a strategy, the approach of this
phase of the methodology was to transform the links into SWOT components. This
complements the SWOT components gathered in WP2, and both together will activate task
T3.3 (Strategy and implementation plan).

The criteria used to transform the analysis of each chapter into SWOT components are:

o Drivers and barriers aspects should be transformed into Strengths, Opportunities,
Threats or Weaknesses components.

e Opportunities and Applications are candidates for Opportunities type components of
the SWOT.

e Technical-Research Challenges can be seen as either Weaknesses or Opportunities

Once all SWOT components were identified and defined, they were clustered in order to
clarify the integrated view. The results are detailed in chapter 10.

EXPRESS* Augmented SRA
Opportunities

Ubiquitous
useririterfacing

. Intelligent
. | products

availability &
productivity

EXPRESS WP3 — Augmented SRA
Figure 37: Partial view of SWOT opportunities chart
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12.2. Analysed documents

ETP documents

European Industrial
Bioenergy Initiative (EIBI)

European Biofuels
Technology Platform

Photovoltaic Technology
Platform

European Technology
Platform on Renewable
Heating and Cooling

ETP SmartGrids

ETP SmartGrids

SNEPT

European Technology
Platform on Renewable
Heating and Cooling

European Wind Energy
Technology Platform
(TPWind)

European Wind Energy
Technology Platform
(TPWind)

Zero Emissions Platform
(ZEP)

WssTP

European Aquaculture
Technology and Innovation
Platform

European Technology
Platform for Global Animal
Health

European Technology
Platform for Global Animal
Health

FABRE TP

Boosting the contribution of Bioenergy to the EU climate and
energy ambitions

Strategic Research Agenda. 2010 Update

A Strategic Research Agenda for Photovoltaic Solar Energy
Technology

Strategic Research and Innovation Agenda for Renewable
Heating & Cooling

SmartGrids SRA 2035. Summary of Priorities for SmartGrids
Research Topics

SmartGrids SRA 2035. Strategic Research Agenda Update of
the SmartGrids SRA 2007 for the needs by the year 2035

SNEPT SRIA 2013

Strategic Research Priorities for Solar Thermal Technology

Strategic Research Agenda Market Deployment Strategy from
2008 to 2030

Strategic Research Agenda Market Deployment Strategy from
2008 to 2030. Annex A: Detailed research Actions

Recommendations for research to support CCS deployment in
Europe beyond 2020

Strategic Research Agenda. WssTP a common vision for

water innovation

Aquaculture in 2030. Our vision for the future

European Technology Platform for Global Animal Health
Action Plan

European Technology Platform for Global Animal Health
Strategic Research Agenda

FABRE TP Strategic Research Agenda
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Forest-based Sector
Technology Platform
(FTP)
Forest-based Sector
Technology Platform
(FTP)

European Technology
Platform “Food for Life”

TPOrganics Technology
Platform

ARTEMIS
ENIAC
EPo0SS

European Technology
Platform for High
Performance Computing

EUROP

Integral SatCom Initiative
European Technology
Platform

NEM (Networked and
Electronic Media)

NESSI
NESSI

NESSI

Net!'Works

Photonics21

ENERGY-EFFICIENT
BUILDINGS PPP

European Construction

Technology Platform (ECTP)

European Steel Technology

Platform

ETP SMR

EuMaT

Strategic Research and Innovation Agenda for 2020

Annex to the Strategic Research and Innovation Agenda

Strategic Research and Innovation Agenda

Strategic Research Agenda for organic food and farming

ARTEMIS Strategic Research Agenda 2011
Multi Annual Strategic Programme

EPoSS SRA

ETP4HPC Strategic Research Agenda Achieving HPC
leadership in Europe

Robotics Vision

Integral SatCom Initiative European Technology Platform
Strategic Research and Innovation Agenda

Position Paper on Future Research Directions. Opportunities
for an Innovative Europe

NESSI Strategic Research Agenda. Vol |
NESSI Strategic Research Agenda. Vol Il
NESSI Strategic Research Agenda. Vol llI

Strategic Research Agenda. eMobility NetWorld. A Strategy for
Innovation in Future Networks in Europe

Second Strategic Research Agenda in Photonics. Lighting the
way ahead

MULTI-ANNUAL ROADMAP AND LONGER TERM
STRATEGY

Strategic Research Agenda for the European Construction
Sector

A vision for the future of the steel sector

Strategic Research and Innovation Agenda (Strategic
Innovation and Technology Roadmap)

Strategic Research Agenda
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EURATEX

ManuTex

BioTex

Footweat P&P ETP

Factories of the Future

Manufuture

ETP Nanomedicine

ETP Nanomedicine

SusChem ETP

SusChem ETP

ACARE

ACARE Report of the High
Level Group on Aviation
Research

ACARE

ACARE

ERRAC

ERRAC

ERRAC

ERRAC

ERRAC

ERRAC

Strategic Research Agenda

Research Road Map

A Joint Research Roadmap for the European Industrial
Biotechnology and Textile & Clothing Sectors

Towards a Strategic Roadmap for Research and Innovation in
the European Design-based Consumer Goods Sectors

MULTI-ANNUAL ROADMAP FOR THE CONTRACTUAL PPP
UNDER HORIZON 2020

STRATEGIC RESEARCH AGENDA assuring the future of
manufacturing in Europe

Roadmaps in Nanomedicine. Towards 2020

NANOMEDICINE 2020. Contribution of Nanomedicine to
Horizon 2020

Meeting the Challenges of Europe 2020. An Enhanced
Strategy for SusChem

Sustainable Chemistry Strategic Research Agenda 2005

Strategic Research and Innovation Agenda. Vol 1

Flightpath 2050. Europe’s Vision for Aviation

2008 Addendum to the Strategic Research Agenda

Strategic Research & Innovation Agenda Executive Summary

Rail route 2050: The Sustainable Backbone of the Single
European Transport Area

Strategic Rail Research Agenda 2020

ERRAC Roadmap: WP 01 - The Greening of Surface
Transport

ERRAC Roadmap: WP 02 - Encouraging Long-distance Modal
Shift & De-congesting Transport Corridors

ERRAC Roadmap: WP 02 - Encouraging modal shift (long
distance) and decongesting transport corridors

ERRAC Roadmap: WP 03 - Metro, light rail and tram systems
in Europe
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ERRAC

ERRAC

ERRAC

ERTRAC

ERTRAC

ERTRAC

European Technology
Platform on Logistics

WATERBORNE

WATERBORNE

ERRAC Roadmap: WP 03 - Urban Mobility Research
Roadmap

ERRAC Roadmap: WP 03 - Urban, Suburban and Regional
Rail Research Roadmap

ERRAC Roadmap: WP 04 - IMPROVING SAFETY &
SECURITY ROADMAP

VDA Position "Automated Driving"

Roadmap EV Infrastructure

ERTRAC Multi-Annual Implementation Plan for Horizon 2020

European Technology Platform on Logistics input for the first
calls of the HORIZON 2020 (DRAFT)

Strategic Research Agenda. OVERVIEW - ISSUE Il - May
2011

Strategic Research Agenda. Implementation
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Second round analysis of additional documents

VINNOVA
Clean Sky JU
Basque Government

ERTRAC, EP0SS,
SmartGrids

MINAM

IMS

EeB PPP

ActionPlanT

ITS

David Topham
RO-cKET
RO-cKET

Department of Energy and
Climate Change

Simon Skillings, Green
Alliance

Aerospace, Aviation and
Defence KTN

International Energy Agency

Department for Business
Innovation and Skills

IfM and Technology Strategy
Board

Italian Institute of
Technology

Smarter electronic systems for Sweden
Clean Sky 2
Agenda Digital de Euskadi 2015

Multiannual Roadmap for the Contractual Public Private
Partnership European Green Vehicles Initiative

MINAM roadmap 2012

IMS 2020

MULTI-ANNUAL ROADMAP AND LONGER TERM
STRATEGY

The ActionPlanT Roadmap for Manufacturing 2.0

Intelligent Transport Systems in action

Collation of SRA recommendations relevant to Smart Systems
RO-cKETs_Roadmap brochure

Complete List of Innovation Fields

UK Renewable Energy Roadmap

A Road Map to Deliver Smart Grid in the UK

Autonomous Systems Report

Smart Grids Technology Roadmap
The Smart City Market: Opportunities for the UK

UK Future Manufacturing Landscape MedTech Sector

Roadmap
IIT strategic plan 2012 2014
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12.3. Links maps

This annex sections collect the links maps for each analysed ETP. These maps were
produced in the “Links Analysis” phase of the methodology (see 12.1.3). The maps are
grouped according to the classification in Cordis.

The following figure shows the colour codes used in the maps. Note that there are no maps
for EATIP and Plants due to the lack of found links.

?:;::id Energy Environment ICT a:dm;::::::es Transport
EATIP ARTEMIS
EU PV TP ESTEP ERRAC
Food for Life TPWind ETP4HPC EuMaT ERTRAC
Forest-based RHC ENIAC FTC Logistics
Plants EP0SS S5usChem _
SNETP 151 Nanomedicine
ZEP Net!Works ETP-SMR
NEM Manufuture
MNESSI
Photonics 21
Cross ETP Initiatives
Nanofutures

Figure 38: Links colour codes
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12.3.1. Bio-based Economy

Business
%)
&
= Facilities /
o Infrastructure : ) P&\
= Intelligent systemsto advice ] PG v
a consumers based on personal Assuring support of e“ “\N\P‘
< Services way of life claims oapv K
=)
c [c\%
© ] I ! Controland \—\ENj“
@ Process Processing control for nutrient ontimizati ¢
a . . . ptimization o
S functionality and security
E= processes
5 \2
= Equipment BR
2 F P\ Chemical and
o Chip technology/  fellellele[e=liepElide=18  Bijosensorsand

Products DNA arrays methodsand Remote sensing

sensors
. . ’ Effective tools for Innovative and
=~ Drivers Ol Uit a1 el iy SEEVERRCEelehl=s  the control of priority secure H2020 Challenges
0 5 programmes. di o
o2 iseases societies
2 @
O oM Barriers
Modelling/Simulation
)
% Adaptability /
% Dependability
E Cognition
(@)
i Interface & Comms
5]
)
§ Power
_&s Detectiontoolsto ensure
o Control/Actuators safety and security ofthe
% food chain
()
2 Sensors
Micro-nano tech.
Short term Medium term Long term

Figure 39: FABRE, FOODALIFE and ETPGAH links




Figure 40: FOREST BASED links
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Developmentand use of sensory aiia-atttomation

Opportunities and Applications

Sensericchnology development and implementation, | technology could optimize production, detect

Business data processing and communication facilitate animal discomfort, pain or distress, and detect
automation and management support contaminants and emissions
Automated mechanicaltools using inputfrom

Facilities/ realtime behaviourinformation and stored
Infrastructures production data can assist decision-making and
undertake routine procedures (robotic milking or

Services feeding, surveillance and nursing)

Drivers /
Barriers

Online storage controloffeed | Automation, sensing and precision technologies Sensing and automation for better
Process and produce to optimize for efficient crop production, selective mechanical health managementand reduced
production and product quality weeding and maintenance of soil quality workload forthe farmer
Machinery benefiting from Information and SySTENTI UENTTE, OO AT assess
Equipment Communication Technology (ICT) and the sustainability of water management
automation of freq uentlg repeating operations | atan operationallevelon organicfarms
MORITOriNg TO0IS, INdICATOrs ana accompanying | Monitoring tools forsoil, crops
Products measures to reduce yield loss by promoting and animals should better
natural suppression of plant pathogensin soil supportfarmers’ observation
Mixed production systems of Organic greenhouse production without Modern technologies, altemative land-
Drivers organic food near metropolitan CO2-emissionsby meansof improved | use systems and climate-friendly organic

areas based on small-scale insulation and climate controlas well as | diets willreduce emission of greenhouse
innovative technologies sustainable sources of energy gases of agricultural production

Barriers

Technical-Research Challenges

Modelling/Simulation

Adaptability Monitoring/ models of
. s dynamics of soil organic
. “\G matter to improve soil gualit
Cognition O‘Qa
1? Integration of complementary processes
Interface & Comms (food production and food processing,
consumption and waste management ...
Power
Control/Actuators

Critical issues regarding food
Sensors security and sustainability
should be researched

Micro-nano tech.

Short term Medium term Long term
Figure 41: TP Organics links
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DRIVERS

BARRIERS

Mixed production systems of
organicfood near metropolitan

areas based on small-scale
innovative technologies

ICT to meetprocess

New customer-oriented

and resource
efficiency

servicesusing ICT as a
platform

Optimal functioning of
breeding programmes.

Relevant

technologies

Moderntechnologies, altemative land-
use systems and climate-friendly organic
diets willreduce emission of greenhouse

gases of agricultural production

Organic greenhouse production without

CO2-emissions by meansof improved

insulation and climate control as well as
sustainable sources of energy

Innovative and

secure societies

ICT forB2B and

Effective tools for the B2C models

control of priority
diseases

H2020 Challenges

Figure 42: Bio-based economy drivers and barriers links
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12.3.2. Energy

Opportunities and Applications

Business

Facilities /
Infrastructure

Services

Process

Equipment

Products

Large scale demonstration
of Smart Thermal Grids

2O

Small-scale transport
and storage of CO2.

Controlequipmentand
commissioning tools

Drivers /

Barriers

Drivers

Barriers

Modelling/Simulation

(]
@ Adaptability /
= Dependability
E Cognition
O Monitoring and interfacesfor the
= Interface & Comms managing energy interconnection of Communication
< consumption differentsensorsand protocols
o actuators
O Power
&
8 Control/Actuators -
IS
=
a
= Sensors Intelligent sensors

Micro-nano tech.

Short term Medium term Long term

Figure 43: BIOFUELS, RHC and ZEP links
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Opportunities and Applications

Drivers /

Technical-Research Challenges

Barriers

Monitoring devicesfor
analyzing the aging of
the equipment

Development of
maintenance
strategies.

Integration of condition monitoring
and fault prediction capabilities into
the wind turbine’s control system

Develop integral ad aptive control
strategiesfor varying external
conditions

Business RT GR‘D
Facilities / S
Infrastructure T —
communication
Services infrastructure and
technology
Process
Equipment Electrical protection technology
s ith vol adapted to DER including new
Prod mgrt metertst i vao Bl switch technologies and smart
roducts and currenttransformers T STOTIES
Smart control systems can L
Drivers reduce uncertaintyand so ICT for better monitoring
can be used to decrease the and metering
_ safety factors T
Barriers
Advanced control strategies
. . . to optimise the balance
Modelling/Simulation between performance,
Adaptablllty/ Ioading and lifetime.
bl Redietbottllas
Dependability
Cognition .
Smart meter communication
Interface & Comms infrastructure and technology interoperability o
SmartGrid solutions
Power Integration of monitoring and fault
prediction capabilitiesinto the wind
turbine's control system
Control/Actuators

Develop relevant
Sensors sensorsfor controland
condition monitoring

Micro-nanotech.

Short term

Better management systemsforthe
monitoring and checking of turbines.

devicesfor monitoringand
controlling the network states

Medium term Long term
Figure 44: SMARTGRIDS and TPWind links
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Figure 45: EU PV TP links
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Business

1)

s

-% Facilities /

o Infrastructure
=3

o

< Services

o

=

<

%]

8 Process

=

c

: .

5 Equipment
Q

o

(@)

Products
=~ w Drivers
2
=
= @© .

A o Barriers

Technical-Research Challenges

Modelling/Simulation

Adaptability /
Dependability

Cognition

Interface & Comms

Power

Control/Actuators

Sensors

Micro-nano tech.

Short term

Medium term

Long term

Figure 46: SNETP links
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New services and paradigm
shifts in the energy sector

Attractive potential market
sizearound theglobe

Smart control systems can
reduce uncertaintyand so can
be used to decrease the safety
factors

DRIVERS

BARRIERS

System security and
Cyber security

International organisations will
need to confirmthe technical
standardsthatwill underpinthe
smartgrid system

Existence and projected
commercial-scale
demonstrations

Relevant general aims of
leading economies act as pull
forces for Smart Energy
Management

Implementation of smart-metering conceptsin
order forsystem operators and end-consumers
to visualise local energy generation and

consumption

ICT for better monitoring
and metering

Many of the new market sub-sectors
created by smart technology require
theconvergence of multipleindustry
members from different
backgrounds

Itis, as yet, unclear how
changesin customer
behaviour might emerge

Figure 47: Energy drivers and barriers links
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12.3.3. Environment

" Business Water utilities and water companies to adapt their
5 ss" practices and organisations to get ready to
= Facilities / W develop and manage Networks of Sensorsfor
o Infrastructure appropriate applications
=3 Water services: sensors and monitoring Water services: methods to monitorand . . .
o ) ; . Integrated forecasting and Early Warning Systems using
< SariEEs systems to detectlowlevels of chemicals remove pointsource and diffuse i dete. iner i nslelestss ne s
- and microbiological contamination in river chemical and biological pollutants, . 9 any gical p . ’
c A . i . = . pollution loads, temperature, water quality
B water or distribution systems including emerging/priority contaminants
@ Process Adaptation strategiesto climate [
= change: Planning the creation of —
= “potpolders”as buffer zones forfloods _Hydro ClimaticExtremes:
£ SaulameE | exploiting new remote sensing (satellite,
8_ quip doppler radar, wireless sensorand other
8- measurement) for forecasting and monitoring.
Products

The requirement forimprovement

; Z"j Drivers of water use efficiency
g = Water industryis notyetready to deploy sensorsand
-,D: & Barriers monitoring systems, and another research need

consists isbeing able to understand their total
environmentaland economic cost of ownership

Modelling/Simulation

Adaptability /
Dependability

Cognition
Interface & Comms
Power

Control/Actuators
Assessing howfar micro and nano sensorswillreally fitthe

water industry requirements and how easy and economical

feasible itis to massively deploythose newsensorsin water GRS IR S A 1
yelgpmy s toxic algal blooms (incl. cyanotoxins issue)
and wastewater networks and facilities

Micro-nano tech. T T

Lakes: Monitoring of eutrophication, restoration

Technical-Research Challenges

Sensors

Short term Medium term Long term
Figure 48: WssT links

114



Business

(%)
5
'% Facilities /
o Infrastructure
=3
[}
< Services
ko]
c
]
(7]
@ Process
=
c
3 .
5 Equipment
o8
o
(@)

Products
— .
= % Drivers
S
g
‘= @ .
A o Barriers

Self-contained compactor powered by the sun send
an email or text message alerting the collection

contractor whenthese binsare 85% full they.

EU Directives which are aimed at red ucing
the volumes of land filled waste and
increasing the levels of materialrecovery

Technical-Research Challenges

Modelling/Simulation

Adaptability /
Dependability

Cognition
Interface & Comms
Power

Control/Actuators

Sensors

Micro-nano tech.

Monitoring sensors

for smartbins and
smart truck

Government purchasing Slow adoption of new
power is decreasing technologies

"RFID tagging to weight the waste"

Automated waste collection systems:
"RFID tagging to track who deposits"

W'

Advanced waste
management solutions
are being implemented

Smartsensorsforfollowing "size &shape, Density,
Magnetism, electrical conductivity, optical pproperties”,

RFID tagging and GPS tracking

Short term

Medium term

Long term

Figure 49: Waste links

115




12.3.4. ICT

Figure 50: High Performance Computing links
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Drivers / Opportunities and Applications

Technical-Research Challenges

Barriers

Business

e Future homes and offices
Facilities / networked with surrounding
Infrastructure smart building facilities up to
whole cities and regions
Convenient and optimised choice of Smart devices and
Services transportation system by integrating data systems enable home
from different traffic information systems and and communities
from the ‘smart environment' related services
Process
Rail transport as cheap, greenest and safest Increasing numbers of sensors,
Equipment mode of transport by the use of ICT actuators and control and
quip! technologies in the rail infrastructure, rolling communication systems will give
tock. control command and signaling. ities ¢ ildint
SENGETSE Assistance systems
Products mart caras for for drivers, masters
everything !
and pilots
Autonomous smart systems and object Efficiency and effectiveness of Embedded Systems enable an every- Smarter, more accurate and Communication
Drivers present inthe cyber space and exploit ¢ healthcare through smart systems's day object to become a smart object cheaper solutions will help to infrastructure for
info and services, interacting between enabled integration of diagnosis able to communicate with other smart | spread these techniques to the smart objects to
and with people and treatment objects either directly or viaa network physician and to the citizen be connected
Barriers
Integration of different autonomous
constituent systems into an SoS Smart Environments that can
Modelling/Simulation promises more efficient economic | pe created ad hoc with existing
processes and improved services devices and technologies
» Integrated safety systems are realised
Adaptability / viaa combination of software, a set of
Dependability networked electronic controls systems
‘In vitro” analysis or ‘in-vivo'
P monitoring of biological
COgmtlon samples (blood, saliva, sweat,
L____etc) and parameters | Demand for ubiquitous, User interaction and
secure, reliable, and interfaces call for natural
Interface & Comms instant access to and intuitive, commonly
information and services adopted solutions
Power
Control/Actuators
Early diagnosis and prevention Key technological
through improved biosensors, ingredients will be: access
Sensors enabling labon- a-chip and to sensor information,
Micro-nano tech.
Short term Medium term Long term

Figure 51: Artemis links
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Drivers / Opportunities and Applications

Technical-Research Challenges

Barriers

Business

Facilities /
Infrastructure

Services

Process

Equipment

Products

Drivers

Barriers

Modelling/Simulation

Adaptability /
Dependability

Cognition

Interface & Comms

Power

Control/Actuators

Sensors

Micro-nanotech.

Heterogeneous "
Integration as key N’L?;ri‘..an
technology

Environmental
monitoring and
control

Electronic
imaging
applications

Development of smart electronic
systems by switching, storing,
receiving, and transmitting
information, usually in digital form

The future: smart multi-functional systems
linked into networks, containing both
electrical and non-electrical functions and

Co-design the sensor with the
electronic circuitry
Improve manufacturing
meth ibrati

Reduce power
consumption and
increase power

Reduced energy
consumption is going to
be a key driver inall

Increase

robustness to

harsh

Design methods addressing hardware
and software, individual components
and the overall system, and interfaces

Heterogeneous
Integration as key

technalony

with hetert
sensor/M

Encapsulation of

free contact pads and free
L sensingareas |

EMS wafers with

Integrating CMOS into
sensor and actuator

Identify the noise sources | Increase primary

Reduce cross-sensitivity to
non-primary measurement

parameters

packages toimprove
performance and yield,
and reduce cost.

and increase signal-to- measurement
noise levels performancg
Reduce
physical
system size
Short term

Larger number of dedicated
imagers per system in electronic
imaging technology for consumer

application:

Monolithic integration allows
putting a large number of sensors
or actuators in a very small area

Medium
Figure 52: ENIAC link
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Opportunities and Applications

Business

Facilities /
Infrastructure

Services

Process

Equipment

Products

Drivers /

Barriers

Drivers

Barriers

ROBOT\CS

Technical-Research Challenges

Modelling/Simulation

Adaptability /
Dependability

Cognition
Interface & Comms
Power

Control/Actuators

Sensors

Micro-nano tech.

Short term

Medium term

Long term

Figure 53: Robotics links
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Opportunities and Applications

Drivers /
Barriers

Technical-Research Challenges

Business ‘ S\

Facilities /
Infrastructure

Services
Process
Equipment

Products

Standardisation

DTIVETS IS anissue

Barriers

Modelling/Simulation

Adaptability /
Dependability
Cognition
Beam hoping and forming DSP flexible, OBP and beam
techniques for SatCom hopping/beamforming schemes in the satellite
Interface & Comms systems flexibility and (re) payload, especially for adaptive beam forming
Adaptive beamforming to deal Interference management and
with interferences cancellation, adaptive beam forming,
Power Cognitive Radio for frequency radio resource management
and resources sharin functionalities, distributed processing
Control/Actuators
Sensors

Micro-nano tech.

Short term

Innovative business models involving public institution to
facilitate/fasten the introduction of breakthrough
technologies as well as innovative product, architectures,
services and applications onto the market
Fixed mobile and broadcasting convergence,
which aims at integration and creation of a unified
communication infrastructure from fixed and
wireless mobile networks
New services and
applications based on
hybridization of Earth
observation

Ubiquitous Messaging
Services allowed by satellite
M2M networking

Emergency Bidirectional
Communications and
Backhauling

Ubiquitous Broadband Access using SatCom in
applications like telemedicine, e-learning,
surveillance, etc.

Reduction of ground
SatCom equipment
and devices costs

SatCom featured Smart Systems for
diverse applications (transport and
mobility, Energy, Security, Content)

Connectivity, system
availability and resilience
Privacy, security and

reliabili

Unified service delivery to end-user
whatever access network and
support mobility between satellite
links and terrestrial links

Enhancing the level of flexibility and

Flexible and reconfigurability of communications

reconfigurable
smart systems

New protocols and techniques that
address improved quality of
experience via satellite based on
simplified usability of devices

Innovative techniques,
protocols and architectures
from physical layer to service

d application lavers

High SatCom
performant
devices

Medium term
Figure 54: 1Sl links
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Opportunities and Applications

Drivers /
Barriers

Technical-Research Challenges

Business

Facilities /
Infrastructure

Services

Process

Equipment

Products

Drivers

Barriers

Modelling/Simulation

Adaptability /
Dependability

Cognition
Interface & Comms
Power

Control/Actuators

Sensors

Micro-nano tech.

NEM

M2M communication will be a core element of a wider
generic, modular and flexible platform that makes
“things-machines” available, searchable, accessible
and usable by the set of multi-domain applications.
Such platforms will also allow service operators to
offer complex services built up from multiple
elements from different originators, offering valuable
commercial opportunities for service differentiation.

Ad-hoc temporary
service platforms
based on intelligent
objects cooperation

Smart Systems as providers of content

M2M platforms will extract and add intelligence
by afurther processing of the gathered large
amount of data stemming from each of the

and making available their knowledge

base as content.

machines from within different environments.

Intuitive (including speech, tactile and
multisensory interactions) user
interfaces H-M-Interaction

Connected Society: everybody and
everything will be permanently
connected to a network (fixed,

mobile, satellite) wherever they are

Automated semantic

annotation on
content creation

Smart Systems as one prerequisite to make it
easy and useful for users to access the
massive quantity and diversity of services,
information, content, available on the Internet.

Intelligent contents and
gathered information
management (semantics,

Adaptive human-machine
interfaces, and Speech
control of devices

Devices to ease
media sharing
and interaction

atern recornition..

More and more meta-data will be associated with the
signal ranging from signal-

based meta-data to

New sensors cd..cognitive metadata_and even to the users’ metadata ..

the depth of objects, human body
detection, the motion of objects and

alignment and fusion of all this data
are some of the issues to solve..

the scene environment.

Short term

Smart content generated
by sensors and smart
systems

Medium term

Figure 55: NEM links
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Intelligent contents and
gathered information
management (semantics,

patern recornition..)

Long term



Opportunities and Applications

Drivers /

Technical-Research Challenges

Barriers

Business

Service oriented utility infrastructure: hardware
which needs to be virtualised and able to be

allocated flexibly, encouraging efficient hardware
efficiency

utilisation, in turn enabling ener

Need to care (e.g. including
prevention and defence) for
increasingly exhaustive private

rsonal_information

From a user’s perspective, infrastructures
must be transparent, allowing a plug-and-play
approach to infrastructure usage as well as to

Grid provisioning and o

NESSI Framework (“NESSI Core”): Software, ICT|
Architectures and ICT Infrastructures where data|
evolves into knowledge, and which helps humang

to coordinate the execution of complex tasks

Facilitating cost-effective provisioning
and seamless composition of
services, supporting pervasive and
ubiquitous application scenarios.

ration of services.

Through the “Internet of Things”
services will be embedded in the
operation environment, and objects
will become gateways to services

. Infrastructures have to be Advanced infrastructure
Facilities / architected and technologies in Hardware (flexible
Infrastructure implemented to be robust, | allocation, virtualization, advanced
fault tolerant and_secure. storage, energy efficiency)
Smart Systems as Tointegrate services and electronic
Services components of devices seamlessly and to dynamically
diverse Service tailor services on the specific demands
scenarios and conditions of the user. and
The Future Internet will provide access to things
and their characteristics, allowing interaction
Process with them. Inreturn, things become active and
trigger actions over the Internet “of Things”
Equipment
Products
Upcoming services Manageability, scalability,
. - integrate mobile performance and energy
Drivers Services based devices (phones, efficiency of the distributed ICT
onreal users q . 3
sensors, RFID environments supporting services
demands
Barriers

Modelling, construction and
management of hybrid service-
based systems (situational,

Modelling/Simulation

Integrating modelling methods
for systems of discrete
components with methods that

modelling tools model large scale dynamics.

Developing rigorous,
composable, reusable and
comprehensible systems

Adaptability / capabilities between

Flexible and still simple integ

iriualsation of this standardisation — hiding the
variation between components from different

Tation
software applications

Standardisation of components and
their interfaces is required to simplify
configuration and management

Dependability and platforms used in different levels of vendors or based on different technology from the
Addthe dimensions of knowledge | the automation pyramid users of the services and systems th rt
. and reasoning to the interaction
Cognition between users and (business and
societal) services. Turn devices into enablers of services New foundation core layers, including the
End-to-end Trust, - —_— by embodying SOA principle; into deve!opment of Grid-aware neuNork-orienteq
Interface & Comms Security, Privacy| igfnl:n%;:grr:lrﬁru':?”&z\ embedqm systems and Ilnk operating systems, are necessary to cope with
and Resilience emerging future model for a ollaborative devices to ser allenges in providing h an infrastructure.
L highly nefworked world |
Power
Control/Actuators
Sensors
Micro-nanotech.
Short term Medium term

Figure 56: NESSI links
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Business

Smart Cities as the Wireless Sensor rgy efficiency and Net‘-w o r

Facilities / intelligent combination Smart Grids, Intelligent Networks for the savings inthe

Infrastructure of currently established
systems

Energy Efficiency, Transportation

and Environment Systems management of public residential and

parking spaces business market

(2]
=
§e]
IS
2
_% from health integrated Applications T . new surveillance and
< . . Health, Inclusion and monitoring services involving Smart . e . control strategies for
- Services E-Government Assisted Living o gt system of SEETBiE self-configuring road traffic (s (x4 s
s b assistance : management systems
= lifestyle monitoring Transport domain energy networks
(]
o Process
[}
=
=
: .
5 Equipment
oL
o) mobile communication and
network technologies in
Products devices for healthcare
svstems

Smart Systems seen Smart Systems
- . as enabler of seen as
n 2 Drivers personal health contribution to
o} % systems innovation
> A
= @© .
Qo Barriers

Technical-Research Challenges

Modelling/Simulation

e ; n designing security and The future Smart adaptive
Adaptab“'t.}.'/ easy to use, highly ;ﬂﬁg?:im privacy into complex and challenges are antenna
Dependability re|I§b|E, Y . interdependent  systems new intelligent usability issues svstems Cloud-based Intelli
unobtrusive, low intelligent data algorithms for ] Self-Organising Cogpnitive fou F asde dm’a |g'|ence
Cognition power and self-monitoring and aggregation smart ubiquitous inter-system Systems for Extreme Network &7 I APEEEn _° =
Lranlsparent . self-protecting systems, techniques environments interaction Automation Operation Connected Objects
technologies ani ; Real-time exchange ~ “system of systems”: the Convergence . o ; towards a integrity and validation
devices in order to Integration of £ on mblexitv of such fwirel advanced interoperability / data security, SMART end-user D (i) G
Interface & Com . : M2M security and GTEETE ETRil ey e e ofwireless  gncryption = communication devices interface
gain users vehicles and roadside  collaborating systems  and optical  4nq access between connectivity and System between the sensor and

comms.  privacy-preserving problems

confidence mechanisms infrastructure. increases exponentiall networks — ——— e Paradigm the doctor's_reporting unit

energy efficient power requirements

Power systems for devices, end-user

interface problems

Control/Actuators
sensors I — S affordable Sensors and Sensor
Sensors sensing bio e v devices that gather Networks as Part of a
parameters environment data Cloud Environment

Micro-nano tech.

Short term Medium term Long term
Figure 57:Net!Works links
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Drivers / Opportunities and Applications

Technical-Research Challenges

Barriers

Business

Facilities /
Infrastructure

Services

Process

Equipment

Products

Drivers

Barriers

Modelling/Simulation

Adaptability /
Dependability

Cognition
Interface & Comms
Power

Control/Actuators

Sensors

Micro-nano tech.

Micro-structured fibres have
already proved their value for
high-power fibre lasers

Smart photonic sensors based
surveillance to detect threats or
abnormal events

Nanophotonic devices allowing the convergence
of photonic and electronic technologies and
offering reductions in footprint, switching delay
and power dissipation

Low-energy and autonomous
wireless sensors could have

apart to play

Photonic system-on-chip combining micro/nano-
electro-mechanical systems (MEMS/NEMS)
providing micro-fluidic and acoustic functions

New functions integrated

inoptical fibres

Food packaging which change
colour when the ‘use by’ date has
passed or when the product has

otherwise deteriorated

Sensors and algorithms should
be smart and intuitive, creating
agood user experience

New technologies to allow
reliable operation in non-
hermetic environments

Solutions for seamless tiling
and smart interconnection of
multiple high-quality displays

System, subsystem and component
technologies to deliver truly cost-effective

transport at 40 Gb/s, 100 Gb/s and beyond

Highly sensitive optical sensors

Sensors and sensor networks
for energy-efficient lighting

systems

for selective detection of
molecules and bio-molecules in a

Opto-mechanical devices in
which optical forces induce or
inhibit mechanical oscillations

gaseous or liquid environment,

Micro- or nano-structuring for
more compact and more energy-
efficient photonic devices

with integrated read-out devices

Short term

integrated devices and for
sensors with nanometre-
scale spatial resolution and

Nano-optics for highly

Packaging and manufacturing
technology to reduce the transmit and
receive costs and increase
functionality and packing density,

New approaches to packaging and
interfacing which can solve the problems
of microalignment, coupling to external
devices and optical fibres, and cost-

Medium term

Figure 58: Photonics links
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Adaptive optics systems based
on deformable mirrors with
improved reliability, compactness

New technologies to allow scaling
down conventional assembly
strategies and innovative use of

q MEMS technology

Long term



Manageability, scalability,
performance and energy
efficiency of the distributed ICT
environments supporting _services

Autonomous smart systems and objects are
present inthe cyber space and exploit digital
infoand services, interacting between them

Communication

Services based and with people Connectivity, system infrastructure for
onreal users Upcoming services Unified service delivery to end-user availability and resilience smart objects to
demands integrate mobile whatever access network and Privacy, security and be connected
devices (phones, support mobility between satellite reliabili The Taore: smart muli-funcional Sysems
sensors, RFID) links and terrestrial links Low-energy and autonomous et etworks, containing both
Sensors and algorithms should wireless sensors could have Smart Systems electrical and non-electrical functions and
be smartand intuitive, creating apart to play S 6 used in a variety of applications

agood user experience

contribution to Connected Society: everybody and

innovation everything will be permanently
Heterogeneous "More than Development Uf_sm_an elect_ronic Embedded Systems enable an every- cgnnected .to a network (fixed,
Integration as key Moore systems by switching, storing, day object to become a smart object mobile, satellite) wherever they are
technology . receiving, and transmitting ab!eto communicate wnh_other smart
information, usually in digital form objects either directly or viaa network

Smart Systems as one prerequisite to make it
easy and useful for users to access the
massive quantity and diversity of services,
information, content, available on the Internet.

Smarter, more accurate and

cheaper solutions will help to
spread these techniques to the

hysician and to the citizen

Photonic system-on-chip combining micro/nano-
electro-mechanical systems (MEMS/NEMS)
providing micro-fluidic and acoustic functions

DRIVERS

Smart Systems seen
o as enabler of
Health monitoring personal health
and system control A
Efficiency and effectiveness of
healthcare through smart systems's

BARRIERS e R

Standardisation
is anissue

Initiatives need to be undertaken in order to make things happen:
» Coordinating European research resources
* Creating new industrial eco-systems
» Promotion of Open Standards
* Regulations, safety, security and digital trust certifications
Industry-Academia Collaboration
Education and Training
International Cooperation

Figure 59: ICT drivers and barriers links
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12.3.5. Production and processes

Business S
0 E
5 T\
= Facilties / .‘KE‘I\ EE\,
o Infrastructure S"
o
o . Intelligent sensors
< Services for quality assurance
e} techniques
g
- Intelligent sensors
n Mining process
3 Process e for process
E automation
c
g - Autonomous
5 Equipment mining equipment
o
o
@] Sensors and IT for
Products novel mining
process control
— .
- % Drivers
L
() =
£ @ :
Qo Barriers

Modelling/Simulation

0 "
% Adaptability /
S Dependability
g Cognition
< Data gathering
o Interface & Comms R
W]
@
O Power
o
-
8 Control/Actuators
c
< Sensor technologies f ) )
[S} Intelligent sensors in p,im::ye;ﬂm;:géﬁag Third generation Sensors and
ﬁ Sensors harsh steel production Fesouroes processing smart sensors for techniques for remote
environm oughput ratio optimization plant automation deep geophysics
Micro-nano tech.
Short term Medium term Long term

Figure 60: Mineral, Textiles and Steel links
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Business

Technical-Research Challenges

Modelling/Simulation

Adaptability /
Dependability

Cognition
Interface & Comms
Power

Control/Actuators

Sensors

Micro-nano tech.

development

Virtual Smart Systems in
modeling and simulation
for product and process

(2]
&
= Facilities /
o Infrastructure
=3
o . Product-integrated
ervices services (intelligent
< S (intellig
'E diagnostics)
®© ICT and cognition-based Integration of affordable
%) Process solutions for control and intelligent technologies
o management of all and process control for
*é' processes optimal efficienc
> .
= Equipment
(oL
8‘ Incorporation of functional Product-integrated
Products and structural materials knowledge and
- into machines, tools and intelligence (knowledge
pr other equipment as a product)
Microscopic scale Serial manufacture
~ . products combining of multi-material
n o Drivers sensing, signal micro-engineering
(T_, % rocessing and actuation components
> E ManuFuture as a
= . supplier of the
Qo Barriers vailable and
emerging technologies

High-end machines and systems
integrating machine intelligence,
microelectronics, nanotechnology
and biotechnolog

Self-organising and
self-optimising systems

Efficient networking in
standard and open
system architectures

Reconfigurable technical
systems and integrated

systems

Micro and nano-scale
intelligent mechatronics

Short term

Medium term

Long term

Figure 61

: Manufuture and FoF links
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Opportunities and Applications

Drivers /

Technical-Research Challenges

Barriers

Business

Opportunity to miniaturise
and add more complex
features to wireless systems

Facilities /
Infrastructure
Services
Process Extreme condition
monitoring, e.g. by materials
with sensor properties
Equipment
Metamaterials (unusual and
Products artificial electromagnetic
functionalities).
Drivers
Barriers

Modelling/Simulation

Adaptability /
Dependability

Cognition

Interface & Comms

Power

Control/Actuators

Sensors

Micro-nano tech.

Short term

Micro- and nano-systems for
sensing, actuation and
biomedical devices

Smart systems as lab-on-a-chip
diagnostic devices in health and
life-science that areas use
biomaterials

Smart Systems Integration
(EP0SS) as relevant
organisation for collaboration

(“Materials for Health”

Problems have to be solved on the manufacturing
of different materials (CNT, graphene, quantum
dots, atomic clusters, nano crystals etc.) for a
reasonably priced mass production

Materials structure-property
databases and modeling
software for common use

Smart drug eluting stent (DES) to
enable a multi-therapeutic
approach to coronary disease.

Tailor-made (functionalized)
materials with a combination

of properties that outperform

| existing materials |

Medium term

Figure 62: Materials links
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Opportunities and Applications

Drivers /

Technical-Research Challenges

Barriers

Business

Facilities /
Infrastructure

Services

Process

Equipment

New technologies to develop
the concept of the “Intelligent
Building” to improve building

Smart systems to

ener| erformance indoor_environment

improve health, safety
and security of the built

Solutions for
energy-efficient

control all parameters
structures

underground spaces

Integrated long-term monitoring Assessment
of materials and components
for new and existing
infrastructures

New strategies for monitoring,
protocols, service platforms, standards
as well as ambient intelligence and
intuitive user interfaces are needed

Methods and pro-cedures ar
needed to integrate ICT tools
into construction processes

Smarts systems as enablers
of new advanced
construction processes

on: objective relations between stimulus and
perceptual behaviour; and on sensors, actuators
and systems that_antici

Reliable and long-life
systems to monitor and

Realisation of healthy, comfortable and safe
indoor environments, making use of

of sustainable and smart materials and systems,

which are accessible to all people.

in built indoor environment, focused MEMs
numbers in
to monit

te_human perception

dispersed inlarge ICT, sensor technologies and
the built environment | micro-mechanics to monitor
or the condition of and control the built facilities
structures and their environment

New methods of predicting one
day ahead the renewable energy
production at aresolution of 15

minutes

Mobile productivity tools that
allow on-site access and
monitoring of the building

rformance data

Products

Drivers

Advanced lighting like (O)LEDs with

sensors and actuators as well as

with suitable intelligent power
electronics and control systems

Barriers

Modelling/Simulation

Adaptability /
Dependability

Cognition
Interface & Comms
Power

Control/Actuators

Sensors

Micro-nano tech.

The outcome of research into
understanding barriers and
drivers for non-technical (e.g.
behaviour) and technical aspects.

synergy can be identified
EP0SS not identified;

Robust wireless sensors and
actuators that can make energy
management systems cost-
effective and widespread. di
Interoperability standards,
protocols and interfaces

Efficient dialogue with othe] need to be addressed and
Sectors wherever a fruitful developed

Replacement of human labour
inthe most hazardous of

conditions, such as the
excavation of tunnels
High tech construction
integrates IT services,
sensors, actuators and
iag nosti

Monitoring and diagnosis
methods and non-destructive
sensors for safeguarding and
long-term management proc

New methods for real-time
energy demand-supply
management are required

C tools

Radically-advanced construction concepts:
grated intelligent agent systems, programmable
o-materials and nano-constructors, bio-mimetic
i ility systems

materials. structures and facili

Techniques and technologies that need to be
harnessed in order to make cities more
desirable places in which to live and work

The SRA does not list specific
research programmes or
collaborating actors

Inadequate software support for existing data

standards and fundamental problems related

to the use of file-based data exchange; these
do not enable_true interoperability

Design and development integrated networks
of sensors and ac-tuators, and their related
embedded devices, is a key challenge for

enerqy efficient buildings and districts

The demonstration actions will integrate and demonstrate

innovative technologies (not yet commercial) in their last

phase of development that have not been implemented in
an industrial scale demonstrator.

technologies

New concepts and models based on
integrated sensors and information

for real-time control of mobility
network operation

New knowledge on how people
behave needs to be translated
into smart equipment and

Systems and interfaces for user
awareness about impact of
energy consumption

Technologies (e.g. user-adaptive
controls) to enable provision of
wellbeing rather than temperature

active systemsf{industry standards

and integrated m

Short term

de-facto standards for data
exchange, object definitions,

and effective ht. for instance,

odel servers

Active, multi-functional
materials with smart and
sensing capabilities

intelligent, high added-value
materials and structures to improve
the long-term performance,

smart materials with flexible
physicochemical properties adapted
to specific technical requests

reliability

Medium term
Figure 63: Construction links
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Opportunities and Applications

Business

Facilities / w\
Infr:g;ttljisture G\'\E

Services
Ability to reliably link biologically New generation of extremely flexible,
Bener‘ TEES @ il ) active molecules to a surface for Microreaction R lereactors high—performance process
Process measurement allow better as tools for process
" improved medical devices and technology equipment, developed through
automation of processes development
drug delivery strategies integration of self-adapting materials
. Integrating robust miniaturised Micro and nanodevices Design and instrumentation for the
Equment sensors and actuators for locally for chemical and maintenance and control of

targeted process control biochemical analysis, physiochemical environment

Nanomaterials Energy saving Smart systems for p ﬂ;ﬁ'u(ﬂvsr sa:zzsstanaﬁg 321% © Rapid tests to assess
Products themselves as potential products and medical 4 ! food quality and safety
analytical tools technologies applications MEREFIEHIEN SEENS © CiEle would be beneficial
high safety standards

Drivers /
Barriers

Six Key Enabling Technologies are identified, namely, Demonstrator projects that highlight novel New sensor principles and innovation
nanotechnology, microand nano-electronics, options and technologies which will in mathematical optimisation routines
advanced materials, photonics, industrial benefit the environment, economy and as key enablers for process analyser
biotechnology and advanced manufacturing systems society as awhole technology.
They name the EIPs: Raw Materials,

i Interfacing with value chain related
Drivers European Technology Platforms is also of
strategic importance

Technical-Research Challenges

Barriers Water, Smart Cities and Sustainabble EP0SS does not appear in the list of about
Agriculture, but not EPoSS, nor Artemis 20 other ETPs influenced by SusChem
nor Eniac.
Modelling/Simulation
Adaptability /
Dependability
New intelligent . .
. Design of materials that
COgnItIOﬂ techrjologles LO[CLes mimic the behaviour of
population from extreme or el e
hazardous_situations ks 9 4
Interface & Comms
Built-in tiny
Fuel cells as enablers of
Power Gl Sl diverse applications
for sensors
Control/Actuators

New materials to

enable smaller

and more stable
sensors

Advanced sensors
Sensors and new micro-
analytical devices

. NErEs e MeEEs Optical materials for Smart internal Sensing + actuating +
Micro-nanotech. et effective incorporation and external responsive materials as
for insulation technology . ; . S
into functional systems coatings basic principle.

Short term Medium term
Figure 64: Chemistry links

Long term
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Drivers / Opportunities and Applications

Technical-Research Challenges

Barriers

Business

Facilities /
Infrastructure

Services

Process

Equipment

Products

Drivers

Barriers

Modelling/Simulation

Adaptability /
Dependability

Cognition
Interface & Comms
Power

Control/Actuators

Sensors

Micro-nano tech.

Heart monitoring usin New sensitive diagnostics devices for Nano-assisted Systems for diagnosis, targeted delivery,
. 9 9 early personal risk assessment by : . and regenerative medicine are capable of
smart maintenance-free ST AP regenerative medicine . - ) .
. R monitoring disease indicative multi-tasking, leading to anew paradigm,
implantable devices g treatments N
biomarkers theragnostics
Invitro diagnostic tests| | Invitro diagnostic tests will
capable of detecting shift diagnosis to an earlier
genes associated with stage, hopefully before
diabetes type 2 symptoms really develop
introduction of better Diagnostics New diagnostic tools that New systems that allow Fast, reliable, and user Developing smaller, more efficient
application forms for insulin dev?ces for Non-invasive allow arapid identification of targeted delivery of friendly diagnostic devices | | and cheaper cameras for whole body
and newly-developed - medical devices the underlying cause of therapeutic agents to the for awide range of imaging, with multi-isotopes, and
. . telemedicine - > . . - N "
incretin agents infection diseased site pathologies ideally multimodal detectors
Biosensors for faster Implantable mobile systems for Intelligent Glucose sensor that
and earlier differential detection of cancer cells and bioac?ive allows non-invasive Smartimplant
diagnosis at the point localized delivery of optimal materials monitoring of the blood artimpiants
of care therapeutic_agents glucose level
Syneray and cooperation Manufacturing pilot lines (GMP) as | || Establishing asupply chain providing Cells and single molecule properties capabilities The recommended research priorities of]
YNergy and cooper infrastructure to develop nanomedicine products compatible have to be combined with microsystems and EPOSS address requirements and R&D
with existing initiatives : . - . R S ] . .
nanomedical materials for validation| with industrial processes and fabrication technologies to develop new devices in needs related to smart systems
such as EPoSS P X X X oo N . S .
in clinical trials strategies the field of in-vitro diagnostic contributing to emerqging challenges
No availability of a Contract Manufacturing
Organisation to manufacture the first batches
of the nanomedicine product.

Miniaturisation and
biocompatibility of
brain implantable
devices

Steadily, miniaturisation,
parallelization and integration

Nanodevices for

mliegla(lzi?)Jns of different functions on a
ap single diagnostics device.
Therapeutic Smart systems Delivery t&_echnolog les Minimally invasive Miniaturisation
" 290 and targeting drugs to .
nanoparticles / for invitro L delivery systems for lower
. . . faciliate cell . . .
delivery pathways diagnostics N o for cell therapies invasiveness. — —
Qi Miniaturisation of sensors, "\"/i‘\’/roe;:;ﬂg;i ?r?gnl?sregs:ew
) allowing for smaller samples Imaging methods that ’ ) N Nanosensors.
Smart systems for in and highly integrated sensor visualise plagues that are imaging techniques and
vivo Imaging arraue at the brink of rupturing nano-sized targeted agents
Activatable therapeutic and “Smart” nanostructured and s bnt interactions Nanotechnology for new invitro| Nanotechnology for invivo
jor theranostic nanoparticles / Smart functionalised surfaces, scaffolds and exist between diagnostic tests for atherosclerosis| diagnostic, diagnostic and
optics, minimally invasive Biomaterials nanoparticles for new and advanced Nanomedicine and the presence of highly unstable| therapeutic 'pill' and new
activation |diagnostic and therapeutic treatments | other KET plaque endoscopic |
Short term Medium term Long term

Figure 65: Medicine links
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Interfacing with value chain related

European Technology Platforms is also of
strategic importance

The recommended research priorities
of EPoSS address requirements and
R&D needs related to smart systems

New sensor principles and innovation
in mathematical optimisation routines
as key enablers for process analyser

Microscopic scale
products combining

sensing, signal

contributing to emerging challenges

Synergy and
cooperation with
existing initiatives such
as EPoSS
Smart Systems Integration
(EP0SS) as relevant
organisation for collaboration
(“Materials for Health”)

Efficient dialogue with other
Sectors wherever a fruitful
synergy can be identified
(EP0SS not identified)

DRIVERS

Robotics becomes an arena
for science and technology
development and test

technology.
Six Key Enabling Technologies are identified, namely,
nanotechnology, microand nano-electronics,

advanced materials, photonics, industrial

biotechnology and advanced manufacturing systems

Interoperability standards,
protocols and interfaces
need to be addressed and
developed

Techniques and technologies that need to be

processing and actuation
Cells and single molecule properties capabilities
have to be combined with microsystems and
fabrication technologies to develop new devices
in the field of in-vitro diagnostic

Demonstrator projects that highlight novel
options and technologies which will

benefit the environment, economy and
iety as a whole

harnessed in order to make cities more
desirable places in which to live and work

Establishing a supply chain
providing nanomedicine products
compatible with industrial

ocesses and strategi

Serial manufacture
of multi-material
micro-engineering

components

BARRIERS

ManuFuture as a
supplier of the
available and
emerging technologies

The SRA does not list
specific research
programmes or collaborating
actors

Efficient dialogue with other
Sectors wherever a fruitful
synergy can be identified
(EP0SS not identified)

They name the EIPs: Raw Materials,
Water, Smart Cities and Sustainabble

Agriculture, but not EPoSS, nor Artemis

EPOoSS does not appear in the list of about

20 other ETPs influenced by SusChem

Manufacturing pilot lines (GMP)
as infrastructure to develop
nanomedical materials for

idation in clinical trials

Innovative commercial
approaches to large scale
delivery through collaborative
partnerships are required

Design and development integrated networks
of sensors and actuators, and their related
embedded devices, is a key challenge for

energy efficient buildings and districts

Technology solutions
currently are still fragmented

Inadequate software support for existing data
standards and fundamental problems related

to the use of file-based data exchange; these

Robotics: tactile sensing is
one critical area that still
remains unsolved

and diverse

Robotics: actuators and

do not enable true interoperability

The outcome of research into
understanding barriers and
drivers for non-technical (e.g.
behaviour) and technical aspects.

Problems have to be solved on the manufacturing
of different materials (CNT, graphene, quantum
dots, atomic clusters, nano crystals etc.) for a
reasonably priced mass production

power sources are one of the
primary “failure” areas for

humanoid and mobile robots,
and they are critical during

No availability of a Contract Manufacturing
Organisation to manufacture the first
batches of the nanomedicine product.

interactions with people

Figure 66: Production and processes drivers and barriers links
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12.3.6. Transport

Business
%)
s
= Facilities /
©
k3] Infrastructure
o
o
< Services
k]
c
[
.g Process
£
>
= Equipment
Q
o
(@)
Products
~wn Drivers
235 . -
O = (fixed) networks backing
> = - .
= © . and interconnecting the
Qo Barriers

wireless V2X networks
with each other

Modelling/Simulation

Micro-nano tech.

Short term

New operation modes like start-

Traffic managementand
personalized information.

Urban infrastructure for

bus systems Dedicated corridors for

autonomous highly

Integration of individual efficient vehicles that could

(%2}
% Adaptability /
qC) Dependability
E‘S Cognition
(@)
i Interface & Comms
@
?
Power - .
& Predictive engine
= management systems
o Control/Actuators
s
S S i
o mart systems in
= Sensors pedestrian paths,

Integration oftoolsto

stop function and two torque
manage the urban

sources, adaptation of ICE to

technologiesin to sub-
systems and full-scale

hybrid requirements systems.. mobility network
T Integration of smart systems on
Safety systems for the board the vehicle andinthe

protection of
(motor)cyclists in collisions asphalt, smart signal)
Progressive “smartification” of
automotive systems

ETPdoesn'tconsider technology
developments, evenifthey enable
urban mobility network

Standardisation ofthe
interfaces

Power-train management

concepts (including E-

drive, e-sources, e-storage

systems)
Safe Road Transport

Intelligent traffic systems
for VRU safe mobility
management

Multivariable model-
based control systems

Energy management
solutions for bus systems co-modality, multimodal
trip management, long-
shortdistance trips
integration, costs
internalisation,
accessibility, logistic and
mobility services.

Control strategiesfor
electric components &
vehicle energy
management

DCStechnologies to help
driversand fleetmanagers
to improve fuel efficiency.

Medium term
Figure 67: ERTRAC links
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Interoperable and

infrastructure(embedded inthe

EBSF (the European Bus
System of the Future)

be operated in platoons.

Interaction vehicle +
infrastructure towards

automated driving
harmonized

Communication
solutions

ITSapplicationsto ensure
seamless door-to-door
mobility services.

Technology gaps on telemetric systems that
provide real time support to both the road
user and the road operator.

Grid integration through devices.
Develop advanced charging
solutions & connection devices.
devicesfor V2G communication

Long term



Figure 68: Logistics links
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Opportunities and Applications

Business

Facilities /
Infrastructure

Services

Process

Equipment

Products

Drivers /

Barriers

Drivers

Barriers

Automated control of
vessels usingintelligent
systems

International standards
to combatthe misuse of
waterborne transport.

Automated and robotic
systems, with
computerised process
management are required

Safe and efficient
operation of
increasingly

complex vessels

Smart self monitoring
IMECHES

Mobile CNRN
sensorsfor cargo
inspection atsea

Monitor the health of structures
during their service life

systems

Automationandthe
application on control
and management

systems.

Technical-Research Challenges

Modelling/Simulation

Adaptability /
Dependability

Cognition
Interface & Comms
Power

Control/Actuators

Sensors

Micro-nano tech.

remote measuring
impliesembedded
intelligence

Ship /Shore Systems
Integration and Fast
Cargo Handling.
sensorsand intelligent
monitoring, prediction
and control systems.

Control Systemsfor
motion compensation
in extreme conditions.

New solutions for
energy conversion
(devices)

Smart self-

monitoring and self-
repairing materials

New conceptsand requirements for
remote and autonomous operation

Short term

ofships

Automated controlof
vessels using intelligent

The need to minimise the power
consumption, and maximise
reliability and availability through
innovative self-managing networks.

Efficientand Economically
Viable Security Strategies

Equipmentand Specialised
Vessels (sensors, systems)

Medium term

ship management
systems/automation

Decision support systems

need to be developed and

tailored for land based and
on-board

Advanced power
management systems
adapted to the demand profile

Remote operation of

systems in cold climate

Advanced Field
Measurement Techniques
(focus on buoys and
devices.)

Injection systems
and intelligent
engine management

Reliable and
maintenance free
sensors/actuators

Motion stabilized
work platforms

Long term

Figure 69: Waterborne links
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Business

Performance-based

operati

direct route and efficient flight
profile with very low delays

certification

Technical-Research Challenges

Modelling/Simulation

Adaptability /
Dependability

Cognition
Interface & Comms
Power

Control/Actuators

Sensors

Micro-nano tech.

Distributed technologies
embedded and certified in
core avionics, to provide
extensive computing power

Air navigation and traffic
control security concerns the
communications and other
safety critical electronic
systems and infrastructure

Sensor technologies to enable
all weather operations and
avoid atmospheric hazards

Continuous availability
of accurate air vehicle

Ensuring
safety and
security

(%)
s
= Facilities / G
©
o Infrastructure P\
=3
oL
< Services
©
% Fuel effici
uel efficiency -
1 Automation in
g Process aj;?)r:?je maintenance
= technologies processes
=
= .
= Equipment
o
o
(@]
Products
. .
7 g Drivers
S
O =
> = ]
£ @ . Harmonisation of Safety challenges
Qo Barriers standardisation and posed by

automation

Meeting market

Ensuring service
continuity in
degraded modes

Advanced health
monitoring and
proactive
maintenance
Self-assessing
aircraft have fully
integrated health
systems.

Journey monitoring and
disruption detection
function from
predeparture to arrival
Structural health monitoring
to minimise structure weight
and satisfy safety and
operational requirements

ons allow the most

Prioritising research,
testing capabilities
and education.

Maintaining and
extending industrial
leadership

and societal
needs

Safe separation is maintained
using advanced avionics
capabilities and the appropriate
ICNS technologies

Autonomous navigation
enabled by seamless
ground-air and air-air

communications
Automation supports

the human in both
normal operations and

emergencies
Ui-D0aia Seinsoi technology that

monitor atmospheric conditions,
airspace environment, traffic
proximity and flight data.

Machine health monitoring
systems, maintenance
processes and tools

Protecting the

environment and the

energy supply

System intelligence for human-
centred automation supported by
regulation that defines authority-

sharing between actors

position information

Sensors on air vehicles
and information on global
atmospheric conditions

Sensor technology
capturing safety and
security events.

System control and
monitoring supports
intelligent structures

System intelligence
provides automation
support to aviation

Intelligent sensors,
controls and
actuation

Aircrafts exploiting morphing
structures and systems
enabled by intelligent controls

Autonomous/automated operational
concepts, systems and interfaces are
developed and operated

Interconnectivity

Optimised energy

dynamic electrical power
management

management
Aircraft

cotrollability

techniques

New vehicle shapes and
configurations for active
aircraft control.

Novel control
concepts

Efficient and fast
minimum impact
sensor technologies

On-board sensors for
surveillance and
situational awareness

Smart structures
combined with drag
reduction techniques

Airframe technologies based on
advanced materials deliver

improved flow and load control

[of

To monitor, detect and

orrect abnormal
behaviours.

Self-healing
safety and

control systems

Air vehicle
environment in flight

monitoring capability

Short term

Medium term

Long term

Figure 70: ACARE links
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Business
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R3] Infrastructure
a
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< Services
he]
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%
o Process
=
c
3 .
g Equipment
o
o
(@)

Products
; (% Drivers
@
O =
> P
‘= @ .
A o Barriers

=

C

High levels of
reliability and
availability.

uropean railway
supply industry

has retained its

ompetitive edge

Improved performance of infrastructure:
around improvements in safety and security,
reliability, maintainability and interoperability

Advanced mechatronic
systems, on-board
electronics, and information

and communication systems

Enhanced competitiveness:
Increasing the performance
of products, improving
production processes
European
manufacturers are
at the forefront of
new technologies.

overall intelligent
mobility concepts

More automa Larger volume of
inspection ar
maintenance tech greater number
will be neede

Cost-effective
infrastructure and
rolling stock with a
low lifecycle cost
Improve persons
and freight traffic
operation and
timetabling
Use of technology to increase
the productivity of staff and
remove some of the physical
difficulties

High-performance urbar
rail infrastructure
supported by new

signaling concepts.

Safe and secure
infrastructure at a
competitive price.

Energy efficiency and eco-design t
improve performance of rail and
secure a sustainable transport

New concepts in
ticket selling,
validation and

control

Implementing

Smart traffic control
toincrease the
capacity of freight
lines across Europe
Safety critical
traffic
management
systems

Quick and cost-
effective retrofitting

R errors on the
technologies

Improved performance of
rolling stock using
innovative materials and
production processes
Energy-efficient Interchangeable components in
technologies order to keep up to date
and alternative existing rolling stock, rail
eneray sources infrastructure and eauipment
icing the Personal
2rature on security poses a
systems is challenge to the suchas HVAC
of travellers  er priority railways technoloaies
Rail products prices under competitive pressure European rail supply industry is currently
Inability to exploit economies of scale facing anumber of structural problems: a
Increasing competitive pressure from low-cost declining rail market share where long term
Asian manufacturers investment has been deferred

Improved
personal
security and
access

Satellite
navigation for
safety critical
applications

Alternative ways
of cooling
vehicles

Reducing
emissions

Adapting noise
attenuation
techniques

More energy-
efficient train
control systems

Improve environmental

Infrastructure impact of key modules

maintenance
expenditure

freight and
supply; energy reg

Technical-Research Challenges

Modelling/Simulation

Adaptability /
Dependability

Cognition
Interface & Comms
Power

Control/Actuators

Sensors

Micro-nano tech.

Remote monitoring of
the integrity of bridges

and tunnels.

Reduction of the
impact of human

railway system

Research drivers: reducing weight and noise e
rolling stock and infrastructure; rail traction anc

methods for measuring the toxicity of fumes i

Predictive infrastructure
maintenance and better
scheduling of track
possessions

Reduce the
maintenance
cost of
infrastructure

Protection
of IT
systems

New generation of
interlocking systems to
facilitate the
introduction of ERTMS

New train
control
technologies
Mohility to
overcome pollution
and facilitate
sustained growth

eneration braking system

Irregular public sector funding
Some sectors of the rail supply industry need to be
further consolidated

Track-train
interaction models to
aid predictive
maintenance.

Degradation modelling
of infrastructure to
support predictive

maintenance.

Safety systems which make
intelligent decisions and take
preventive actions under
danaerous conditions
New generation of
on-board trackside
communications
networks

Nanotechnology, innovative technologies and advanced
communications use passengers’ mobile phones, satellite
based location and contact-less cards, to look after
passengers throughout their journey.

Use of embedded
devices to check
tolerances and
displacements
New structural materials
technologies for vehicle
structures and components and
new performance standards

Subtle monitoring and instant
communications with security and
train staff will optimise passenger

Remote condition monitoring to
create intelligent infrastructure
that can monitor and inspect itself

safety.

Short term

Medium term

Long term

Figure 71: ERRAC links (1)
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Intelligent
Railway Internal and infragtructure 10»en§ure
maximum monitoring
External Causes
and inter-operability
Improved management echniques and tain
reliability together with full traceability across
Europe makes freight transport by rail the
most punctual and reliable transport mode
Anintelligent and Room comfort
integrated logistic management
system must systems used in
become areality building technologies
Electric traction and general use
of sustainable bio-fuels and new
hybrid engines are in operation

Safety projects for

Reduced deiays and
greater traffic fluidity
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The cost of providing the infrastructure necessary to match the
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efficient and green freight corridors.

European Union
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measures rely now on

on vehicles and tracks
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operational monitoring
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s /

Carbon-free
train operation
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ort

By 2050, a complete multimod
European high-speed rail network
connected to all core network airports

Figure 72: ERRAC links (I1)
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safety and

Long distance road freight shifts to rail
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increasingly European Union
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systems.
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Infrastructure
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Advanced power
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adapted to the demand profile
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The cost of providing the infrastructure
necessary to match the growing demand for
transport across all modes is estimated to
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Some sectors of the rail supply industry need to be
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investment has been deferred

Figure 73: Transport drivers and barriers links
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12.3.7. Cross ETP Initiatives

Opportunities and Applications

Business

Facilities /
Infrastructure

Services

Process

Equipment

Products

Drivers /

Barriers

Drivers

Barriers

Electronicdevicesto
controlthe positions of
workersin plant

Wireless devicesto
monitor noise and
vibration
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actuators with improved self
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Sensors fo
Smart sensors and
devices forcontrolling
conditions of machines,
processes and
structures

Monitoring
(SHM) and Ri

Informed

Inspection

Structural Health

Software toolsfordetecting
dangerous situationsin
industrial systems

r
Safety systems
based on machine
vision, ultrasonic
and infrared
radiation sensors.

Sk-

Monitoring and controlling the
processes and plant safety
based on environmental sensor

Safety approach in European countries

Interaction of technological knowledge in policy
development needs improvement.

Technical-Research Challenges

Modelling/Simulation

Adaptability /
Dependability

Cognition
Interface & Comms
Power

Control/Actuators

Sensors

Micro-nano tech.

Systems based on
theuse ofadvanced
risk perception
modelsto supervise
thewhole processof
industrial installation.

Radiation detectors,
elaboration of novel detectors’
system

Protectior 10logies for

Intelligent systems
of collective
protection against
electromagnetic and
optical radiation

smartsensorsfor
machines, production and
transportation processes

reducing risks by
collective protective
systems and devices

Short term

Medium term

Long term

Figure 74: Industrial Safety links
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Action code

Action

Contribution to integrated view

VC3-008-short

2D — Metrology tools for printing,
HE, NIL, Laser, Litho...

Design of faster analytical tools for monitoring materials
synthesis, the development of robust and reproducible
measurement technigues and sensors and fast online
sensing during manufacture

VC6-001-short

Overall materials and product
design system architecture
Unified methodologies for design
of nanoenabled materials and
products

An effective and efficient nanomaterial development must
rely on the appropriate design of a computational
architecture as well. The computational architecture,
together with the algorithms for hierarchical computations,
can facilitate design automation with a high computational
efficiency: a similar result is achieved with the adoption of
unified and internationally recognized methodologies

VC6-004-short

Unified methodologies for design
of nanoenabled materials and
products

Development of methods for measuring properties

VC7-001-short

Connect simulation tools and
programs to test and demonstrate
capabilities and create reliable
benchmarks

Software tools give the possibility to simulate new devices
without physically building them

VC3-002-medium

2D & 3D - Metrology for process
and functional properties analysis

Surface texture could be evaluated through automated 2D
or 3D Measurement System that offer true colour analysis
and imaging of complicated surface in less than 1 min for
each site

VC5-005-medium

In vivo studies: effective testing
and monitoring of material
behaviour in use

The safety assessment should include consideration of the
toxicity of both the ingredients and their impurities;
dosimeter for in vitro and especially in vivo toxicology
studies, if needed; and clinical testing, if warranted.

VC6-005-medium

3D manufacturing control, Process
control, analytical control, Material
interfaces, Extrusion

Here automation is increasing and process control is
becoming increasingly complex and meaningful.

VC1-010-long

Materials modelling, thermal
simulation and process design

Nanotechnologies (such as nanoparticles, nanofibres etc.)
a way to improve the energy density of a type of battery
known as lithium-air (or lithium-oxygen) batteries,
producing a device that could potentially pack several
times more energy per pound than the lithium-ion batteries
that now dominate the market for rechargeable devices in
everything from cellphones to cars

VC6-002-long

Precision large scale nano/
micromanufcaturing of 3D
structures

The development of precision and large scale
manufacturing processes by encompassing a wider range
of innovative materials and geometric shapes, satisfying
functional and technical requirements, allowing the
emerging of new microproducts in many technological
fields is a key aspect of 3D structures

Table 2: Nanofutures roadmap smart links




12.4. Integrated view charts
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12.4.3. Opportunities
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12.5. SWOT components

12.5.1. Strengths

ETP Cluster SWOT ID Type Class Description

Bio-based Economy BbE .01 Strength Strength ICT 'is identified as' an important.dri\'/er for industr'y development, and embedded

devices or ICT derived new applications are mentioned often
. The concern about the opportunities emergent technologies offer to industry is
Bio- E BbE S.02 h h
io-based Economy bE 5.0 Strengt Strengt aligned with the dirver “increased functionality” identified in the EPoSS SRA
li -friendl hnologi I impl i ill be f

Bio-based Economy BbE S.101 Strength Strength Climate rlc?nd y technologies devg opment and implementation will be favoured by

overall environmental awareness in Europe.
ll-scale i i hnologi ill all i i f

Bio-based Economy BbE S.102 Strength Strength Sma _sca e innovative tec r?o ogies will allow new mixed production systems o
organic food near metropolitan areas
Smart System provides an “increased functionality”:

Energy ENE S.01 Strength Strength - ICT for better monitoring and metering
- Implementation of digital technologies for improving operational

Energy ENE S.101 Strength Strength Relevant general aims of leading economies act as pull forces for Smart Energy
Management

Energy ENE S.102 Strength Strength Existence and projected commercial-scale demonstrations

Energy ENE S.103 Strength Strength New services and paradigm shifts in the energy sector

Energy ENE S.104 Strength Strength Attractive potential market size around the globe

ICT ICTS.01 Strength Strength Smartness is envisaged as a key feature of future services and innovation

ICT ICT S.02 Strength Strength Advances on miniaturisation and integration level will favour smart systems

IcT 1CT .03 Strength Strength Performan'c'e improvements: energy efficiency, dependability, connectivity,
manageability, and so.

ICT ICT S.04 Strength Strength Availability of communication networks and platforms.

ICT ICT S.05 Strength Strength Modelling and Simulation at system and environment level.

ICT ICTS.101 Strength Strength EPoSS SRA is referenced in several ETPs




ETP Cluster SWOT ID Type Class Description
Manufacturing capabilities and supply chain as enablers of:
. - affordable, high value and superior features products
Production&Processes M&A S.01 Strength Strength . . . . . .
- serial manufacture of multi-material micro-engineering components
- the development of nanomedical materials for validation in clinical trials
ietal f i “pull” f f
Production&Processes M&A S.02 Strength Strength pser, so'ueta , and advanced manufacturing needs as “pull” forces to foster
innovation based on smartness of new technology
hnologi i KET f i
Production&Processes M&A S.03 Strength Strength Smar_t systems technologies are .recggnlsed as or new advanced devices
required for future sectoral applications
Production&Processes M&A S.101 Strength Strength Robots will have to perform a multitude of assistive roles for humanity
Transport TRANSPORT S.01 Strength Strength European aim for ind'ustrial leadership oriented to solve market and societal needs
such as: safety, security, comfort
Transport TRANSPORT S.02 Strength Strength A muItimo'dfa\I European network connecting raiI', air, road and waterborne will
ensure efficient transport of passengers and freight
A Cost efficient multimodal network will be based on overall energy consumption
Transport TRANSPORT S.03 Strength Strength efficiency, and reduced maintenance expenditures thanks to advanced inspection
and maintenance techniques
- f i . - f
Transport TRANSPORT S.101 Strength Strength Comrmtment of public and private bodies on smart transport infrastructure
requirements
Transport TRANSPORT S.102 Strength Strength Existing capabilities and infrastructures are solid foundations for smart transport
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12.5.2. Weaknesses

ETP Cluster SWOT ID Type ‘ Class Description
Energy ENE W.06 Weakness Power Power technologies: New battery technologies for PV applications
Eneray ENE W.07 Weakness Power Power techno-loglies: Integration of monitoring and fault prediction capabilities into

the wind turbine’s control system

ICT ICT W.08 Weakness Power Reduced consumption at component level
ICT ICT W.09 Weakness Power Energy management for overall system energy efficiency
Production&Processes M&A W.105 Weakness Power Mobile energy consumption and monitoring at the shopfloor
Production&Processes M&A W.31 Weakness Power Power technologies to enable autonomous smarts systems
Production&Processes M&A W.32 Weakness Power Built-in tiny energy supplies for sensors
Production&Processes M&A W.33 Weakness Power Miniaturised fuel cells
Production&Processes M&A W.34 Weakness Power Energy saving strategies at component level
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Bio-based Economy BbE W.101 Weakness | Sensors | Sensors: Critical issues regarding food security and sustainability should be researched
nsors: Protection systems and smart sensors for machin roduction and transportation
Cross Initiatives InS W.01 Weakness Sensors Senso otection systems and €nsors for machines, productio d sportatio
processes
Cross Initiatives InS W.02 Weakness Sensors Sensors: Radiation detectors, elaboration of novel detectors’ system
Cross Initiatives InS W.03 Weakness | Sensors Sensors: technologies for reducing risks by collective protective systems and devices
Energy ENE W.01 Weakness | Sensors Intelligent Sensors: relevant sensors for control and condition monitoring
Energy ENE W.02 Weakness | Sensors Intelligent Sensors: Devices for monitoring and controlling the network states
ICT ICT W.04 Weakness | Sensors Access to sensor information and sensor networks
ICT ICT W.05 Weakness | Sensors Sensor fusion and content generation
Measurement performance (nanometre-scale) by increasing signal-to-noise levels and reduction of
ICT ICT W.06 Weakness | Sensors o P ( )by g1
cross-sensitivity
New sensors for new data and meta-data: depth, motion of objects, scene environment
ICT ICT W.07 Weakness | Sensors . P, 18Cts, ’
biosensors, smart meters
Production&Processes M&A W.100 Weakness | Sensors Wireless sensors with a life of at least five years
Production&Processes M&A W.102 Weakness | Sensors Multisensory networks based perception
A trul ful skin for the whol he fi ipsi iculari h h faili
Production&Processes M&A W.103 Weakness | Sensors truly usefu s. in or”t e who ePody and the fingertips in particular is perhaps the greatest failing
of researchers in the “bodyware” aspect of robots
Production&Processes M&A W.11 Weakness | Sensors Miniaturisation of sensors: nano-sensors
Production&Processes M&A W.12 Weakness | Sensors Imaging sensors and methods
Production&Processes M&A W.13 Weakness | Sensors Advanced sensors based on active, multi-functional materials
Production&Processes M&A W.14 Weakness | Sensors Perception oriented sensors to leverage human capabilities
Production&Processes M&A W.15 Weakness | Sensors Condition monitoring sensors for process, components and equipment
Production&Processes M&A W.16 Weakness | Sensors Sensors for harsh environments
Production&Processes M&A W.17 Weakness | Sensors Sensors for plant automation and process optimization
Transport TRANSPORT W.06 | Weakness | Sensors Reliable and maintenance free sensors/actuators
Transport TRANSPORT W.07 | Weakness | Sensors Smart systems communications with security and train staff will optimize passenger safety
Transport TRANSPORT W.08 | Weakness | Sensors Sensor technologies to enable all weather operations and avoid atmospheric hazards
Transport TRANSPORT W.09 | Weakness | Sensors Get information to help drivers and fleet managers to improve fuel
Transport TRANSPORT W.10 | Weakness | Sensors Get information in pedestrian paths
Autonomous inspection: Remote condition monitoring to create intelligent infrastructure that can
Transport TRANSPORT W.11 | Weakness |Sensors . . P . 8 8
monitor and inspect itself
Transport TRANSPORTW.12 | Weakness | Sensors Autonomous inspection: Sensors on air vehicles and information on global atmospheric conditions,

capturing safety and security events, on-board sensors for surveillance and situational awareness
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ETP Cluster SWOT ID Type ‘ Class ‘ Description

I f i i f | food producti

Bio-based Economy BbE W.102 Weakness Interface & Comms nterface and CorT\ms ntegratpn of complementary processes (food production
and food processing, consumption and waste management
I f for: ication inf

Energy ENE W.08 Weakness Interface & Comms nterface & Comms for: Smart meter communication infraestructure and
technology

Energy ENE W.09 Weakness Interface & Comms Interface & Comms for: Interoperability of the smartgrid solutions

Energy ENE W.10 Weakness Interface & Comms Interface & Comms for: Monitoring and managing energy consumption
Interface & Comms for:

Energy ENE W.11 Weakness Interface & Comms - Interfaces for the interconnection of different sensors and actuators
- Communication protocols

ICT ICTW.10 Weakness Interface & Comms Security, encryption and trust

ICT ICTW.11 Weakness Interface & Comms Interface standardisation and easy real-time data exchange and interaction

ICT ICT W.12 Weakness Interface & Comms Grid awareness

ICT ICT W.13 Weakness Interface & Comms To turn devices as ubiquitous service enablers

ICT ICTW.14 Weakness Interface & Comms Adaptive HMI

IcT ICTW.15 Weakness Interface & Comms Connectivity and protocols for SatCom convergence of wireless and optical
networks

ICT ICT W.16 Weakness Interface & Comms Remote operation functionalities

ICT ICT W.101 Weakness Interface & Comms System of systems: M2M and collaborative systems

ICT ICT W.102 Weakness Interface & Comms Cost effective high-speed transport (40Gb/s — 100 Gb/s and beyond)
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ETP Cluster SWOT ID Type Class Description
Production&Processes M&A W.106 Weakness Interface & Comms Interoperability between systems and assets on the shopfloor
Production&Processes M&A W.107 Weakness Interface & Comms Interacting with Robots
Production&Processes M&A W.41 Weakness Interface & Comms :\fgi:;’:g(::{;c:::;:r S:rrvdesrzor networking, data exchange, object definitions,
Production&Processes M&A W.42 Weakness Interface & Comms Interfaces for user awareness and machine-human cooperation
Production&Processes M&A W.43 Weakness Interface & Comms Continuous and massive data gathering
Production&Processes M&A W.44 Weakness Interface & Comms Universal adaptors
Transport TRANSPORT W.19 Weakness Interface & Comms New generation on-board trackside communicatinos networks
Transport TRANSPORT W.20 Weakness Interface & Comms Remote monitoring of the integrety of bridges and tunnels
Transport TRANSPORT W.21 Weakness Interface & Comms Communications networks to look after passengers through their journey
Transport TRANSPORT W.22 Weakness Interface & Comms Cognition for Safe road transport and security: Safe mobility management
Transport TRANSPORT W.23 Weakness Interface & Comms Adaptability for advanced field measurement techniques
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ETP Cluster SWOT ID Type ‘ Class ‘ Description

IcT ICT W.01 Weakness Mlcro-nan.O !.ooklng'for miniaturisation and reliability, SS will need to achieve higher
technologies integration level
Micro-nano . . .. . .

ICT ICT W.02 Weakness . Looking for miniaturisation, high performance computing smart systems
technologies

ICT ICT W.03 Weakness Mlcro-nan.o Education and training
technologies
Micro-

Production&Processes M&A W.01 Weakness cro nanlo Miniaturisation of sensors: nano-sensors
technologies
Micro- N i f ion f

Transport TRANSPORT W.01 Weakness icro nan.o gw concepts and requirements for remote and autonomous operation for
technologies ships

Transport TRANSPORT W.02 Weakness Mlcro-nan.o Smart structures and materials for vehicle structures and components and new
technologies performance standards

Transport TRANSPORT W.03 Weakness Micro-nan.O Airframe technologies based on advanced materials deliver improved flow and
technologies load control
Micro-nano . . . .

Transport TRANSPORT W.04 Weakness . Smart structures combined with drag reduction techniques
technologies
Micro-nan

Transport TRANSPORT W.05 Weakness icro-nano Motion stabilized work platforms

technologies
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ETP Cluster SWOT ID Type ‘ Class ‘ Description

Bio-based Economy BbE W.05 Weakness Modelling/Simulation Modellmg/&mulaﬁmn: Systems based on ’Fhe use.of.advancgd risk perception
models to supervise the whole process of industrial installation

Bio-based Economy BbE W.06 Weakness Modelling/Simulation Modelllng/S|m'uIat|0n: In.telllgen't systems of collective protection against
electromagnetic and optical radiation

Energy ENE W.12 Weakness Modelling/Simulation Modelling/ Simulation for: Atdvances'cor?trol strategies to optimise the balance
between performance, loading and lifetime

Energy ENE W.13 Weakness Modelling/Simulation | Modelling/ Simulation for: Development of maintenance strategies

Energy ENE W.14 Weakness Modelling/Simulation Modfelling/ Simulation for: New protection criteria for inverters due to the high
density of PV systems

IcT ICTW.23 Weakness Modelling/Simulation (I;/L:;:igerjling, simulation and design tools for smart systems engineering and co-

Transport TRANSPORT W.24 Weakness Modelling/Simulation | Control systems for motion compensation inextreme conditions

Transport TRANSPORT W.25 Weakness Modelling/Simulation | Remote operation of system in cold climate

Transport TRANSPORT W.26 Weakness Modelling/Simulation | Power-train management concepts
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ETP Cluster SWOT ID Type ‘ Class Description
Bio-based Economy BbE W.103 Weakness Adaptabili"q'// Adaptability: Monitoring / models of dynamics of soil organic matter to improve soil
Dependability | quality
IcT ICT W.22 Weakness Adaptablll"q'// Technologles for morfe robust, rellablef secure, modular, configurable, usable, easy to
Dependability | integrate, tamper resistant, and adaptive systems
. Cognition for: Intelligent inverter functions and the way in which PV systems interact
Energy ENEW.15 Weakness Cognition with other distributed generation technologies are relevant
Cognition for: Integration of condition monitoring and fault prediction capabilities
Energy ENE W.16 Weakness Cognition . ogntion .or e.g , ! " toring uit predictt pabilit
into the wind turbine’s control system
Energy ENE W.17 Weakness Cognition Cogn.it'ion for: Develop integral adaptive control strategies for varying external
conditions
IcT ICTW.17 Weakness Cognition Implement specific functionality like ‘In vitro’ analysis or ‘in-vivo’ monitoring of
biological samples and parameters.
ICT ICT W.18 Weakness Cognition Systems autonomy and self- diagnosis
ICT ICT W.19 Weakness Cognition Self-X (learning-monitoring-protecting) to perform complex tasks
ICT ICT W.20 Weakness Cognition Content generation from gathered information
ICT ICTW.21 Weakness Cognition Interaction with users and services
ICT ICT W.103 Weakness Cognition Cognitive networks: Ubiquitous and cloud based intelligence
Production&Processes M&A W.102 Weakness Cognition Multisensory networks based perception
Production&Processes M&A W.108 Weakness Cognition Safety and reliability in human-machine/robot collaboration
Production&Processes M&A W.109 Weakness Cognition Service robotics at manufacturing-process level
Production&Processes M&A W.51 Weakness Cognition Integration of smart functions in medical (nano)devices
Production&Processes M&A W.52 Weakness Cognition Materials that mimic physiological systems
Production&Processes M&A W.53 Weakness Cognition Intelligent technologies for hazardous situations
Production&Processes M&A W.54 Weakness Cognition Human behaviour based smart systems
Production&Processes M&A W.55 Weakness Cognition Wellbeing perception oriented smart systems
Cognition-based intelligent machinery with advanced self-configuration,
Production&Processes M&A W.56 Weakness Cognition oghition-based Intellig ¥ &

self-monitoring, and self-healing properties

157




ETP Cluster SWOT ID Type ‘ Class ‘ Description

Bio-based Economy BbE W.04 Weakness Control/Actuators Ss:i:ol/Actuators: Detection tools to ensure safety and security of the food

Energy ENE W.03 Weakness Control/Actuators Control/Actuators: Monitoring and modelling on Biomass availability

Energy ENE W.04 Weakness Control/Actuators Control/Actuators: Models, monitoring and impact assessment tools

Energy ENE W.05 Weakness Control/Actuators Ezcvtzﬁig,?:t;\?trgros&::;ro-inverters and DC/DC solar optimisers embedding in

Production&Processes M&A W.104 Weakness Control/Actuators Adaptive process control and automation

Production&Processes M&A W.21 Weakness Control/Actuators Control/Actuators oriented to medical devices and drug delivery mechanisms

Production&Processes M&A W.22 Weakness Control/Actuators Miniaturised control/actuator devices

Production&Processes M&A W.23 Weakness Control/Actuators Control/Actuators for non-invasive devices

Production&Processes M&A W.24 Weakness Control/Actuators Control technologies for increased speed and precision

Transport TRANSPORT W.13 Weakness Control/Actuators Management systems such as: Predictive engine

Transport TRANSPORT W.14 Weakness Control/Actuators Management systems such as: Multivariable model-based control systems

Transport TRANSPORT W.15 Weakness Control/Actuators Management systems such as: Energy management solutions for bus systems

Transport TRANSPORT W.16 Weakness Control/Actuators Smart self-monitoring and self-repairing materials

Transport TRANSPORT W.17 Weakness Control/Actuators Smart monitoring for Ship/Shore systems integration and fast cargo handling

Transport TRANSPORT W.18 Weakness Control/Actuators Sensors and intelligent monitoring, prediction and control systems
Manufacturing capabilities and supply chain as missing capabilities:

Production&Processes M&A W.00 Weakness General - for a reasonably priced mass production of diverse materials

- to manufacture the first batches of the nanomedicine product
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12.5.3. Opportunities

ETP Cluster SWOT ID Type Class Description
Bio-based Economy BbE 0.01 Opportunity | Product Chip technology/ DNA arrays
Bio-based Economy BbE 0.02 Opportunity | Product Biosensors and Remote sensing
Bio-based Economy BbE 0.03 Opportunity | Product Sensors for monitoring and control
Bio-based Economy BbE 0.04 Opportunity | Product Sensor systems give information about product, and connect customer domestic system
Bio-based Economy BbE 0.05 Opportunity | Product Integrate sensor and information systems in packaging materials
Bio-based Economy BbE 0.10 Opportunity | Product Safety systems based on machine vision, ultrasonic and infrared radiation sensors
Bio-based Economy BbE 0.101 Opportunity | Product Chemical and biological analytical methods and sensors
Bio-based Economy BbE 0.102 Opportunity | Product rI:/;(’ZEIr:rslng);?g:;c::%:Zﬁgz E:;;ilha;gcz:;?:rx;g measures to reduce yield loss by promoting
Bio-based Economy BbE 0.12 Opportunity | Product Monitoring tools for soil, crops and animals should better support farmers’ observation
Cross Initiatives InS 0.01 Opportunity | Product Electronic devices to control the positions of workers in plant
Cross Initiatives InS 0.02 Opportunity | Product Wireless devices to monitor noise and vibration
Cross Initiatives InS 0.03 Opportunity | Product Smart sensors and devices for controlling conditions of machines, processes and structures
Cross Initiatives InS 0.04 Opportunity | Product Sensors for Structural Health Monitoring (SHM) and Risk-Informed Inspection
Cross Initiatives InS 0.05 Opportunity | Product Safety systems based on machine vision, ultrasonic and infrared radiation sensors
Cross Initiatives InS 0.06 Opportunity | Product Monitoring and controlling the processes and plant safety based on environmental sensor
Energy ENE 0.01 Opportunity | Product Smart meters with voltage and current transformers for Smart Grids
Energy ENE 0.02 Opportunity | Product Monitoring devices for analyzing the aging of the equipment for Smart Grids
UEOSs |Opporuniy |produt | et prteton cholny e 06k g st s s
Energy ENE 0.04 Opportunity | Product The integration of tracking control electronics and the inverter into one device, for EU PV TP
Energy ENE 0.05 Opportunity | Product Frequency-dependent power control for EU PV TP
Energy ENE 0.101 Opportunity | Product Smart grids relate customer-side systems and provide opportunities to integrate smart system

products
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ETP Cluster

SWOT ID

Description

High performance HW and SW components: Advances in hardware integration and performance

ICT ICT0.01 tunit P t
0.0 Opportunity | Produc level

ICT ICT 0.02 Opportunity | Product | Smart cards for “everything”, and smart packaging

ICT ICT 0.03 Opportunity | Product | Drivers assistance systems (car)

ICT ICT 0.04 Opportunity | Product | Robotics applications in the aerospace, automotive, manufacturing systems

IcT ICT 0.05 Opportunity | Product SatCom featured Smart Systems for diverse applications (transport and mobility, Energy, Security,
Content, Health) (ISI)

ICT ICT 0.06 Opportunity | Product | Intuitive user interfaces (including speech, tactile and multisensory interactions) H-M-Interaction

Production&Processes | M&A 0.01 Opportunity | Product Condition !\/Iomtormg (person, food, equipment): Monitoring, diagnostic and assistance devices
and materials

Production&Processes | M&A 0.02 Opportunity | Product | Automated, precise and personalised treatments: Drug delivery devices products

Production&Processes | M&A 0.03 Opportunity | Product | Smart systems enabled energy efficient products

Production&Processes | M&A 0.04 Opportunity | Product | The bionic person: Smart active implants or materials

Production&Processes | M&A 0.05 Opportunity | Product M.oblle productivity tools and interactive devices: for service support and dynamic interaction
with workers

Production&Processes | M&A 0.06 Opportunity | Product Radlca.lly-advanced new product concepts and functionalities enabled by smart systems and
materials

Production&Processes | M&A 0.07 Opportunity | Product | Intelligent products or modules/components

Production&Processes | M&A 0.101 Opportunity | Product | Real world connectivity

f i I for: P i li i losi kagi

Transport TRANSPORT 0.01 | Opportunity | Product Sa ety and security related systems for: Protecting cyclists, detecting explosives, packaging
solutions for fresh food

Transport TRANSPORT 0.02 | Opportunity | Product | Improved product performance: Energy efficient technologies

le/A I 2 h I Intelli |

Transport TRANSPORT 0.03 | Opportunity | Product Updat.ab e/Adaptable products based on: Interchangeable components and Intelligent contro
techniques

Transport TRANSPORT 0.04 | Opportunity | Product | Sensor technologies that monitor environmental conditions

Transport TRANSPORT 0.05 | Opportunity | Product | New control technologies

Transport TRANSPORT 0.06 | Opportunity | Product Improved product performance: Noise attenuation techniques
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ETP Cluster SWOT ID Type ‘ Class ‘ Description
. . Development of control equipment and commissioning tools, ensuring that predicted
Energy ENE .08 Opportunity | Equipment results are actually obtained by the building system, for RHC
More sophisticated tools to provide to the operators with more reliable and quick
Energy ENE 0.09 Opportunity | Equipment indicationsor measurements of reactor status, to help in the implementation of an
appropriate recovery strategy
. . Better environmental monitoring systems, models for contamination predictions, health
Energy ENE0.10 Opportunity | Equipment effects of low doses, and effect of contamination on the environment (SNETP)
Energy ENE 0.102 Opportunity | Equipment Power conditioning equipment for bulk power and grid support
Energy ENE 0.103 Opportunity | Equipment Electric vehicle charging infrastructure
Wider and more robust lines of defence with respect to design basis aggressions and
Energy ENE 0.11 Opportunity | Equipment beyond design basis events, by defining additional measures to consider in the design
and new or improved systems for mitigation of consequences. (SNETP)
ICT ICT 0.07 Opportunity | Equipment ICT technologies based rail transport system equipment
IcT ICT 0.08 Opportunity | Equipment SrtnarF equipment ft.)r' buildings (.sensors, actuators, control and communication systems
will give new capacities to buildings)
ICT ICT 0.09 Opportunity | Equipment Electronic imaging equipment
ICT ICT0.10 Opportunity | Equipment Robots will autonomously assist with the protection of offices and homes
R ill hel i h i i h i
IcT ICT 011 Opportunity | Equipment obots will help sgcure borders or monitor the environment in both routine and
emergency operations
ICT ICT0.12 Opportunity | Equipment Reduction of ground SatCom equipment and devices costs
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ETP Cluster SWOT ID Type ‘ Class ‘ Description
Production&Processes M&A 0.08 Opportunity | Equipment aD;)g"rlziit;cn(:ewces and equipment for user friendly, non-invasive and telemedicine
Production&Processes M&A 0.09 Opportunity | Equipment Automation of processes
Production&Processes M&A 0.10 Opportunity | Equipment Development of new processes enabled by smart systems and related technologies
Production&Processes M&A 0.102 Opportunity | Equipment Humanoid and animal-like robots
Production&Processes M&A 0.11 Opportunity | Equipment Intelligent process control and optimisation
Production&Processes M&A 0.12 Opportunity | Equipment Miniaturised Equipment
Production&Processes M&A 0.13 Opportunity | Equipment Automated-autonomous, high productive and adaptive equipment
Transport TRANSPORT 0.07 Opportunity | Equipment Sgrfzr:;e;jn:ﬁeechatronics and materials enable new equipment with improved
Transport TRANSPORT 0.08 Opportunity | Equipment Enhanced Comfort: reduced noise and vibration, new cooling concepts
Transport TRANSPORT 0.09 Opportunity | Equipment :;it;f:‘:de:;;srii(;n:;]lg)iy:zlsectric and sustainable bio-fuels based traction, improved
Transport TRANSPORT 0.10 Opportunity | Equipment Management and control systems for Safety and security
Transport TRANSPORT 0.11 Opportunity | Equipment Management and control systems for Equipment health monitoring
Transport TRANSPORT 0.12 Opportunity | Equipment Management and control systems for Automated or self-assessed operation
Transport TRANSPORT 0.13 Opportunity | Equipment Management and control systems for Vehicle-infrastructure interaction
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Bio-based Economy BbE 0.19 Opportunity | Process | Processing control for nutrient functionality and security

Bio-based Economy BbE 0.20 Opportunity | Process | Control and optimization of processes

Bio-based Economy BbE 0.21 Opportunity | Process | Embedded intelligence and communicating functions on products

Bio-based Economy BbE 0.22 Opportunity | Process z;?eatr; electronic functions on packaging include applications for monitoring and indicating product
Small-scale power production with small-scale CCS could be a possibility for green power

Energy ENE 0.12 Opportunity | Process | production for all small villages in developing countries that do not have electricity today. Key
challenges to be addressed are small-scale transport and storage of CO2. (ZEP)

Energy ENE 0.13 Opportunity | Process |Integration of novel CO2 capture related technologies into power and other industrial processes

ICT ICT 0.13 Opportunity | Process | Ubiquitous Broadband Access using SatCom based processes

ICT ICTO.14 Opportunity | Process | M2M platforms enabled “intelligence providing” processes

ICT ICT 0.15 Opportunity | Process |Smart Systems as providers of content and making available their knowledge base as content

ICT ICT0.16 Opportunity | Process | Complex tasks execution enabled by NESSI Framework (“NESSI Core”)

IcT ICT 017 Opportunity | Process gi(c:jiIij’csi'c(i]rsjgitgzsst;fgii’gézr[;)rs(z\;irs];orriw(i)r;g and seamless composition of services, supporting pervasive

Production&Processes | M&A 0.14 Opportunity | Process | New diagnostic tests and processes allowed by smart systems

Production&Processes | M&A 0.15 Opportunity | Process | Automation of processes

Production&Processes | M&A 0.17 Opportunity | Process | Methods and procedures based on smart systems that allow new processes

Transport TRANSPORT 0.14 | Opportunity | Process |Performance improvement in Supply chain

Transport TRANSPORT 0.15 | Opportunity | Process |Performance improvement in Retrofitting

Transport TRANSPORT 0.16 | Opportunity | Process |Performance improvement in Maintenance

Transport TRANSPORT 0.17 | Opportunity | Process |Performance improvement in Integrated transport system management

Transport TRANSPORT 0.18 | Opportunity | Process | Performance improvement regarding tracking-tracing and navigation

Transport TRANSPORT 0.19 | Opportunity | Process |Performance improvement productivity

Transport TRANSPORT 0.20 | Opportunity |Process |Performance improvement regarding improved capacity and availability

Transport TRANSPORT 0.21 | Opportunity |Process |Performance improvement regarding reduced human errors

Transport TRANSPORT 0.22 | Opportunity | Process |Performance improvement regarding passengers comfort

Transport TRANSPORT 0.30 | Opportunity | Process |Performance improvement regarding integrated intelligence and automated control

163




ETP Cluster SWOT ID Type ‘ Class ‘ Description

Bio-based Economy BbE 0.13 Opportunity | Services Intelligent systems to advice consumers based on personal way of life

Bio-based Economy BbE 0.14 Opportunity | Services Assuring support of claims

Bio-based Economy BbE 0.16 Opportunity | Services Inventory techniques

Bio-based Economy BbE 0.17 Opportunity | Services Improve database infrastructure

Cross Initiatives InS 0.07 Opportunity | Services Intelligent sensors and actuators with improved self diagnosis properties

Cross Initiatives InS 0.08 Opportunity | Services Software tools for detecting dangerous situations in industrial systems

Energy ENE 0.104 Opportunity | Services FB(ETAi;E?negfny/atﬂtag??(jgsement Systems (HEMS) and Building Energy Management Systems

Energy ENE 0.108 Opportunity | Services Energy-as-a-service is an innovative business model for energy utilities

Energy ENE 0.14 Opportunity | Services Decentralised load management systems (EU PV TP)

Energy ENE 0.15 Opportunity | Services Higher controllability of PV systems and loads. (EU PV TP)

01 |oportniy |sees |0 kst s oty comsuming deces s o
Intermodal transportation: convenient and optimised choice of transportation system by

ICT ICT 0.18 Opportunity | Services integrating data from different traffic information systems and from the ‘smart
environment

ICT ICT 0.19 Opportunity | Services Surveillance and Environmental monitoring and control

ICT ICT 0.20 Opportunity | Services New services and applications based on hybridization of Earth observation

ICT ICT0.21 Opportunity | Services Ubiquitous Messaging Services allowed by satellite M2M networking

IcT ICT 0.22 Opportunity | Services ir)nni:niystems as providers of content and making available their knowledge base as

IcT ICT 0.23 Opportunity | Services aN:j(:)(:cr)sZirael Ei%i.r:;[[tij;l;ng prevention and defence) for increasingly exhaustive private

ICT ICT 0.24 Opportunity | Services Smart Systems as enablers of tailored services.

ICT ICT 0.102 Opportunity | Services E-government

ICT ICT 0.103 Opportunity | Services Health, inclusion, and assisted living
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ETP Cluster SWOT ID Type ‘ Class Description
Monitoring services:
- Health-
Production&Processes M&A 0.18 Opportunity | Services e.a t. person
- Buildings
- Machinery and Equipment
Production&Processes M&A 0.19 Opportunity | Services Regenerative medicine
Production&Processes M&A 0.20 Opportunity | Services Intelligence Services based on: Intelligent Products and Intelligent Buildings
Production&Processes M&A 0.21 Opportunity | Services Quality assurance services
Transport TRANSPORT O.101 Opportunity | Services EX|st.|ng traffic systems _clon t provide sufficient information to enable cities to manage
traffic flow more effectively
Smart System as components of diverse scenarios:
- Equipment health monitoring
Transport TRANSPORT 0.23 Opportunity | Services - Authentication
- Ticketing
- Traffic management and punctuality
Transport TRANSPORT 0.24 Opportunity | Services As enablers of new services such as Crisis management
Transport TRANSPORT 0.25 Opportunity | Services As enabler of new service: Key assets protection
Transport TRANSPORT 0.26 Opportunity | Services As enabler of new service: Traffic/journey information
Transport TRANSPORT 0.27 Opportunity | Services As enabler of new service: Intelligent mobility
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ETP Cluster

SWOTID

Description
The role that smart grids can play in increasing electricity reliability: adequacy

Ener ENE 0.105 Opportunit Facilities/Infrastructures .
&Y PP ¥ / and security
Energy ENE 0.106 Opportunity | Facilities/Infrastructures | Power network infrastructure must be upgraded to enable smart operation
Energy ENE 0.107 Opportunity | Facilities/Infrastructures During 2015 - 2925 decade the power network needs to become fully
automated and interconnected
Ageing Monitoring, Prevention and Mitigation, including topics on ageing
itori f talli ts, R&D topi t terial
Energy ENE O.17 Opportunity | Facilities/Infrastructures monttoring ot meta .IC comr?onen s, R&D topics 9” concre.e- ma- erna, .
polymers and electrical equipment, and prevention and mitigation of ageing
for metallic components and concrete (SNETP)
Modernization of the European meter infrastructure and the introduction of
Energy ENE 0.18 Opportunity | Facilities/Infrastructures | intelligent metering systems will have to happen. Smart meter
communication infrastructure and technology. (Smart Grid)
Energy ENE 0.19 Opportunity | Facilities/Infrastructures | Large scale demonstration of smart thermal grids
Energy ENE 0.20 Opportunity | Facilities/Infrastructures | Small-scale transport and storage of CO2
. N Solution need to be found for cost-effectively processing a wide range of
Energy ENE O.21 Opportunity | Facilities/Infrastructures . yp & 8
sustainable feedstocks
ICT ICT 0.25 Opportunity | Facilities/Infrastructures | Service oriented utility infrastructure for Smart Cities scenario
ICT ICT 0.26 Opportunity | Facilities/Infrastructures | M2M communication enabled platforms
H ildi latf . fi h ffi k ith
ICT ICT 0.27 Opportunity | Facilities/Infrastructures ome anFj building p ?t F)rms .Lft.ure omes and O. .|ces netwo.r ed wit
surrounding smart building facilities up to whole cities and regions
Fixed mobile and broadcasting convergence, which aims at integration and
ICT ICT 0.28 Opportunity | Facilities/Infrastructures | creation of a unified communication infrastructure from fixed and wireless
mobile networks
Production&Processes M&A 0.103 Opportunity | Facilities/Infrastructures | Asset monitoring and tracking through Internet-of-Things middleware
Production&Processes M&A 0.104 Opportunity | Facilities/Infrastructures | Advanced metering and monitoring of energy consumption in factories
. . e Intelligent, safe, energy efficient, healthy, comfortable buildings and
Production&Processes M&A 0.22 Opportunity | Facilities/Infrastructures & &Y ¥ &
underground spaces
Manch hasi f D icR N k Effici
Transport TRANSPORT 0.102 Opportunity | Facilities/Infrastructures anchester as. Issued a reques'F or a Dynamic Road Networ iciency and
Travel Information System Solution
High performance rail infrastructures: score in many performance attribute
Transport TRANSPORT 0.28 Opportunity | Facilities/Infrastructures | should be improved such as reliability and availability, energy-efficient,
safety...
. . Predictive infrastructure, monitoring capabilities, and intelligence that enable
Transport TRANSPORT 0.29 Opportunity | Facilities/Infrastructures gcap &

new maintenance services
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ETP Cluster SWOT ID Type \ Class Description
Bio-based Economy BbE 0.23 Opportunity | General ETP challenge fits with the technology based challenges of Horizon 2020
Bio-based Economy BbE 0.24 Opportunity | General Innovative and secure society
New monitoring and control solutions are needed, to answer several concern
society is facing nowadays (drivers) such as:
Energy ENE 0.22 Opportunity | General - Increase the reliability and resilience of smartgrid

- Reduce uncertainty
- Increase concern for the safety of nuclear power plants
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12.5.4. Threats

ETP Cluster SWOT ID Type ‘ Class Description

Bio-based Economy BbE T.01 Threat Threat Smart systems are not mentioned in most documents

Bio-based Economy BbE T.02 Threat Threat Interaction of technological knowledge in policy development needs improvement
Regulat iti fi ial risk laying th | t of

Eneray ENE T.01 Threat Threat egula orY conditions and financial risk are delaying the deployment of new
technologies

Energy ENE T.101 Threat Threat Maintain system security and Cyber security

Energy ENE T.102 Threat Threat Lack of technical standards that will underpin the smart grid system

Energy ENE T.103 Threat Threat Unclear how changes in customer behaviour might emerge

Energy ENE T.104 Threat Threat The convergence of multiple industry members from different backgrounds is required

ICT ICTT.01 Threat Threat Healthcare services requirements

ICT ICTT.02 Threat Threat Customizable user demand focused services will be required

ICT ICTT.03 Threat Threat Actions are required to face Standards, regulation and certification

ICT ICTT.04 Threat Threat Actions are required to face Education and training

ICT ICTT.05 Threat Threat Actions are required to face collaboration

Production&Processes M&AT.01 Threat Threat Smart syst'ems .brand (EP0SS) requires 'Fo i?e relnf.orced..A claim for collaboration among
platforms is quite common, but EPoSS isn’t mentioned in several documents

Production&Processes M&A T.02 Threat Threat Interoperability standards, protocols, interfaces and adequate software support need to
be addressed and developed

Production&Processes M&A T 101 Threat Threat Adopt |nn9vat|ve commercial approaches to large scale delivery through collaborative
partnerships

Production&Processes M&A T.102 Threat Threat Technology solutions currently are still fragmented and diverse

Production&Processes M&A T.103 Threat Threat 9urrent robot’s d|ff|§ult|es facing tasks involving the manipulation of objects beyond a
simple reach-grasp-lift-and-hold task

Production&Processes M&A T.104 Threat Threat Humanoid and mobile robots: actuators and power sources are one of the primary

“failure” areas during interactions with people
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ETP Cluster SWOT ID Type ‘ Class ‘ Description
Transport TRANSPORT T.01 Threat Threat High cost of the required infrastructure
Transport TRANSPORT T.02 Threat Threat Igﬁgg)itr;i(;;?edc:sllssommunications gaps may also act as barriers to meet future
Transport TRANSPORT T.03 Threat Threat There is a need for harmonised standardisation and certification
Transport TRANSPORT T.04 Threat Threat The need to fix the safety problems that automation can potentially cause.
Transport TRANSPORT T.101 Threat Threat Fragmented vision on transport infrastructure requirements within some countries
Transport TRANSPORT T.102 Threat Threat Cities are slow to adopt new ITS
Transport TRANSPORT T.103 Threat Threat Fragmented market and value chains
Transport TRANSPORT T.104 Threat Threat The public have a misconception of what ‘Smart Transport’ represents
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