
System of Systems

3.1 - MOBILITY
Mobility is a basic human need and Europe’s mobility industry is a 
key contributor to it, with a signifi cant share in the global market in 
all mobility sectors (automotive, aerospace, maritime and rail). ECS 
take a fundamental role in mobility innovation for the fi nal user, 
the society, the ecosystem and for European companies. The Green 
Deal and digitalisation are signifi cantly infl uencing mobility, oriented 
to the reduction of CO2 and other emissions (with electrifi cation, 
alternative fuels but also more energy- and cost-effi  cient electronic and 
optoelectronic components, interconnected intelligent systems and AI-
based embedded software), and to ensure an inclusive safe and secure 
mobility (e.g. with smart perception, aff ordable, safe and environmentally 
neutral light mobility, automated on- and off -road vehicles, and smart 
mobile machinery). The mobility market is increasing integration of 
automation functions, to evolve towards connected, cooperative and 
automated mobility, where ECS are essential building blocks, bringing to 
partial or fully automated vehicles: the focus is on aff ordable, automated 
and connected mobility for passengers and freight on road, rail, air and 
water, on tools and methods for validation and certifi cation of safety, 
security and comfort of embedded intelligence in mobility, and on real-
time data handling for multimodal mobility and related services.

3.4 - HEALTH AND WELLBEING
The healthcare industry is facing a radical change, enabled by its 
current digital transformation in combination with a change towards 
a personalized medicine, the so called P4 healthcare (predictive, 
preventive, personalised, participatory). Related developments in 
healthcare electronics, healthcare data and healthcare technologies will 
progressively generate a new ecosystem positioning the “healthcare 
consumer” at the centre of the value chain. The ecosystem will rely on 
digital instruments, advanced electronic sensors and photonics, micro-
electromechanical systems (MEMS), and the large volume, high-quality, 
low-cost production capabilities of the ECS industry. ECS will play a key 
role to enable the development of tools, data, platforms, technologies 
and processes for improved prediction, prevention, interception, 
diagnosis, treatment and management of diseases. The objectives include 
a better understanding of the determinants of health and priority disease 
areas, a reduction of the fragmentation of health R&I eff orts bringing 
together health industry sectors and other stakeholders, the creation 
of people-centred digital health platforms based upon P4 healthcare, 
the exploitation of digitalisation and data exchange in health care, the 
development of the home as the central location of the patient, the 
development of a more integrated care delivery system and the creation 
of solutions to ensure more healthy life years for an ageing population. 

3.2 - ENERGY
The Energy chapter focuses on the challenges of a society and industry 
more and more based on electrical energy, addressing energy 
generation, supply, conversion, and use, aiming at developing highly 
effi  cient, reliable and secure solutions to achieve a carbon neutral society 
by 2050. The chapters cover smart and effi  cient solutions to manage 
energy generation, conversion, and storage systems, solutions for the 
energy management from on-site to distribution systems, for future 
transmission grids, for a clean, effi  cient  and resilient local energy supply 
and for energy systems monitoring and control. ECS play a central role 
for these solutions and, in conjunction with 5G, IoT, AI, and cloud-edge 
computing, will strengthen the position of leading European companies in 
smart energy related markets (e.g. for electrical drives, grid technologies, 
and decentralised renewable energy sources). ECS increase also 
sustainability, improving the smooth implementation, integration and 
use of renewable energy resources and lowering the costs through new 
materials and semiconductors, new device architectures, innovative new 
circuit topologies, architectures, and algorithms, the total system cost can 
be lowered. ECS ensure a competitive, self-suffi  cient and effi  cient energy 
transmission and consumption in the EU, supporting decentralized 
intermittent energy sources, bi-directional grid and storage systems, and 
distributed AC/DC network and grid technologies.

3.5 - AGRIFOOD AND NATURAL RESOURCES
Electronic components and smart systems are vital for the sustainable 
production and consumption of safe and healthy food, for sustainable 
practices in agriculture, livestock, aquaculture, fi sheries and forestry, 
access to clean water, fertile soil and healthy air for all, and also to 
preserve biodiversity and protect the planet’s ecosystems. This chapter 
focuses on ECS-based technologies (e.g smart IoT solutions, traceability 
frameworks, robots, drones, AI) to ensure livestock and crop health, 
and also to farming systems and food supply chain assurance, food 
production and management. ECS are also at the base of soil health, air 
quality and environment smart integrated monitoring solutions, as well 
as of smart waste management systems and remediation methodologies. 
Moreover, the chapter focuses on the key role that IoT systems can play 
in water quality monitoring, manage and access to clean water, including 
the smart treatments of wastewater, rainwater and storms/fl oods. Finally, 
the chapter covers ECS-based solutions for biodiversity restoration 
and ecosystem resilience, conservation and preservation, to ensure 
the natural sustainability of healthy ecosystems and their resources 
(agriculture, aquaculture, fi sheries and forestry). The objectives of the 
chapter are aligned with the key Horizon Europe missions and with the 
European Green Deal. 

3.3 - DIGITAL INDUSTRY
The Industry 4.0 have a profound impact on how factories, construction 
zones and processes are managed and operated. Powerful networked 
digital solutions are needed to support discrete manufacturing (e.g. 
manufacturing of automobiles, trains, airplanes, satellites, white goods, 
furniture, toys and smartphones), process industries (e.g. chemical, 
petrochemical, food, pharmaceuticals, pulp and paper, and steel), 
provisioning, and also production services, connected machines and 
robots. Emphasis is also given to any type of factories, productive plants 
and operating sites, value chains, supply chains and lifecycles. ECS and 
digitalisation represent a key enabler for the future success of European 
industry sector and this chapter focuses on their adoption for the 
development of responsive, smart and sustainable production, artifi cial 
intelligence in digital industry, industrial services, digital twins and 
autonomous systems and robotics. The objective is to increase the level 
of automation, digitisation and decision making, to support demand-
driven and agile production, condition monitoring and maintenance, 
to improve sustainability through energy, waste, material, recycling 
optimisation, to improve production and supply chains resilience and 
responsivness, and to strengthen key European value chains with digital 
infrastructures and added value services based on ECS.

3.6 - DIGITAL SOCIETY
Digital Society chapter covers digital innovations that are essential to 
stimulate an inclusive and healthy society, contributing to solutions for 
European challenges in the fi elds of health, mobility, security, energy and 
the climate, and consequently to European economic prosperity. Europe 
needs digital solutions that support the individual, and at the collective 
level to empower society as a whole. These (smart) digital solutions will 
be driven by new technologies such as 5G, Artifi cial Intelligence with 
deep learning, virtual and augmented reality, brain–computer interfaces 
and robotics. They will shape new ways of how people use and interact 
with these technological solutions, with each other, and with society 
and the environment. Digital innovations should facilitate individual 
self-fulfi lment, empowerment and resilience, collective “inclusion” and 
safety, as well as supportive infrastructure and sustainable environment. 
The ethical aspects of the digital transformation are also considered, 
trying to address societal concerns in a sustainable way, guaranteeing 
participation and reducing inequality. A human-centred approach is 
therefore a key aspect of the EU’s approach to technology development. 
It is part of European social and ethical values, (social) inclusiveness, and 
the creation of sustainable, high-quality jobs through social innovation.

KEY APPLICATION AREAS

2.1 - EDGE COMPUTING 
AND EMBEDDED ARTIFICIAL 

INTELLIGENCE

2.2 - CONNECTIVITY 2.3 - ARCHITECTURE AND 
DESIGN:  METHODS AND TOOLS

2.4 - QUALITY, RELIABILITY, 
SAFETY AND CYBERSECURITY

Hardware architectures and their 
implementation (Systems of Chips, 
Embedded architectures), for edge 
and “near the user” devices. Generic 
technologies for compute, storage and 
communication (generic embedded 
architectures) and technologies that 
are more focused towards edge 
computing. Technologies for devices 
using Artifi cial Intelligence at the edge.

The connectivity and interoperability 
technology is focused on enabling the 
projected commercial and societal 
benefi ts that are related to the OSI 
model layers 1, 5 and 6.

Innovations, advancements and 
extensions in architectures, design 
processes and methods, and in 
corresponding tools and frameworks, 
that are enabling engineers to design 
and build innovative ECS-based 
applications with the desired quality 
properties, effi  ciently and cost 
eff ectively.

Ensure quality, reliability, safety, 
dependability, privacy and security 
of ECS as a part of the Design, 
Implementation, and Validation/
Testing process of complex, 
heterogeneous and intelligent ECS, 
including human-systems interaction.
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System of Systems (SoS) enable 
the cooperation, orchestration, 
management, control and evolution 
of an entire system composed 
of embedded and cyber-physical 
systems (ECPS). This layer covers 
SoS architecture, technologies to 
securely and safely compose ECPS in 
SoS, ECPS and SoS interoperability, 
advanced control, and open, secure 
and interoperable SoS platforms, 
supported by SoS full lifecycle 
automated engineering.

Artifi cial intelligence to automatically 
manage the composition of ECPS 
in SoS and control their evolution. 
Artifi cial intelligence to improve/
automate interoperability. Distributed 
artifi cial intelligence to provide the 
level of automation required to 
monitor, to support decision making 
and to control the complexity of SoS. 

Connectivity is a key enabler for SoS 
which, by defi nition, are composed 
of connected and distributed ECPS. 
Connectivity channels and their 
interfaces are at the base of the 
composition process from which SoS 
originate.

Engineering methodologies, tool 
chains and tools interoperability 
are fundamental to enable the 
defi nition of SoS architectures, the 
implementation of SoS platform and 
SoS management across their lifecycle. 
The heterogeneity of SoS requires 
automated engineering processes 
and toolchains, integrated between 
multiple stakeholders, brands and 
technologies, supporting effi  ciency, 
quality and sustainability.

End-to-end trust (security, privacy, 
reliability, etc.) covering the entire edge 
to cloud continuum (trust continuum) 
is a key factor for SoS. Trust must be 
preserved during the composition 
of ECPS in SoS and must be ensured 
during their evolution. Security, 
privacy, reliability, etc. must scale 
following the complexity of SoS, which 
requires automation to effi  ciently 
manage trust. 
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Facilitate engineering of embedded 
and cyber physical systems (ECPS), 
enabling digitalisation through the 
feasible and economically accountable 
building of larger software-enabled 
systems with desired quality . This 
layer covers new applications of 
ECPS, continuous integration and 
deployment, ECPS engineering and 
management across their lifecycle, 
including sustainability aspects. 
Starting from integrated hardware 
systems, this layer provide the 
embedded software (OS, libraries, 
virtualisation, middleware, etc.) 
required to produce fully functioning  
embedded and cyber physical systems.

Embedded software represents one 
of the key enablers of embedded 
intelligence. Embedding data analytics 
and artifi cial intelligence in devices 
allow to process data on the edge, 
take decision on the edge, optimise 
operations, dynamically adapt and 
improve the cooperation between 
ECPS and sustainability. This layer 
provides also software support for 
AI-specifi c hardware, machine learning 
and federated intelligence on the edge.

ECPS are, for the vast majority, 
connected and this layer provides 
them with all the elements required to 
ensure fi eld connectivity, inter-system 
communications and the capability 
to interact with cloud platforms. 
These elements are key to enable the 
composition of ECPS in SoS, and also 
for the inclusion of legacy systems. 

Software engineering is exceeding 
the human scale, meaning it can 
no longer be overseen by a human 
without supporting tools: current and 
future ECPS, due to their complexity, 
require continuous hardware-software 
integration, both at component 
and system level. Continuous and 
automated engineering extends also 
to ECPS deployment and to their entire 
lifecycle. These necessities increase 
when considering embedded AI 
and new computing paradigms (e.g. 
neuromorphic).

Trust represents one the strongest 
barriers for the acceptance of ECPS 
and it must be ensured in embedded 
software, in particular for embedded 
AI. Trust should be ensured by 
design, and by ensuring it becomes 
an interdisciplinary solution because, 
at this level, many technology 
aspects converge in a single system: 
hardware, diff erent layers of software, 
connectivity, development tools, etc. 
The quality of embedded software also 
plays a key role in ECPS.
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Multidomain engineering for physical 
and functional heterogeneous 
integration of several functionalities 
into new physical entities at 
components, modules and system 
levels. Heterogeneous integration 
spans SoC, System-in-Package and 
larger modules and systems, including 
fl exible electronics and photonics 
solutions. This layer generates 
hardware integrated systems including 
low level software (e.g. fi rmware and 
operating system drivers). 

Smart components, modules 
and systems are the hardware 
key enablers for the embedded 
intelligence. The focus is on 
integrating machine learning and 
artifi cial intelligence on the sensor, 
module and systems level. New 
advanced, effi  cient and specialized 
processing architectures (based on 
CPU, embedded GPU, accelerators, 
neuromorphic computing, FPGA and 
ASICs) to increase the edge computing 
performances and reduce power 
consumption. Low level software 
support to enable AI-based data 
analytics is provided.

Connectivity solutions (communication 
modules & interfaces) that are 
needed in networked embedded 
and cyber physical systems (ECPS). 
Focus is on providing real-time, low-
latency, low-power for edge and IoT 
devices, photonics communications, 
high-speed 5G and beyond 5G/6G 
connectivity, and quantum technology 
preparing the path towards the 
quantum internet.

Design and simulation methods that 
enable and support multi-physics 
and multimodal design, simulation, 
manufacturing and testing must be 
addressed (e.g. modelling and design 
tools for thermal, mechanical and 
electrical characteristics in small 3D 
packages). Focus cover also lifecycle 
engineering for optimized use for 
materials, for components, modules 
and systems condition monitoring, 
predictive maintenance, and to 
improve their recyclability.

Growing complexity of smart 
components, modules and systems 
represents a reliability challenge which 
requires the continuous improvement 
of existing methods (e.g. design for 
reliability) and development of new 
techniques (e.g. prognostic health 
management) for reliable ECS. 
The area also focuses on solutions 
for ensuring secure integration of 
systems, sensor level hardware and 
software security, privacy and data 
trustworthiness and AI Hardware 
safety.
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Semiconductor process technology, 
equipment, materials and 
manufacturing form the base of the 
ECS value chain and, from Single 
chip (e.g. Si, more Moore), more 
than Moore technologies (photonics, 
MEMS/Sens, Bio, etc.) and System 
on a Chip, they produce the chips 
(Packaged Single Chip, System in a 
Package, Packaged SoC) and packaged 
chip-level building blocks (SoC and 
Single Chip, Packaged Devices in 
Board) for all digital applications.

AI adoption covers both the electronic 
components and their manufacturing 
process. Add intelligence close to 
the sensors (Intelligence at the edge) 
and/or to the data sources (IoT), 
and integrate the components in a 
form factor that perfectly suits their 
applications. Use AI in the operation 
of semiconductor fabrication, to 
master complexity, increase reliability, 
shorten time to stable yield, improve 
quality, productivity, sustainability, 
resource saving volume production of 
semiconductors

Provide process technologies and 
electronic components required for 
ECS hyper-connectivity, including 
5G/6G communications, advanced 
RF and photonics communication 
technologies to interface between 
semiconductors components, 
subsystems and systems.

Electronic design and automation 
methods and tools required to 
support the use of nanomaterials 
and metamaterials, the design and 
manufacturing process of future nano-
scale semiconductors and electronic 
components, including assembly and 
packaging of electronics on fl exible 
substrates. Production tools for 
heterogeneous integration and to 
support fl exible, sustainable, agile and 
competitive high-volume high- quality 
semiconductor manufacturing are also 
considered.

End to end security starts from 
semiconductors. New technologies 
to address security at silicon level are 
considered, including application-
specifi c logic, heterogeneous SoC, 
security by design, etc. Quality and 
reliability in the semiconductor 
production are also considered, 
focusing on maximising quality KPIs, 
monitor the process with AI, early 
detect yield/reliability issues, qualify 
the parameters that infl uence HW 
reliability, adopt design for reliability, 
prognostics health management of 
ECS etc.

The Long Term Vision chapter addresses research subjects to enable and support eff ective development of European industry in about a decade 
from today. The chapter build upon the challenges identifi ed by the ECS-SRIA and specify long-term industrial needs. These needs are the basis for 
research programs for eff ective research and development in appropriate technological and/or application domains, so that European technological strength 
increases continuously in time and at the appropriate pace. Since lead-time from a fi rst scientifi c breakthrough (TRL1) to market presence of related products (TRL9) 
is about 10 years, the eff ective identifi cation of the future industrial needs is a determining factor for the success and speed of innovation. The Long Term Vision is 
shaped by three main factors: technology, application domains and policies. Clearly, all factors are drivers of innovation, because (i) anticipated technological advances 
lead to innovative applications of these advances and (ii) user needs lead to technological innovations that enable these needs. At the same time, policies and politically 
established goals and processes lead technologies and applications towards common goals and targets such as the goals of the Green Deal and the European 
industrial competitiveness. It is apparent that, each of these factors motivates, shapes and initiates innovation eff orts at many levels.


