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Vision 2020 (General introduction)
How could the internet of things be pictured in the mid- to long-term future?

The power of information technology doubles evesyrionths, the price of every given
piece of silicon can be expected to drop by hadfrg\l8 months, the amount of com-
puter memory we can get for one euro is doublirgryet5 months, and the size of the
Internet is doubling every 12 months — changekistpplace exponentially. Knowledge
tends to double every year compared to every saxsy80 years ago.

Today RFID technology is already entering the miaokea broad scale; however, the
smartness of the “tags” is still low. At the sanmee the size of sensors, actuators, logic
and storage components is shrinking dramaticatigt, rovel functionalities are added.
Through advanced integration these tags will becactiee and “smart” systems which
will be able to act and react according to the mmment they are in.

By 2020 smart tags or systems, some incorporatiegomputing power of today’s
desktop computers will be attached, embedded onlssaly integrated everywhere, in
our walls, tables, desks, garments, watches, atiteihuman body environment. They
will operate autonomously, make efficient use adrgy sources, and be networked by
all means, potentially to each of the 1,000 to 6,8R8ings” which surround human be-
ings every day. Thanks to the ubiquity of netwodkslinary things will be capable of
computing and communicating, connecting or beingected to each other, and acting
rationally with some intelligence.

The next generation of Internet applications wadldble to instantaneously identify any
kind of “thing”. The “Internet of things” will beapable of encoding the 50 to 100,000
billion “things” that exist on Earth, following tiremovement, and utilizing the informa-
tion they are carrying.

The autonomous interaction of objects, devicesiafndstructure without the need for
active control by human beings will result in coetply new applications, scenarios and
services. The environment will become active amdtiee with potentially an enormous
increase in convenience, safety and health, conmgpatith various challenges in terms of
privacy and social life.

Technically, an enormous amount of informationhaf &nnotated (tagged) environment
will be available on a number of different levabagic object information e.g. name, de-
scription, status; system information e.g. netwsigtus; physical parameters e.g. tem-
perature, humidity, etc.). This massive flood afliidnal information will need a coher-
ent architecture, inherent logic and sound striuaguconcepts in order to match informa-
tion requests (by either humans or infrastructumtéies) and information provided by
the environment.

Given the significance of the domains RFID, smgstems, and networked communica-
tion for both the advancement of information sggiand the competitiveness of the
European industry, an in-depth mid- and long-tesseasment of opportunities and chal-
lenges related to the “Internet of Things” is reqdi It has to be done from various per-
spectives, including the ones of the human behlmgteéchnology, the economy, and from
the perspective of future ICT in general. Strengthd weaknesses have to be identified
in order to create a joint strategy.
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Rational

This expert workshop “Beyond RFID — The InternefThfngs” is intended to provide a
platform for discussing the mid- and long- termexdp of the increasingly “smart” and
“connected” environment that we are facing in tieife.

The outcome of this workshop shall serve three gaep:

First, it will create or extend a common basisftdure public discussion of the topic
“The Internet of Things”.

Secondly, the topics and research needs, the madband barriers identified and
the scenarios established should contribute téottmeulation of future calls in FP7.

Thirdly, the results of the workshop will shape aaatribute to the strategic research
agenda of EPoSS.

A final report will be compiled by selected rapmants and then disseminated to the pub-
lic.

This framework paper is intended to serve as sapoint for discussions during the
workshop. It does not claim to completely coveraaibects of the topic but rather lists
some of the crucial factors that might be addressed

This document has been jointly written by the EgapCommission, DG Infso, Unit D5
and Unit G2 and the EPoSS working group on RFID.

Further information can be accessed at:
http://www.smart-systems-integration.org/public/internet-of-things
Login: expert_rfid Password: eposs4u
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SUB-WORKSHOP | - “P EOPLE”

The workshop | on “People” shall deal with topickase people (humans) come in con-
tact with the “internet of things”, “beyond-RFIDefenology” and the connected applica-
tions or services. The complementary topics, wherumans are involved, will be dis-
cussed in workshop Ill.

Outline of topics to be discussed during the workstp:

The workshop will aim to demonstrate that any u&kBID and other technologies
deemed catalytic in the emergence of the Interh&hangs, in particular where personal
data may be involved, must have gone through a ceimepsive risk and impact assess-
ment prior to actual implementation. A constantajae involving all stakeholders must
take place to appraise and determine the utilitythe necessity of the use of these tech-
nologies. It cannot be a top-down process whereesses do not engage with the con-
sumers and citizens and present it &staaccompli.

To convince the general public of the many bengiitoT technologies, applications of
true social and societal interest must be idewtifresearched and trialled in real scale
settings on a European level. The workshop wilidgptiogether some of the most interna-
tionally recognised experts in the field to clarthe issues, requirements and research
options to realise the potential of 10T technolsder the benefit of society.

The identified topics will serve as basis for f@twalls of FP7 and future policy initia-
tives of the European Commission

Scenario 2020 - I: A Day in the Life of Adam
How will the 10T look like?

Adam has just finished a long working day. His Bee Universal Device (PUD) is tell-
ing him he should go shopping, as the milk in higlligent Fridge (i-fridge) is going

off. He gets into the car, and the PUD drives tshgwing him the quickest path, consid-
ering traffic congestions and road works, to hiofaite supermarket. There, he can go
around with his trolley, while his i-fridge is send him messages of what to buy and
what not to buy, as the RFID of the different pratdueach his device, and send avail-
ability messages to the i-fridge.

If he puts something different into his trolley, dgxets warned that he will gain weight, his
cholesterol level will raise 1.5%, the last timeldwight the same product he threw away
half of it, he should get more fruit and vegetalllesause an heat wave is forecasted for
the next few days, and if he buys that other stafvill not sleep well.

He also has to remember to opt-out all the prodafctise cashier — last time he forgot,
and some other supermarket company started sehoimgpns of advertising about
products X and Y, and why they are better than pcod, the one he bought.

After getting home, he starts preparing his dirnand the smart pan is telling him he’s
putting too much oil, the temperature is too highile the i-fridge tells him to cook the
product W instead of X because it's closer to thary date.
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If Adam is somewhere near normal, we believe tleawii be very close to a nervous
breakdown, and start crying his miseries of haviagone but two mothers in law to
bare, before destroying all the technological device can find in a 100 meters radius.

Note: This scenario was deliberately formulated very controversial to spark the discus-
sion in this area!

Social benefits
What kind of concrete societal benefits could bagmed? (A few examples)
Health

e Safe medication and treatment

e Hospital environments, monitoring of patients

e Prevention of counterfeited drugs
Food traceability

« Origin of products, freshness, full list of ingredts (allergies, etc.)
Elderly and Disabled people

e RFID communicators indicate to handicapped or \Viguapaired persons road-
blocks or best way to proceed around a town, gldetc.

0 e.g., RFID location tags at airports and tags eméédn sidewalks in cit-
ies to guide blind people, and special computerpligsically challenged
people

 Ambient Assisted Living making homes more “intefiig” through RFID to help
the ageing population with daily tasks (intelligdntge, energy consumption,
etc.)

Anti counterfeit/Fraud

e Ticketing, official documents ensuring that the wiment is genuine and not a
replica (increased certainty for individuals, awaide of ticket fraud, etc.)

e Prevention of counterfeited goods which endangepliee(e.g. drugs, liquids,
spare parts, lighters, fun articles)

Mass transit/Transport systems/Government
e Location information provided to users of persomaligation systems
e Quick and easy access to metro and other masé sgsiems
e Unique and secure digital identity

Assisted living and social networking

e Monitoring and control of ambient environment (eanditioning, heating light-
ing)

e Parents may equip their children with RFID braceka that they can be tracked
when away from home for their own safety

e Facilitation and new features for social networkamgl interaction
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SWOT Analysis

Overview of the sub-workshop topic summarising most important issues

European

General

Positive

Negative / challenging

Strengths

Weaknesses

Several research centres of world class Many EU countries still with only mar

Big RFID suppliers, incl. many dy|
namic SMEs

High market potential for
sumer/personal applications

con-

Pro-active role of the European Com-

mission towards a common poligy
framework

Unique legislative framework for Data
Protection and ePrivacy

High attention given to European sp-
cial/cultural values (privacy, human
rights, inclusion, etc.)

ginal attention for RFID / Internet of thing

No level playing field for RFID/I0T acros
countries

No harmonised frequency policy in the EU

(although it is in progress)
Trust issue

Lack of pan-European pilot projects
draw lessons from actual large-scale tri
and experiments

(%)

to
als

Opportunities

Creation of new services, new work-
places

Spur for economic development
Increased convenience in citizen
everyday life

n

Threats

High initial costs

Rapid technological evolution may di
place a technology before it is wide
adopted

High hidden costs (education and tra
ing...)

Potential threats to privacy and securjity

(function creep, surveillance capacity)
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Technological Challenges

Miniaturisation, low power sources, wireless, biosa's, scalability
Privacy and security-by-design / encryption
Management of digital identities

Interlinking of dynamically configurable communigat networks (personal area
network, vehicle network, home network, office nethy etc.)

Speech and voice interaction with smart wearablgcde using natural language rec-
ognition

Non-technological Challenges

Respect of human nature, dignity, and physicabjmiy
Human right to welfare (quality of life, long-terhealth and safety issues).

Balanced and equitable R&D Internet of Things inwesnt in society — the invest-
ments must be done in such a way that the bersfdssecondary consequences are
properly distributed in society, including for oppmities foe education and training.

Sustainable development of technology, energy sugpld transportation, including
life-cycle analysis of products, materials flow bs#s, etc.

Economic, legal, ethical, moral and other socigleats to anticipate and address
socio-economic changes caused by the Internet afigsh— the new knowledge
should be developed through research, creatioratabdses, and awareness-raising
activities and dissemination, including two-wayeirgiction with the public and inter-
ested organisations.

Questions (possibly to be answered during the disssion)

General:

1.
2.

3.
4.
5.

Prioritisation of the technologies and applicatidns

Which fields/ technological approaches are impdrtarEurope? Economically and
for society?

Which are the most prominent roadblocks / baritemglering technology adoption?
Which technological challenges should be approatinst@
Which stakeholders are responsible/ have to bedied into the process?

Specific questions:

6.

Which kind of information has to be exchanged? é&#ht objects may provide and
require different information.

Information has to be filtered on different levedsthe needs of the respective user (a
user can be an object, a device or a human bding,)e

Workshop Agenda
How will the workshop be organised?
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The workshop essentially will provide an opportyridr brainstorming and give room
for the discussion of technological aspects of‘thiernet of things”.

Day 1
A) Introduction by the moderator
B) Self introduction by participants
C) Brainstorming on technology and non-technologictis
D) Brainstorming on specific application fields of geal / public interest
E) Prioritization of future policy issues and reseampbics

Day 2
F) Wrap up of topics discussed on the previous day.

G) Comments to the rapporteurs’ notes.
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SUB-WORKSHOP |l -“l TEMS AND TECHNOLOGY ”

Workshop Il shall address technology related aspbet become important on the to-
wards the “internet of things”. Her technologicapacts, e.g. roadblocks that have been
identified, breakthroughs that are shall be disedss

Outline of topics to be discussed during the workstp:

The technology/ items related sub-workshop is dadatto identifying technological
strengths and weaknesses, opportunities and tloedle way towards the internet of
things from a European perspective.

It shall address mid-term technological issuegedl#o components and devices, ICT
architecture and infrastructure.

Especially the technical needs shall be identifigds includes the listing of technolo-
gies that will be enablers for future applicatiamsl services in the fields of society and
business.

The identified technological topics will serve assts for input towards FP7 and the for-
mulation of future calls.

For the reality is that RFID is still very much ank in progress, RFID products remain
expensive, passive RFID tags don't work overly wlh certain items (read percentages
have been often in the 50 to 70 range), physiesfare, as radio frequency doesn't pass
through metal or liquid easily, two standards orgations, EPC Global and the Interna-
tional Standards Organization, are adding additioomplexity, rather than making
things easier.

On short term, manufacturers could easily find thelves hosting a number of RFID
applications to support customer/retailer mandaegg)latory compliance, and/or ROI-
driven applications. While some of these applicaiwill continue to be served by dif-
fering technologies, e.g., LF or HF vs. UHF, thsrecemendous opportunity to leverage
emerging RFID standards and achieve commonalitysaapplications. So from the
technology point of view the very first step shobklthat manufacturers similarly pre-
pare themselves by specifying scalable, upgradegitems that can expand with further
application and penetration of the technology. Meale according research can pave
the way after.

Scenario 2020 - II: A Day in the Life of Barbara
How will the 10T look like?

Now, what does the Internet of Things mean in atpral sense for a citizen of the fu-
ture? Let us imagine for a moment a day in thedffBarbara, a 23-year-old student
from Spain, in the year 2020. Barbara has justreled with her boyfriend and needs a
little time to herself. She decides to drive sdygriet the French Alps in her smart Toyota
to spend a weekend at a ski resort. But it seemsnalst first stop at a garage — her car's
RFID sensor system (required by law) has alertesbhpossible tire failure.

As she passes through the entrance to her fayartge, a diagnostic tool using sensors
and radio technology conducts a comprehensive obiglo&r car and asks her to proceed
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to a specialized maintenance terminal. The termgegjuipped with fully automated ro-
botic arms and Barbara confidently leaves her leElmar behind in order to get some
coffee. The “Orange Wall” beverage machine knowsalabut Barbara’s love of iced cof-
fee and pours it for her after Barbara waves hermet watch for secure payment. When
she gets back, a brand new pair of rear tires Ineady been installed with integrated
RFID tags for monitoring pressure, temperaturedafdrmation. The robotic guide then
prompts Barbara on the privacy-related options@ated with the new tires. The infor-
mation stored in her car’s control system is ineghtbr maintenance purposes but can be
read at different points of the car journey wheFdDRreaders are available. However,
since Barbara does not want anyone to know (edpeb&x boyfriend) where she is
heading, such information is too sensitive to lfieueprotected. She therefore chooses to
have the privacy option turned on to prevent unangkd tracking. Finally, Barbara can
do some shopping and drives to the nearest mall.

She wants to buy that new snowboard jacket withesldbd media player and weather-
adjusting features. The resort she is heading dsvases a network of wireless sensors
to monitor the possibilities of avalanches so gasfboth healthy and safe. At the
French-Spanish border, there is no need to stop, as

Barbara’s car contains information on her drivéicence and passport which is auto-
matically transmitted to the minimal border conirdtallations. Suddenly, Barbara gets
a video-call on her sunglasses. She pulls ovesagad her boyfriend who begs to be for-
given and asks if she wants to spend the weekayadher. Her spirits rise and on im-
pulse she gives a speech command to the navigatgieam to disable the privacy protec-
tion, so that her boyfriend’s car might find hecdtion and aim directly for it. Even in a
world full of smart interconnected things, humaelifggs continue to rule.

Source : “ITU Internet Reports 2005: The Internet of Things, November 2005

Benefits
What kind of societal benefits could be imagined?

Information on the environment a person is movimgsiubiquitously available.
If necessary the environment can take over pratectt monitoring functions.
Completely new applications services will emerge.

Simplification/ cost saving in business applicasion

Challenges
Which are the most imminent or crucial challenges?

Technology :
0 integration of sensors ,
0 energy supply, energy harvesting
0 integration of antennas
0 integration into existing networks,
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0 integration into materials / packaging / paper/..,etc

Common standards and the compatibility of systenasucial. “Things” have to
speak the same language!

Nanotechnology: can “smart dust” still be baseditioon?
Where are the limits?

Security at all levels

Social acceptance

Data-oriented integration of very large numberdath sources

Questions
A collection of questions that might be discussed during the workshop

General:
1. Prioritization of technologies and applications?

2. Which fields/ technological approaches are impdrtarEurope? Economically and
for society?

3. Which are the most prominent roadblocks/barriensi&iing technology adoption?
4. Which challenges should be approached first?
5. Which stakeholders are responsible/ have to beded into the process?

Specific question:

6. Which kind of information has to be exchanged? é&#ht objects may provide and
require different information.

7. A common language for the information exchange tiighnecessary (similar to
XML)

8. Information has to be filtered on different levidshe needs of the respective user (a

user can be an object, a device or a human bding,)e
9. what needs to be done to come to less, more ursfatards

Workshop Agenda
How will the workshop be organised?

The workshop essentially will provide an opportyridr brainstorming and give room
for the discussion of technological aspects of‘thiernet of things”.

The principal structure will be as follows:

Day 1
A) Introduction by the moderator / (Intro presentation
B) Self introduction of the participants/ experts

Joint European Commission/ EPoSS Expert Workshop 2008 11/20
Beyond RFID — The Internet of Things, 11-12 February 2008



C) Brainstorming on technology fields / technologydblcks

D) Brainstorming on application fields

E) Prioritization of future policy issues and reseampbics

Day 2

F) Wrap up of topics discussed on the previous day.

G) Comments to the rapporteurs’ notes.

SWOT Analysis

Overview of the sub-workshop topic summarising most important issues

European

General
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Positive

negative / challenging

Strengths

Large number of applicable technolo-
gies available

NFC : the first platform to connect
RFID via the mobile phone with the
internet and services

Near Field Communication Interface
and Protocol (NFCIP-1) is be able to

use the secure means of communication

between various devices without exert-
ing much intellectual effort in configurt
ing their “network”. In order to make
two devices communicate, bring them
together or make them touch

RFID chips can be made thinner than
paper and therefore integrated into it

Printing technology progress drives
cost down (antennae)

Polymer-technology cannot yet replage

silicon for RFID, but a lot of positive
results are already available (strong r
search community)

D
]

Weaknesses

Manufacturing challenges (roll-to-roll
manufacturing, self assembly, etc.)

Printing and Polymer technology as mean
to reduce costs

Integration aspects Demand for smaller
antennae, compact readers — in particular
integration in substances like metal, wood
plastic etc. open up new challenges

Integration into mobile devices new ap-
plication scenarios (problem is not to get
reader in a mobile phone, but combine all
existing standards : GSM, UMTS, bluetoo
...NFC etc.)

Plug and play of RFID technology, adapta
tion to the environment

Compatibility to existing networks (net-
work-technology)

Low cost security (e.g. against product pit

racy)
Integrated Sensors (various applications)

Effect of disposable technology on envi-
ronement (environmental protection)

Smart Integration aspects: multi-material,
design aspects, form follows function

Different Frequencies, different standards
(HF vs. UHF)

Higher data rates will be needed (multitag
reading) and better algorithms

Optimizing power management (energy
scavenging, polymer batteries, ...)

Privacy enhancing technologies

the

D

th,

Opportunities:

Threats
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New technologies/ devices lead to ne
applications and services

Socio-Economic Impact: (assisted liv-
ing, reduced costs for social systems

Solve the counterfeiting problem

Establish real pedigree not just for
pharmaceuticals but also for all cold
chain products

Much progress has been made in sor
European countries (specifically Ger-
many) to lead the way in e-governme
and e-administration applications.

Long before many North American
companies had heard of RFID, Euro-
pean companies were using high- anc
low-frequency RFID technologies. Cal
immobilizers were developed in
Europe. European ski lift operators
were pioneers in using RFID for ticket
ing applications. And Europeans have
embraced RFID, or contactless, smar
cards. Now things have to be put intg
perspective, getting from trials to real
use to keep the lead

W

t

Strong competition worldwide (e.qg.
China/Taiwan have started to support hea
ily university research)

The Asian region generally leads its North
American and European counterparts in

ubiquitous computing. Projects like (city-o0
the-future projects in Tokyo's famed Ginzg
shopping district (10,000 RFID tags, wire-
less beacons embedded in public fixtures
like walls and street lamps) demonstrate t
in many respects Japan and Korea are wq
leaders in the realizatioof the "Internet of

Things" . Ironically a manifestation of the

concept like the one in Ginza might well b
rejected by the North American and Euro-|
pean public, who are generally seen as m
sensitive to the protection of personal pri-
vacy and anonymity than the Asian public

Unlike in the U.S. and Europe, Asian RFIL

adoption is not retailer mandate-driven. Int

stead, initiatives are often headed by gov-
ernment and the suppliers themselves, wh
leads to faster implementation

Many mostly small companies — specifical
in the US focus on IP creation. As long as
this IP is not commonly available and free
it can hamper further innovation, cost dow
and slow down market growth

<
1

hat
rid

1%}

D
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SUB-WORKSHOP |ll -“PROCESS’

Workshop 11l “Process” shall be seen as complenmgrita workshop I. Focus shall be
set on the non human related issues of the “intexhthings”. This includes topics such
as mid- to long-term RFID research related to bessrand service application areas like
e.g.élogistics, manufacturing, and retail that hageor very tiny links to identifiable per-
sons.

Outline of topics to be discussed during the workstp:

The long term vision within these application figig a system providing necessary real-
time information on production processes and thele/Bupply chain. RFID is the key
technology to gather real-time information on tbealtion, contents and conditions of
individually identified products, transport units, shipments in a controlled manner. The
collected data can be combined with the plannifgrination and processed into appro-
priate information to be used at different stagethe process. Product history will be-
come available via B2B networks. The information && distributed effectively and in
real time to the stakeholders. In the retail anesiinformation can be used for after-sales
processes and warranty issues.

RFID systems provide item and product visibilitythin the supply chain. This visibility
can further be translated into actionable datamedictive changes with additional in-
formation attained through sensors. RFID transpanaéh sensor functionalities will be
developed, which will further enhance their usépiind applications. As an example,
they will allow the automated monitoring of condits during production processes and
through the supply chain. Intelligent sensors camline sensing, computation and
communication into a single, small device. The fetuision for RFID technology con-
sists of completely automated sensing networksdhatreact to external changes in real
time. For the field of logistics a scenario in whigallets, packages and products will in-
dependently find their way through the logisticgichwith the aid of intelligent RFID
chips combined with a global logistics network.

Furthermore, the product life cycle might changefgundly in the “internet of things” /
“internet of objects” era. Customisation, efficigramd accuracy of the product life cycle
will reach new levels of perfection. Cars, furngubuildings, and many other products
will be customisable by the buyer on line usingatbed 3 D tools, virtual reality and
simulators. The manufacturing process flow, andftiiesupporting chain of tier 1, 2, ..n
suppliers will be managed by the information aud@éaon the 'Internet of Things' about
the object (or maybe embedded in the smart-tabeobbject ifself). Distribution routing
throughout the supply chain will be managed bydbgect without need for large central
systems. Each object will have an unique identdied this will enhance many post sale
processes such as maintenance, configuration maneagef complex products such as
trains, airplanes. Easy authentication will ensiln@ mission critical components are
original, that a consumer can verify the originf@dd items, that drugs are not counter-
feited, etc. Maintenance and reverse logistics lmarmutomated to a large extend. The
product engineering team will get much more infaioraon the live behaviour of each

1 A detailed description of these RFID applicatioglds can be found at the CE RFID
project websitewww.rfid-in-action.eu/public/rfid-reference-model
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product, the way customers use it, and able torezghthe product design, manufacturing
process or used materials almost in real timeviddalized product recalls are possible.

Scenario 2020 - llI: A Day in the Life of Carla
How will the 10T look like?

After having breakfast and completing the virtuabgping tour for dinner Carla goes to
work. She works as process manager for an intemelty operating car production
company. One of her big achievements was to set system providing necessary real-
time information on their production processes #relwhole supply chain. It was very
difficult and time-consuming to integrate all supps, but Carla finally convinced them
when presenting a secure data-sharing model. R$-tBei key technology to gather this
real-time information on the location and conditmnindividually identified products or
transport units in Carla’s company.

The data is also very valuable for forecasting plahning processes. However, also
planning processes are automated and missing ca@nfsare ordered without any peo-
ple being involved. And also the production proessare automated. The cars they pro-
duce actually build themselves autonomously. Alhponents are equipped with trans-
ponders and intelligent sensors, combining sensiogiputation and communication
functionalities. Carla is very impressed whenever steps into the production halls, be-
cause it seems that invisible people would do tbekwAll pallets, packages and prod-
ucts find their way independently and productioogessses run automatically.

On her way home she stops at the local distributimshe for a “shopping tour”. She uses
the opportunity to fit some clothes from the nevilemdion. The computer projects on
real scale a video how she would look in the setéclothes. Once her choice has been
made the full business supply chain behind it i®m@ated. Smart Dressing Rooms and
Smart Shelve applications have been installedrimost all local distribution nodes as a
special service for the customers. They identifithes via RFID and supply useful in-
formation such as the price, size and materiahefarticle via an integrated display. This
way RFID helps to enhance the efficiency of busne®cesses and reduces costs. But
not only services such as high on-shelve availgbdnd efficient delivering services
convince Carla, she can also use the informatiothertransponder for after-sales proc-
esses and warranty issues. It gives her a feefisgaurity knowing that all product his-
tory is accessible at any time when reading the BPLproduct.

Benefits (examples)

e Gathering real-time data allowing to improve anislysd forecasting

e Improvement of monitoring and controlling of proses

e automated sensor networks that react to changes

« fully automated order administration and processiogg the whole supply chain
e Efficiency of processes increases with possibditgost reduction

Challenges (examples)
e Technological development (tags, readers, sensaonies, reliability, etc.)

e Improvement of technological interoperability
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e Especially in the retail area: improvement of caafien between actors within very
heterogeneous supply chains

e Development of secure and reliable data-sharingetsofbr different actors within
supply chains

Questions (possibly to be answered during the disssion)
What are the most relevant application fields?

What are the main future use cases in these fields?

What are the main challenges?

Prioritisation of these challenges?

How could these challenges be overcome?

How could data-sharing models look like?

What is the time frame for different challenges?

© N o a0 bk~ wDdRE

Who are the addresses for these challenges (esgarah institutions, business or-
ganisations, standardisation bodies, etc.) => wiaulsl contribute to the different
topics?

Workshop Agenda
Day 1
A) Introduction by the moderator
B) Self introduction by participants
C) Brainstorming on technology and non-technologicatls
D) Brainstorming on specific application fields of geal / public interest
E) Prioritization of future policy issues and reseaapics

Day 2
F) Wrap up of topics discussed on the previous day.

G) Comments to the rapporteurs’ notes.
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Subcategories

RFID

Application Field

AA. - Inhouse Logistics

AB. - Closed Loop Logistics

AC. - Open Logistics

AD. - Postal Applications

AE. - Dangerous Goods Logistics
AF. - Manufacturing Logistics
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BA. - Archive Systems

BB. - Asset Management (incl. Environmental Monitoring)
BC. - Facility Management

BD. - Vehicles

BE. - Airplanes

BF. - Automation / Process Control

BG. - Food and Consumer Goods
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CA. - Fast Moving Consumer Goods
CB. - Electronic Goods

CC. - Textile Goods

CD. - Fresh/Perishable Foods

CE. - Pharmaceutical

CF. - Customer Information Systems
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DA. -Ticketing
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DD. - Personal Tracking o =R ®
EA. - Loyalty Cards S=q
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EB. - Membership Cards D gg
EC. - Contactless Banking Cards § a8
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ED. - Payment and Advertising via mobile phones 3 =
FA. - Assistance for the Disabled m
FB. - Hospital Management %
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FC. - Implants 2
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FD. - Medical Monitoring g)
FE. - Smart Implants @
GA. - Sports Applications T 5 o
GB. - Rental Systems c 2o
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GC. - Smart Games % ]
g3?
GD. - Smart Home o
HA. - Public Service Maintenance
HB. - Road Tolling Systems % s
HC. - Banknotes 2 0
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HD. - ID Cards and Passports 05

HE. - Health Insurance Cards
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SUB-WORKSHOP |V - “V ISIONS”

Workshop IV “Visions” should be seen to provideoauim for open thoughts. Here new,
“visionary” concepts could and should be discus3ée@. focus of addressed research and
applications will be rather long-term.

Outline of topics to be discussed during the workstp:
Topics that will be addressed by the experts night

Connection between the virtual world (Second Lif¢.and the physical world, facili-
tated by the internet of things?

(Semi-)autonomous vehicles for transportation (jolgloods)
Highly automated factories

Near real-time customer services

Automated environment management
Intelligent/autonomous building management

Individuals carrying sensors inside human body
Intelligent clothes and garments

High individual protection

Scenario 2030 - IV: A Day in the Life of David
How will the 10T look like?

It is a normal weekday morning. David wakes up plaohs his day. He wants to leave
for work in half an hour and asks the Ubiquitoustik Environment (UNE), by
means of a voice command, to find a vehicle to eshith somebody on his route to
work. UNE starts searching the trip database aftedy ahecking the agreement of the
driver, finds someone that will pass by in 30 m@sutFrom that moment on, David and
his driver are in permanent contact if wanted -hbaear their personal area networks
(PAN) allowing seamless and intuitive contacts.

While taking his breakfast coffee, David lists &i®pping since he has been informed by
UNE that he would soon become short of food ancttzes. He would like also to cook
a cake for his companion and the e-i-fridge flasthesrecipe. It highlights the ingredi-
ents that are missing: milk, eggs and flour. He gletes the shopping on the e-i-fridge
screen and asks for it to be delivered to the stodistribution point in the neighbour-
hood. All goods are tagged, so that David can clieekprogress of her virtual shopping
expedition, from any enabled device at home, tlieeobr from her smart watch when
she is on the move.

David goes downstairs onto the street, as his dakéves. When David gets into the car,
the vehicle area network (VAN) registers his anddoyng that the in-vehicle payment
systems start counting. A micro-payment system auliomatically transfer the amount
into the e-purse of the driver when he gets othefcar.
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At noon David’s wireless monitoring system that peérack of vital signs notifies his on
the screen of her RFID wrist watch that it's tineetake insulin to regulate his insulin-
dependent diabetes.

At 5:45pm, after work, David arrives at the locaktdbution node (actually his
neighbourhood corner shop) to pick up the goodsaseordered in the morning. By get-
ting them out, the system registers payment angtekethe items from David’s shopping
list. At home, his smart i-fridge screen will bebk.

Coming home, UNE welcomes David and suggests ¢ovtek the next day as due to the
heat the atmosphere will be unhealthy and Davidhinggiffer from allergies to certain
types of pollutants.

Social benefits

Better utilisation of resources
« Less waste, more resources for everyone
e Saving money
e Saving environment

e Saving time

Challenges
e Will the “things” in the Internet of things behaiwean autonomic way?
e Will they be intelligent and non-deterministic?

e Will there be a hierarchy of objects?

PEST Analysis

Although political directions can fluctuate sige#intly in the next 15 years, it seems
clear that the development of these technologiakesy aspect of the future society. Po-
litical instability can, though significantly enhaaor slow down their adoption.

Similarly, trade agreements can determine the spkadoption, and drive, although
marginally, the development and cost of the teabgl

While Economic factors are fundamental for the dlgwment of any kind of technology,
and a stable growth is probably the best scenaritafs advances on research on the
internet of things, we believe that the rise o$ tigichnology will occur in any economic
scenario. Even a case of strong recession might ijpgidevelopment, as a mean to save
resources and money.
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Socio Economical factors can determine the adoptrajection of the IoT. These tech-

nologies can be seen as a “big brother” creatiomtihg the privacy and giving the pos-

sibility of a total control of our lives. The attde of consumers is already very strong,
and can kill this technology, simply by refusingamopt it. It is therefore fundamental to
prove that privacy is not violated, and all the ¢f@n that can be obtained, in terms of
economic savings, increased personal leisure, endisy.

The technological development can get to a halpgropriate communication standards
are not in place, and if privacy and security issaie not convincingly solved. There is
no doubt that the 10T will provide innovative se®$ and may radically change long-
established business models.

Workshop Agenda
Day 1
A) Introduction by the moderator
B) Self introduction by participants
C) Brainstorming on technology and non-technologicatls
D) Brainstorming on specific application fields of geal / public interest
E) Prioritization of future policy issues and reseaapics

Day 2
F) Wrap up of topics discussed on the previous day.

G) Comments to the rapporteurs’ notes.
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